
 

 

DATA PROTECTION POLICY  
 

All data users must comply with the eight Data Protection Principles. The principles define how data 

can be legally processed.  ‘Processing’ includes obtaining, holding recording or storing information 

and carrying out any operations on the data including adaption, alteration, use disclosure, transfer, 

erasure and destruction. 

 

 Personal data shall be processed fairly and lawfully 

 Personal data shall be held only for one or more specified and lawful purposes and shall not 

be further processed in any manner incompatible with that purpose or purposes. 

 Personal data shall be adequate, relevant and not excessive in relation to the purpose for 

which it is processed. 

 Personal data shall be accurate and, where necessary, kept up-to-date. 

 Personal data processed for any purpose shall not be kept for longer than is necessary for 

that purpose. 

 Personal data shall be processed in accordance with the rights of data subject under the 

Data Protection Act.  

 Appropriate technical and organisational measures shall be taken against unauthorised or 

unlawful processing of personal data and against accidental loss or destruction of the data. 

 Personal data shall not be transferred to a country or a territory outside the European 

Economic Area unless that country or territory ensures an adequate level of protection for 

the rights and freedoms of data subjects in relation to the processing of personal data. 

 

Personal data has a broad ranging definition and can include not only items such as home and work 

address, telephone number, age, and schools attended but also photographs and other images, if 

focussed on an individual and disclosing information which is biographical in a significant sense.  

Sensitive personal data  consists of racial/ethnic origin, political opinion, religious or similar beliefs, 

trade union membership, physical or mental health or condition, sexual life and criminal record. 

 

 

 

Handling of personal data by students 

Academic and academic-related staff are responsible for the conduct in these matters of the 

students who they supervise. The use of personal data by students is governed by the following: 

A student should only use personal data for a College-related purpose with the knowledge and 

express consent of an appropriate member of staff (supervisor/unit/course coordinator). 

 The use of College-notified personal data by students should be limited to the minimum consistent 

with the achievement of academic objectives.  Wherever possible, data should be de-personalised so 

that students are not able to identify the subject.  

 

 



Access to data 

The Act gives data subjects a right to access the personal data held about them by the College.  The 

college will seek to take an approach which facilitates access to their personal data by individuals 

without them having to make formal subject access requests under the Act, whilst acting within the 

Data Protection principles. 

 

All formal subject access requests must be responded to within the 40 day period prescribed by the 

Act.   

 

From 1 January 2005, rights of access will be extended to data held in unstructured manual filing 

systems.  However, the college will not be obliged to disclose such data unless the data subject can 

provide a description of it, nor if the costs of locating it exceed the maximum search costs allowed 

for under the Freedom of information Act. 

 

References 

References the College gives are exempt from the Act, references we receive are not.  

 

Research 

Data collected for the purposes of research are covered by the Act. They will however, be exempt 

from subject access if only intended for publication in such a way that individuals cannot be 

identified. 

 

Staff collecting data for the purposes of research or consultancy are advised to incorporate an 

appropriate form of consent to process on any data collection form.  

 

Security 

All College users of personal data must ensure that all personal data they hold is kept securely.  They 

must ensure that it is not disclosed to any unauthorised third party in any form either accidentally or 

otherwise. 

 

Retention 

Personal data must only be kept for the length of time necessary to perform the processing for 

which it was collected.  This applies to electronic records too.  Please see the College’s Record 

Retention policy (academic) for further guidance. 
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Any breach will be taken seriously and may result in action being taken.  

 


