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Objectives

The aims and objectives of this project were: 

• to investigate the combinatorial properties of PEDFs, and their relationship to classic 
difference families

• to explore how known constructions for classic difference sets and difference families may be 
used to construct PEDFs

• to build a collection of examples of PEDFs in small groups
• perform computational searches for small examples of PEDFs, which can then be analysed



Background – Explaining PEDFs
In an increasingly digital world information security has never been 
more important. One important type of information security structure 
is an algebraic manipulation detection code (AMD code). These were 
introduced as a generalisation of approaches used in secret sharing 
schemes and have various applications in cryptography. It was shown 
by Paterson and Stinson in 2016 that these codes can be constructed 
from Partitioned External Difference Families (PEDFs), a modification 
(a few times over) of something called a Difference Set.

These structures all take place within a Group, a set of numbers and 
an operation such as addition or multiplication which obeys certain 
rules.

An intuitive example of a group is 
the integers modulo 3; the set of 
numbers {1,2,3} with 
addition/subtraction working as 
normal unless we get a result which 
is not 1, 2 or 3. 
Then we add or subtract 3 from our 
result until it is one of these 
numbers. So 1+2=3 which is fine 
but with 2+2=4, 4 is not in our set 
and so we subtract 3 to get 1. 
Hence we have 2+2=1. See left for 
the complete addition table

(Z3, +) 1 2 3

1 2 3 1

2 3 1 2

3 1 2 3

Note here that adding 3 to any number just gives us back the number. i.e. 
1+3=1. For this reason it is standard to label 3 as 0, it is called the ‘identity 
element’. We write Z3 as shorthand for the group of integers modulo 3 
and + to show we are adding our numbers in the table. 

There are groups following similar rules for all integers; in this poster we 
will see Z5  and Z7

A Difference Set is a subset of a group, 
G, such that every non-identity element 
of G can be expressed as a ‘difference’ 
between two elements of the subset 
(typically one element subtracted from 
another in the form x - y) a fixed 
number of times. 

For example, in Z7 = {0,1,2,3,4,5,6}, the 
subset D = {1,2,4} is a difference set as 
each non-identity element of Z7

appears exactly once as a difference 
between elements of D. (Note we are 
now subtracting and that we subtract 
the left number from the top)

(Z7, -) 1 2 4

1 0 1 3

2 6 0 2

4 4 5 0

A Difference Family is a set of same-sized 
subsets of G such that the collection of 
‘differences’ in each subset results in each 
non-identity element of G occurring a fixed 
number of times.

For example in Z5 = {0,1,2,3,4} the sets 
{1,4} and {2,3} form a difference family 
where each non-zero element occurs once 
across both sets’ differences. 

(Z5,-) 1 4

1 0 3

4 2 0

(Z5,-) 2 3

2 0 1

3 4 0

An External Difference Family (EDF) is a collection of same-sized subsets of G 
similar to a difference family except we now take our differences by 
subtracting elements from different subsets. We still want the union of our 
differences to result in each non-identity element of G to occur a fixed 
number. (See next figure)

(Z7,-
)

0 1 3 2 4 5

0 X X X 2 4 5

1 1 3 4

3 6 1 2

2 5 6 1

4 3 4 6

5 2 3 5

Here we can see that the sets {0,1,3} and {2,4,5} form an EDF 
in Z7.. Each non-identity element occurs 3 times.

A Partitioned External Difference Family is a collection of any-
sized subsets of a group G. We require that the collection of 
differences of subsets of the same size with every other subset 
gives us each non-identity element of G occurring a fixed 
number of times. Note that each collection of differences 
generated from the different subset sizes need not have the 
same number of occurrences of non-identity elements (see 
below).

For example, in Z5 the collection of subsets {1,4}, {2,3},{0} is a 
PEDF.

(Z5,
-)

1 4 2 3

1 1 2

4 3 4

2 4 2

3 3 1

0 1 4 2 3

(Z5,-) 0

1 4

4 1

2 3

3 2

0

Each non-identity element occurs 
three times

Each non-identity 
element occurs once



Results

Building from the current literature, with the use of computational searches to generate smaller examples, the project found 
several new structural properties, non-existence results and constructions for PEDFs. Some results of interest are:

• A PEDF with two or more set sizes and only one singleton (i.e. only one subset of size 1) must partition the whole group G 
(i.e. all elements of G must be in one of the subsets)

• For any prime number p then there does not exist a PEDF , with more than one set size, in a group of size p+1 that doesn’t 
partition G.

• In any (abelian) group of odd size, the collection of sets {0} and all sets {g,-g} (where g + (-g) = 0) form a PEDF. For example
in Z7  {0}, {1,6}, {2,5}, {3,4} is a PEDF (1+6 = 2+5 = 3+4 = 7 = 0). 

• New constructions of Difference Families and Disjoint Partial Difference Families which can then be used to construct 
PEDFs

Outcomes

This project has lain a firm foundation of properties and constructions for PEDFs which will provide a good springboard for 
future studies of these objects.  Additionally, with the discovery of new construction methods for these objects one can 
create new AMD codes which have many applications in information security such as in robust fuzzy extractors, secure multi-
party communication and secret-sharing schemes.
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