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The proliferation of diverse IT systems, applications, and data access policies that underpin businesses’ digital transfor-
mation has created large attack surfaces that are di�cult to defend against advanced cyber-attacks. An IT system breach 
can cause severe financial and reputational damage and is a common topic among the boardrooms of today – but 
eliminating this risk requires a comprehensive strategy.

Whilst monitoring systems are a powerful and practical tool for IT and security teams, they are typically expensive to 
deploy and complex to operate and manage. Our Managed Security Information and Event Management (SIEM) service 
provides organisations with a comprehensive and scalable solution for security, performance, and compliance 
management. 

Cyber Security Services

Managed Security Services

Security Threat Assessment – 
Understand the challenges that your 
network faces with a survey of your virtual, 
physical and cloud network, endpoints and devices

User and Entity Behavioural Analytics (UEBA) 
and Machine Learning – 
Analyse user and application activity in real-time to
prevent attempted intrusions and manage anomalous 
or damaging activities. 

Asset profiling and vulnerability detection – 
Through consolidated visibility, rapidly detect 
potential threats and continuously develop and 
improve protection without the costs of an internal 
team or technologies.

Centralised logging – 
Prepare for forensic investigation with log 
retention and management, aggregating events 
from across your on-premises and cloud 
environments and cloud applications, 
including O�ce 365 and G Suite. 

Host-based intrusion detection agents – 
Dynamically inspect your network via specific 
hosts, analysing whether anyone or anything, 
internal or external, has circumvented your 
security policy. 

Actionable threat intelligence – 
Leverage threat intelligence from the Open Threat 
Exchange® (OTX™) — the world’s largest open 
threat intelligence community of security experts, 
researchers, and IT professionals worldwide who 
provide global insight into the latest attack trends, 
bad actors, indicators of compromise, and a�ected 
industries. 

1 Billion Log Messages/Day

1.5 Million Security Events/Day

1000 Alarms/Day

60 Alarms/Day

Incident

Data collection across all 
security event sources

Logs are analysed and 
correlated to provide 
“true positive”data alarms

Tier 1 SOC Analysts 
will analyse event data
and investigate their alarms

Tier 1 and 2 SOC Analysts 
will triage alarms and filter out 
false positives or “noisy” alert data

Managed Security Operations Centre

Tier 2 and 3 SOC Analysts 
will triage and manage incidents 
in partnership with the
client IT operations
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+44 (0) 131 554 3438info@hutchinsonnetworks.com

Contact us to learn more

Hutchinson Networks is a thought leader in ideas and technology. With on-the-ground experience in 80+ countries
we span the globe, delivering next generation solutions and services to large multi-nationals, critical public-sector
infrastructure and growing start-ups. Headquartered in Edinburgh our solution architects and engineers are trained
and accredited in the latest technologies, guiding clients on the right blend of on-premise, hybrid or cloud services
that meets their needs 

hutchinsonnetworks.comhutchinsonnetworks.com WIRELESS SOLUTIONS

An in-house cyber-security unit can be a costly, impractical and ine�ective solution against the increased risk of a cyber-at-
tack. Hiring skilled resource in cyber security is expensive due to market demand and the security tooling software used to 
monitor and detect IT systems for intrusions can be expensive and requires experienced sta� to operate it.
Our Managed Security Information and Event Management (SIEM) service provides you with first-class security expertise, 
advanced threat intelligence, e�ciency and automation otherwise unavailable to most organisations.  It also streamlines 
compliance reporting for GDPR and PCI DSS.

USE CASE CHALLENGES OUR OFFERING

SOC Use Cases

Managed 
Services

Endpoint
Protection

Sandboxing

Compliance

Monitoring and managing your network is 
di�cult and expensive if your team lacks the 
time or technological resources, or expertise.

The proliferation of connected devices to a 
single network can mean a single point of 
failure when an intrusion is attempted.  

In addition to detecting malware activity and malicious
behaviour tied to zero-day attacks, we are able to find 
unauthorised local accounts, misconfigurations and 
changes to access privileges suggestive of local 
account abuse and endpoint compromise. 

Testing suspicious code on the network 
without first isolating the malicious package 
can severely undermine your security posture.

Suspicious packets and essential updates can be 
isolated and tested in a safe environment prior to 
their deployment on the wider network.

Keeping track and compliant of o�cial 
regulations is fundamental to accessing 
and staying on frameworks and maintaining 
customer service.

Our security services streamlines compliance 
reporting for GDPR and PCI DSS.

We employ a variety of threat detection techniques 
including advanced correlation, pattern recognition, 
blacklisting and whitelisting, and statistical analysis.  

How can we help?

Book a Cyber Threat Assessment

Learn more about which application 
vulnerabilities are attacking your 
network, which malware/botnets 
were detected and even pinpoint “at 
risk” devices within your network.

Discover how peer to peer, social 
media, instant messaging and other 
application subcategories are being 
utilized within your network.

Find out more about your throughput, 
session and bandwidth requirements 
during peak hours.
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