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AUDIT & RISK COMMITTEE 

NOTICE 
There will be a meeting of the Audit & Risk Committee on Wednesday 20 May 2020 
at 1030 hours through the use of Microsoft Teams. 

AGENDA 
Agenda 
Item 

Paper 

53-20 Apologies for Absence 
54-20 Declaration of any Potential Conflicts of Interest in relation to 

any Agenda Items 
55-20 Minute of Previous Meeting – 28 November 2019 X 
56-20 Matters Arising from the Previous Meeting 

57-20 Matters for Decision 
58-20 Reports on Internal Audit Reviews 

• Business Development
• Financial Planning
• IT Operations
• BYOD VFM
• Follow up

X 

59-20 Internal Audit Plan 2020-21 X 

Matters for Discussion 
60-20 Draft External Audit Annual Plan Year Ending 31 July 2020 X 
61-20 Code of Good Governance for Scotland’s Colleges – 

Review of Compliance 
X 

Matter for Information 
62-20 Scenario Planning & Identification of Risks X 

63-20 Any Other Business 

64-20 Summation of Business and Date of Next Meeting 

65-20 Annual Meeting with External and Internal Auditors 



Agenda Item 55-20 
AUDIT & RISK COMMITTEE 

Draft Minutes of the meeting of the Audit & Risk Committee held on Thursday 28 November 
2019 at 1030 hours in G10, Aberdeen City Campus. 

Agenda 
Item 

Present: 
David Anderson – Chair 
Abdul Elghedafi 
Sheena Ross 
Anne Simpson 

In attendance: 
Stuart Inglis, MHA Henderson Loggie 
Stephen Reid, EY 
Peter Smith, Vice Principal Finance & Resources 
Pauline May, Secretary to the Board 
Susan Lawrance, Minute Secretary 

40-19
Apologies: 
Apologies were presented for Ann Bell, Andrew Russell and Adrian Smith. 

41-19
Declaration of any Potential Conflicts of Interest in relation to any Agenda Items 
No potential conflicts of interest were declared 

42-19

Minutes of Previous Meeting – 25 July 2019 
The minutes were approved as a true and accurate record, subject to two 
corrections to the ‘In attendance’ information. 

43-19

Matters Arising from the Previous Meeting 
It was noted that the actions relating to fixed asset management would be 
addressed under Agenda Item 45-19. 

In relation to the publication of Audit & Risk Committee papers on the new 
College website, P May advised that this was scheduled to be done by the end 
of December 2019. 

Members were advised that the Committee evaluation had not yet been 
progressed but that work to take this forward would be undertaken the 
following week.   

No further matters were raised. 

Matters for Decision 

44-19

Annual Report of the Audit & Risk Committee to the Regional Board 
Members considered a paper providing an opportunity for the Committee’s 
Annual Report to be approved ahead of its submission to the meeting of the 
Regional Board scheduled for December 2019. 
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P Smith highlighted a number of updates made to the draft Report since it was 
considered by Members at the last meeting of the Committee held on 25 
September 2019. 

The Committee approved the Annual Committee Report to the Regional Board 
as presented. 

45-19

Fixed Asset Management 
The Committee considered a paper detailing updates to the management 
response to the Internal Audit of Fixed Asset Management. 

P Smith summarising the updated position in terms of work undertaken to 
locate previously missing assets, confirming that he was comfortable with the 
current position and highlighting that a number of assets listed previously had in 
fact been double-counted as they had correctly been included on the 
College’s IT & Technical Services Register, 

P Smith reported that the College now had a clean asset register, adding that 
the recent work undertaken including the updating and mapping of 
procedures and agreement to include related KPIs in the new Facilities 
Management contract would ensure that the College’s fixed asset 
management remains effective and up-to-date.  

A discussion was held regarding the potential increase to the de minimis limit.  
was agreed that P Smith would quantify the impact on the number of recorded 
fixed assets through the raising of the de minimis limit.  It was noted that the 
higher limit would only be applied to new items on the asset register and 
historic items would not be changed.  Members agreed to raise the de minimis 
limit on the value of registered small assets to £500. 

Members acknowledged the significant amount of work undertaken to find the 
previously missing items and asked for thanks to be shared with the staff involved 
in significantly reducing the overall number.  

Matters for Discussion 

46-19

Annual Procurement Report AY2018-19 
Members discussed a paper providing an opportunity to consider the College’s 
Annual Procurement Report, covering the period 01 August 2018 to 31 July 
2019. 

P Smith advised that the format of the Report was based on a APUC template, 
adding that the College was required to publish the document by the end of 
December 2019.   

In response to a query regarding community benefit, P Smith explained the 
College’s approach to ensuring best value for money and the use of national 
frameworks. 

P Smith confirmed that the Report did not require Board approval but that 
College management were required to sign it off prior to publication.  
Members agreed with P Smith’s view that the Report should be presented to 
the Committee for information given the value for money aspect of the 
Committee’s remit.  

An incorrect date was noted on page 62 of the Report. 
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47-19

Student Activity Data Return AY2018-19 
The Committee noted a paper providing an opportunity for Members to 
consider the auditor’s report on the College’s Student Activity Data Return for 
Academic Year 2018-19. 

S Inglis highlighted the overall conclusions recorded in the Report: 
• the College’s student data returns have been compiled in accordance

with all relevant guidance;
• adequate procedures are in place to ensure the accurate collection

and recording of the data
• on the basis of testing a reasonable assurance that the FES return

contains no material mis-statement.

S Inglis advised Members of a previously identified issue in relation to ‘required 
dates’.  It was noted that NESCol’s current practice differs from current SFC 
guidance however this had been clarified with the SFC and confirmed as 
acceptable.  Members agreed that the College should not change its 
approach to ‘required dates’ given that the SFC did not require any action to 
be taken. 

Members noted the recommendation in relation to the residency status of 
students.  P Smith confirmed that this issue had been discussed with the Director 
of Student Access & Information who had subsequently instructed the 
College’s Admissions Team to ensure this is addressed going forward.  

S Inglis noted that the College did not achieve its SFC credits target, recording 
a shortfall of 307 credits. 

S Inglis summarising the College’s most recent Student Data Return, highlighting 
that it was a clean submission with only one medium-priority recommendation 
made. 

48-19

Student Support Funds 
Members were advised that it had not been possible for Agenda Item 48-19 to 
be issued for this meeting.  

S Inglis provided an update on the current status of the Student Funding Data 
Return, advising that final queries were expected to be clarified by the end of 
next week.   

It was agreed that the final return would be circulated to Members by email 
once available. 

49-19

Any Other Business 
The Secretary to the Board advised that the Committee usually held its annual 
meeting with internal and external auditors without the presence of College 
management at its November meeting.  It was reported that this had not been 
scheduled for this meeting due to the recent appointment of MHA Henderson 
Loggie as the College’s internal auditors.   

It was proposed and subsequently agreed that the annual meeting would be 
scheduled for the meeting of the Committee to be held in May 2020. 

In relation to Agenda Item 45-19, the Chair queried as to how the new de 
minimis limit would be communicated.  P Smith advised that the change had 
been included in the revised fixed asset management procedure which would 
now be shared with all staff following approval of the changes. 
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50-19

Summation of Business and Date of Next Meeting 
The Secretary gave a summation of the business conducted.  The next meeting 
of the Audit & Risk Committee will be held at 1030 hours on Wednesday 12 
February 2020 at Aberdeen City Campus. 

Reserved Item of Business – Matter for Decision 

51-19

Financial Statements for the Year to 31 July 2019 
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52-19
Summation of Reserved Item of Business 
The Secretary gave a summation of the reserved item of business. 

Meeting ended 1140 hours 

Agenda 
Item 

Actions from Audit & Risk Committee 
28/11/19 

Responsibility Deadline 

43-19
Audit & Risk Committee papers to 
be published on new College 
website. 

P. May 31 December 2019 

43-19
Committee self-evaluation to be 
progressed. 

P. May As soon as possible. 

44-19
Committee’s Annual Report to be 
submitted to next meeting of the 
Regional Board. 

P Smith & P. May 04 December 2019 

45-19
De minimis amount for small assets to 
be increased to £500 and 
communicated to all staff. 

P. Smith As soon as possible 

46-19
Incorrect date in Annual 
Procurement Report to be updated 
prior to publication. 

P, Smith 31 December 2019 

48-19
Final Student Support Funds Return 
to be circulated to Members. 

P. May Once report is 
available 

49-19
Annual Meeting with Internal and 
External Auditors to be scheduled as 
agreed. 

P. May 20 May 2020 

51-19

51-19

Signed:…………………………………………. Date: …………………………………………… 



   Agenda Item 58-20 

AUDIT & RISK COMMITTEE 

Meeting of 20 May 2020 

Title: Reports on Internal Audit Reviews 

Author: Peter D Smith, Vice Principal – 
Finance & Resources 

Contributor(s): MHA Henderson Loggie 

Type of Agenda Item: 

For Decision ☒

For Discussion ☐

For Information ☐

Reserved Item of Business  ☐ 

Purpose: To enable the Committee to consider reports on internal audit reviews, 
together with recommendations and management responses. 

Linked to Strategic Goal: 

5. Optimise the use of our available resources to deliver financial and
environmental sustainability.

Linked to Annual Priority: 

Executive Summary:  
The College’s Internal Audit Programme for AY2019-20 was approved by 
Committee in September 2019.  The reports resulting from that programme are 
attached as Appendices, and are summarised as follows: 

Business Development (Appendix 1) 
• Overall Conclusion – Satisfactory
• Number of Recommendations – Four Priority 3 recommendations.

Financial Planning (Appendix 2) 
• Overall Conclusion – Good
• Number of Recommendations – none.

IT Operations (Appendix 3) 
• Overall Conclusion – Satisfactory
• Number of Recommendations – Two Priority 2 and one Priority 3

recommendation.

Bring Your Own Device (BYOD) – Value for Money (Appendix 4) 
• Overall Conclusion – Satisfactory
• Number of Recommendations – One Priority 2 and two Priority 3

recommendations.



Follow Up (Appendix 5) 
• Overall Conclusion – Good progress made, with 17 of 21

recommendations fully implemented.  2 low level recommendations are
partially implemented, 1 low level recommendation has had little progress
and 1 low level recommendation is not yet due for completion.

Performance Reporting 
• Due to restrictions as a result of COVID-19, internal audit and management

agreed to postpone this review until AY2020-21.

Recommendation: It is recommended that the Committee consider the internal 
audit reports recommendations, and approve management responses, with any 
amendments, as necessary. 

Previous Committee Recommendation/Approval (if applicable): 
None 

Equality Impact Assessment: 

Positive Impact ☐ 

Negative Impact ☐ 

No Impact  ☒ 

Evidence: 



                 

LEVEL OF ASSURANCE Satisfactory 

North East Scotland College 

Business Development 

Internal Audit Report No: 2020/05 

Draft issued: 11 December 2019 

Final issued: 23 December 2019 

Agenda Item 58-20
Appendix 1
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 Page No. 
 

Section 1 Management Summary 
 

• Overall Level of Assurance 1 

• Risk Assessment 1 

• Background 1 

• Scope, Objectives and Overall Findings 2 

• Audit Approach 2 

• Summary of Main Findings 2 - 3 

• Acknowledgements 3 
 
Section 2 Main Findings and Action Plan 4 - 12 
 
 

Level of Assurance 
 
In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 
 
Gradings are defined as follows: 
 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

 

Action Grades 

 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 
brought to the attention of management and the Audit and Risk Committee. 
 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 
addressed by management. 
 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 
enhance efficiency and effectiveness. 
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Overall Level of Assurance 

Risk Assessment 

Background  

 

 

Management Summary 
 

 

 

 

 

 

Satisfactory System meets control objectives with some weaknesses present 

 

 

 

 

 
This review focused on the controls in place to mitigate the following risk on North East Scotland 
C llege’s ( ESCol) Strategic Risk Register: 
 

• 3.1 -  If employers do not successfully engage with NESCol, then the College will not be able to 
identify and meet their needs (risk rating: medium) 

 

• 5.2 – If sufficient income levels are not achieved then the College will not be able to financially 
invest in innovation, staff and facilities (risk rating: medium) 

 
 
 
 

 

As part of the Internal Audit programme at the College for 2019/20 we carried out a review of the 

C llege’s business development arrangements, Our Audit Needs Assessment identified this as an 

area where risk can arise and where Internal Audit can assist in providing assurances to the Principal 

and the Audit and Risk Committee that the related control environment is operating effectively and 

ensuring that risk is maintained at an acceptable level. 
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Scope, Objectives and Overall Findings 
 

 
The scope of this audit was to c nside   he key  isks in  ela i n     he C llege’s c   e cial and 

external funding activities (excluding ASET Limited, which will be covered separately on the internal 

audit programme). 

The table below notes the objectives for this review and records the results:  
 

Objective Findings  

Actions 
already 

underway 

The specific objectives of this audit 
were to obtain reasonable assurance 
that: 

 
1 2 3 

1. procedures in place within the College 
are sufficient to maximise income 
generation and margin from 
commercial (non SFC) activities 

Good 0 0 0  

2. an effective strategic and operational 
planning process has been 
established, including identification of 
key markets and courses 

Good 0 0 0  

3. there is appropriate support in place 
to identify and promote commercial 
and external funding opportunities 

Satisfactory 0 0 1 





4. key risks and opportunities are 
identified and mitigated / exploited Satisfactory 0 0 3 

5. there is effective pricing in the 
marketplace, with full cost recovery as 
the target and careful consideration 
being given to activity which does not 
meet this target 

Good 0 0 0 

6. management information, including 
financial information on each specific 
activity, is adequate and easily 
accessible to all relevant staff 

Good 0 0 0 

7. there is regular review of activities by 
the Regional Board and its 
committees 

Good 0 0 0 

8. feedback is sought from customers 
and is acted upon Good 0 0 0 

9. appropriate systems and procedures 
are in place to manage intellectual 
property risks covering areas such as: 
ownership; identification; application 
approval; and maintenance 

Good 0 0 0 

10. adequate arrangements have been 
put in place to prevent and respond to 
external claims against the College 
for breach of contract and robust 
agreements are signed with partners 

Good 0 0 0 

Overall Level of Assurance Satisfactory 

0 0 4  

System meets control objectives with 
some weaknesses present 

 



Business Development  
 

3 

 
 

Audit Approach 

Summary of Main Findings  

 
 
 
From discussion with the Vice Principal, Curriculum & Learners, Vice Principal, Finance & Resources, 

Director of Business Development and other relevant staff, and review of relevant documents, we 

established the key controls in place within the above areas and considered their adequacy. 

 
 
 
 
 

Strengths 
 

• The College has a dedicated Business Development Team which is well supported by 
Marketing and Finance Teams. 

 

• A new Business Development Strategy 2018 to 2021 was approved in October 2019, which 
clearly sets out how the College plans to increase its commercial activity and describes how 
 he delive y     he C llege’s S  a egic G als  ill be supp   ed. 

 

• The C llege’s Business Devel p en  Tea  has a specific focus on developing excellent 
working relationships with key commercial partners, which helps the College to develop 
tailored training and course content for these customers. 

 

• Feedback is regularly obtained from commercial customers and is utilised used to refine and 
adapt the training/courses offered to meet the changing needs of these customers. 

 
 

Weaknesses 
 

• There is an opportunity to explore the benefits which could accrue from the deployment of 
additional resources in the Business Development Team to assist in the identification of 
further opportunities for commercial activity/income for the College. 

 

• The College is not maximising the current potential to provide training/courses to customers 
which cannot be serviced by the wholly owned subsidiary company, ASET. 

 

• Academic faculties currently have limited responsibilities for achieving and reporting on 
commercial activity targets in their area. 

 

• There is an opportunity to provide supplementary information, advice and guidance to Heads 
of Faculties to assist them in maximising the potential commercial activity/revenue in their 
areas. 

 
 

Acknowledgements  
 
We would like to take this opportunity to thank the staff at the College who helped us during our audit 
visit. 
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Main Findings and Action Plan   

 
 

 

 

 

 

 

 

Objective 1: Procedures in place within the College are sufficient to maximise income generation and margin from commercial (non-SFC) activities 

 
NESCol has a dedicated Business Development Team (‘ he Tea ’) in place which has overall responsibility for managing relationships with commercial partners 

and customers (as well as identifying and exploiting any potential for further commercial activity).  The Team is led by the Director of Business Development and 

includes a Business Development Manager, Employer Engagement Manager, Community Development Manager and the Scottish Maritime Academy Manager.  

The Team is supported by other employees across NESCol, such as the Commercial Marketing Manager. 

NESCol has developed a Business Development Strategy, which was approved in October 2018. This document ai s    devel p  he C llege’s app  ach    
commerciality and further enhance the commercial profile of the College. I  als  ai s    inc ease  he C llege’s c   e cial inc  e in   de      educe  he 
proportionate  eliance  n Sc   ish Funding C uncil (SFC)  unding. Speci ically   he S  a egy ai s    inc ease  he C llege’s c   e cial inc me by 10% over the 
li e i e     he C llege’s S  a egic Plan 2018/21. 
 
The strategy sets out how it will support delivery of the College’s S  a egic G als and has iden i ied   u  key  he es which are crucial in ensuring that the strategic 
ambitions relating to Business Development are achieved: 
 

• Employer Engagement 

• Brand Awareness 

• Product and Service Awareness 

• Use of Facilities 
 

The Strategy also sets out the relevant responsibilities for business development for the Regional Board, the Senior Management Team, the Director of Business 

Development and Heads of Faculties/Curriculum Managers. 
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Objective 2:  An effective strategic and operational planning process has been established, including identification of key markets and courses 

 
The Business Development Strategy sets out the actions which will be taken to help support the s  a egic ai s and g als iden i ied in  he  ESC l’s S  a egic Plan 
2018/21.  These include: 

 

• Develop the Employer Links/Business Futures brand for NESCol as a vehicle for employer training through a portfolio of short courses and existing longer 
courses (distance learning and day release) for businesses. 

• Increase the volume of Modern Apprenticeships across new and existing frameworks. 

• Maximise the opportunities that programme sponsorship brings to NESCol and its partners. 

• Create high quality commercial training facilities befitting of the clients that NESCol seeks to support through training. 
• Maximise the opportunities presented by existing and new funding streams (for example Flexible Workforce Development Fund, Innovation Fund).  

 
Our discussions with key NESCol staff confirmed that they have a good understanding of the local and national commercial markets and the commercial offerings 
required by clients.   A number of courses/training initiatives are already in place with local employers and organisations such as: 
 

• Shell Engineering Scheme 

• Girls in Energy 

• Modern Apprenticeships 

• Flexible Workforce Development Fund 
 
The Scottish Maritime Academy, based in Peterhead, is a good example of the commercial work undertaken by NESCol.  The Academy provides over 30 different, 
industry leading training courses to the Fishing and Merchant Navy industries. These courses attract students from all over the UK, as well as from overseas.  In 
addition to this, the Academy provides bespoke, tailored courses to commercial clients, sometimes at very short notice.  For example, during periods of bad 
weather, some ships can be berthed in Aberdeen, Peterhead or Fraserburgh harbours for longer than anticipated.  During these periods of relative inactivity the 
skippers/shipowners have the opportunity to send some of their crew to the Academy for top up training. 
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Objective 3:  There is appropriate support in place to identify and promote commercial and external funding opportunities 
 
 ESC l’s Business Devel p en  Tea   eceive supp           he   ea s  i hin  he C llege.  F   exa ple   he Ma ke ing Tea  provides leaflets and 
prospectuses, as well as assistance with events for networking for existing and prospective c   e cial pa  ne s.  The C llege’s Finance Tea  p  vide supp    by 
creating and issuing customer invoices (as well as monitoring their payment).  
 
Our discussions confirmed that this support meets the needs of the Business Development team and a good working relationship exists with these support 

functions.   

 

Observation Risk Recommendation Management Response 

We identified that there may be merit in deploying 

additional resources, within the Business Development 

Team, to allow additional exploration of other 

commercial and funding opportunities.  For example, 

this additional resource could be used to strengthen the 

C llege’s presence with initiatives such as Skills 

Scotland Aberdeen or the Moray East Wind Farm 

Project.  It could also be used to monitor the Public 

Contracts Scotland web portal and assist in the 

preparation of tender bids for any potential commercial 

opportunities for the College. 

 

Without this additional 
resource, the College 
may miss out on 
opportunities to secure 
additional commercial 
funding streams. 

R1   A cost v benefit analysis should 
be conducted to examine the 
commercial benefits which could 
accrue from additional investment in 
the Business Development Team.  The 
outcome of this analysis should be 
reported to the appropriate budget 
holder for consideration. 
 

I agree with this statement.  
Potentially however we could 
outsource the activity of bid-
writing as a starting point with 
minimal risk. 
 
 
 
 
To be actioned by: Director of 
Business Development 
 
No later than: 30 April 2020 
 

Grade 3 
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Objective 4: Key risks and opportunities are identified and mitigated / exploited (Continued)  

The C llege’s Business Devel p en  Tea  recognises the importance of maintaining excellent working relationships with key commercial partners (including 

Shell, NHS Grampian and Aberdeen Foyer) as well as several other local employers.  These relationships are invaluable in ensuring these employers are aware of 

the training/courses the College offers. It also ensures that feedback is gathered to ensure that the structure and content of the training/courses remains aligned to 

e pl ye s’ needs. 

We established that the Business Development Team has also conducted horizon scanning so that existing courses can be adapted, or new courses created to 
meet an emerging need. This is of particular relevance in a changing energy market, such as the Moray East Wind Farm Project, so that the College can adapt its 
commercial activity offering accordingly to meet the needs of employers in the renewables sector. 
 

Observation Risk Recommendation Management Response 

ASET International Oil & Gas Training 

Academy is a trading name of Aberdeen Skills 

and Enterprise Training Ltd (ASET), a wholly 

owned subsidiary company of the College. The 

Company operates mainly on a commercial basis 

for the Oil & Gas, Engineering and Construction 

industries.  

We established that there may be occasions when 

ASET customers request specific training which 

ASET cannot provide.  Management expressed 

the view that opportunities for the College to 

provide this training to ASET customers may not 

always currently be identified and followed up.  

Therefore, there is an opportunity to work more 

collaboratively with ASET to identify and explore 

such opportunities.  

Opportunities for NESCol to 
service ASET customers, 
and therefore increase its 
commercial income, may 
be missed. 

R2    Options to work more 
collaboratively with ASET should be 
explored in order to identify 
opportunities where the College may 
be able to service more    ASET’s 
customers. 

 

There are 2 aspects to consider here.  
NESCol delivering programmes to 
ASET customers from a differentiated 
portfolio (so as not to compete), but 
also to consider programmes which 
may already be in the ASET portfolio, 
but for customers which would not be 
 n ASET’s exis ing     a ge  lis . 
 
 
 
To be actioned by: Principal (initially) 
and then Director of Business 
Development. 
 
 
No later than: 31 January 2020 for 
initial discussions 
 

Grade 3 
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Objective 4: Key risks and opportunities are identified and mitigated / exploited (Continued) 
 

Observation Risks Recommendation Management Response 

While  he C llege’s Business Devel p en  

Strategy states that Head of Faculties and 

Curriculum Managers are also responsible for the 

delivery of the Strategy, there are no specific 

requirements in place to measure how each 

faculty is contributing to the delivery of commercial 

activity and revenue targets in this area. 

 

Without specific business 
development targets (or key 
performance indicators 
(KPIs) in place) there is 
limited opportunity for the 
College to monitor how 
each faculty is contributing 
to the delivery of increased 
commercial 
activity/revenue. 

R3    Consideration should be given 
to the implementation of specific 
business development targets/KPIs 
for all faculties across the College (in 
line with the agreed Business 
Development Strategy) and a process 
should be implemented to allow 
monitoring of progress in delivering 
the targets set. 

 

Agreed.  Targets will help ensure focus 
remains on commercial activity as an 
equal partner to credit bearing activity.  
This will be implemented alongside 
resource and budget planning. 
 
 
 
To be actioned by: Director of 
Business Development 
 
No later than: Beginning of academic 
year commencing 1 August 2020 
 

Grade 3 
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Objective 4: Key risks and opportunities are identified and mitigated / exploited (Continued) 
 

Observation Risks Recommendation Management Response 

Some College staff highlighted that faculty and 

curriculum leaders may not be fully aware of the 

commercial opportunities available in their 

curriculum area or may not be fully engaged in 

exploring how to maximise these opportunities for 

the College.   

 

Opportunities to maximise 
commercial activity/revenue 
in some faculties may be 
missed or may not be 
maximised to their full 
potential. 

R4    A Business Development 
awareness campaign should be 
developed and delivered across all 
faculties in the College, which will 
allow the content of the recently 
approved Business Development 
Strategy to be showcased to Heads of 
Faculties and Curriculum Managers 
(along with supplementary 
information, advice and guidance on 
how to maximise the potential 
commercial activity/revenue in their 
specific areas).   

 

To some extent this has already been 
done.  The Business Development 
Strategy has been shared and 
presented to Faculty Managers and 
there is now ongoing meetings in 
place.  The opportunity however exists 
to showcase BCD and faculty 
commercial work which can inspire 
others to innovate or seek out their 
own opportunities.  College Intranet 
space may be a good vehicle for this. 
 
 
 
 
 
To be actioned by: Director of 
Business Development 
 
 
No later than: 1 April 2020 
 

Grade 3 
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Objective 5: There is effective pricing in the marketplace, with full cost recovery as the target and careful consideration being given to activity which 
does not meet this target 
 
The fees for many commercial courses (e.g., Modern Apprenticeships and Flexible Workforce Development Fund) are pre-set whilst others are continuations 
based on the level of previous year provision.  However, some courses are tailored or adjusted to meet specific client needs.   The prices calculated for such 
training/courses are calculated based on market value, market forces, available teaching resources and the Director    Business Devel p en ’s 
experience/judgement of the learning provided and the cost of provision.   
 
Our discussions with members of the Business Development Team established that full cost recovery is always the target and any variation to this pricing 
model is treated as an exception. 
 
As highlighted above, support in processing customer invoices, as well as ensuring recovery of all payments due to the College, is provided by the Finance 
Team. 

 

Objective 6:  Management information, including financial information on each specific activity, is adequate and easily accessible to all relevant 
staff 
 
An overall income projection spreadsheet for commercial activity income and costs is maintained by the Director of Business Development. This records all of 
the estimated income for an academic year and is subdivided into the different categories of commercial activity.  Budgets for all expenditure for commercial 
activity incurred throughout the academic year is also captured and is similarly subdivided between the different categories of commercial activity. 
 
The actual income received, and the expenditure incurred, throughout the academic year is monitored by the Director of Business Development and is 
reviewed by the Vice Principal, Curriculum & Learners as pa       he C llege’s routine budget monitoring process. 
 
This level of financial information (and the way it is allocated to each category of commercial activity using cost centres) was reviewed during our audit and was 
found to be adequate. 
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Objective 7:  There is regular review of activities by the Regional Board and its committees 

 
We confirmed that the Director of Business Development and the Vice Principal, Curriculum & Learners provide updates to the Regional Board, and its 
committees, as and when required. 
 
For example, with the development and implementation of the new Business Development Strategy during 2018/19, presentations were provided to the 
Curriculum & Quality Committee meetings held on 18 October 2018 and 15 May 2019. Our review of the papers for these presentations confirmed that they 
provided a comprehensive update on all key commercial activities (e.g., the Flexible Workforce Development Fund and Scottish Maritime Academy) as well as 
a progress update on the new Business Development Strategy (with details on the Strategy will be implemented).  The presentations also provided 
management information data, including enrolments achieved and income received, for all commercial activity areas.   
 
 

 

Objective 8: Feedback is sought from customers and is acted upon 

 
We confirmed that the College asks many commercial customers to complete surveys to gather feedback on training/courses provided by the College.  During 
 he audi    e  b ained c pies    su veys pe     ed  n  ESC l’s la ges  c   e cial cus   e s including Shell and  h se accessing  ESC l’s M de n 
Apprenticeship courses.   
 
This feedback is used to adapt and improve the service provided by the College to these customers.  This includes the content and structure of the courses 
and also the accompanying administration processes.  For example, the Business Development Team recently received feedback from some customers that 
they had experienced problems in navigating through the booking system.  A review of the issues raised established that some bookings had been made which 
did not track through the system and some courses were unnecessarily cancelled as a direct result.  In response to this review, work is currently ongoing on the 
system to resolve this problem and to improve visibility of the bookings made. 
 
Documents obtained during the audit also provided evidence of the Business Development Team analysing feedback from a major customer and discussing 
the action which should be taken to resolve problem areas raised.  
 
During our discussions, the Director of Business Development also explained that he has ongoing meetings with customers, and maintains an open dialogue 
with them, so that he can capture any emerging issues as soon as possible and can react with appropriate action(s). 
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Objective 9:  Appropriate systems and procedures are in place to manage intellectual property risks covering areas such as: ownership; 
identification; application approval; and maintenance 
 

Objective 10:  Adequate arrangements have been put in place to prevent and respond to external claims against the College for breach of contract 
and robust agreements are signed with partners 

 
All in ellec ual p  pe  y  isks and issues a e  anaged by  ESC l’s Legal Tea .  The Director of Business Development advised us that there are no known 
issues  i h  he C llege’s   ne ship  iden i ication, application approval and maintenance of its commercial intellectual property and the likelihood of such 
issues arising is considered to be low.   
 
We es ablished  ha   ESC l’s Legal Tea  is  esp nsible     c  piling and  anaging  he c n  ac s  he C llege has with commercial partners.  This includes 
ensuring that the partners comply with their responsibilities within these contracts and any breaches of these contracts are managed appropriately. 
 
The Director of Business Development confirmed there had been no such breaches, but it was confirmed that, in the event of concerns being raised around a 
potential breach, then work would be progressed with the Legal Team to resolve such matters. 
 
Our review of a sample of commercial contracts identified no issues as they contained all the key elements expected for contracts of this type. 
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Level of Assurance 
 
In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 
 
Gradings are defined as follows: 
 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

 

Action Grades 

 

 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 

brought to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 

addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 

enhance efficiency and effectiveness. 
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Management Summary 

 

 

 

 
 
 
 
 
 
 
 

Overall Level of Assurance  
 
 

Good System meets control objectives. 

 
 
 

Risk Assessment 
 

This review focused on the controls in place to mitigate the following risks on North East Scotland 

C llege’s (‘the College’) Strategic Risk Register:  

• 5.1 – If the College fails to achieve a balanced budget will be adversely affected and future 
credits targets may be reduced (risk rating: low); and 

• 5.2 – If sufficient income levels are not achieved then the College will not be able to financially 
invest in innovation, staff and facilities (risk rating: low). 

 
 
 

Background 

 
As part of the Internal Audit programme at the College for 2019/20 we carried out a review of the 
C llege’s  inancial planning arrangements. Our Audit Needs Assessment identified this as an area 
where risk can arise and where Internal Audit can assist in providing assurances to the Principal and 
the Audit and Risk Committee that the related control environment is operating effectively, ensuring 
risk is maintained at an acceptable level. 
 
The College is required to prepare and submit a Financial Forecast Return (FFR), annually, for the 

current financial year and for the following five financial years. This is submitted to the Scottish 

Funding Council (SFC). The FFR is usually returned at the end of June but the deadline was 

extended to late September for 2019 to allow colleges and regional strategic bodies sufficient time to 

fully take account of key planning assumptions within their financial returns. The FFR submitted in 

2019 was based on the 2018/19 and 2019/20 budgets, with figures for financial years 2020/21, 

2021/22, 2022/23 and 2023/24 informed by the use of historic actual figures and the application of a 

range of assumptions to arrive at forecast figures.   
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Scope, Objectives and Overall Findings 

 
The scope of the audit was     evie   he C llege’s l ng-term financial planning arrangements to 

consider whether these are in line with good practice. 

 

The table below notes the objectives for this review and records the results:  
 

Objective Findings 

The specific objectives of this audit were to 
obtain reasonable assurance that: 

 
1 2 3 

1. The College has developed a long-term 
financial strategy, which includes long-term 
financial forecasts. 

Good 0 0 0 

2. The College is engaged with the Scottish 
Funding Council (SFC) to develop its 
approach to long-term financial forecasting. 

Good 0 0 0 

3. Assumptions used in the financial forecasting 
returns submitted to the SFC are robust, 
realistic and applied consistently. 

Good 0 0 0 

4. Any departure from the SFC guidance on 
common sector assumptions is justified to the 
Regional Board, auditors and to the SFC. 

Good 0 0 0 

Overall Level of Assurance Good 

0 0 0 

System meets control 
objectives  

 
 
 

Audit Approach  
 

From discussion with the Vice Principal – Finance & Resources, the Financial Controller – External 

affairs, the Financial Controller – Business Management, the Director of Strategy and Planning and 

the Director of IT and Technical Services, and review of financial plans and forecasts, we assessed 

compliance with the above objectives. 
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Summary of Main Findings  
 

Strengths 

• The College has developed a long-term Financial Strategy, which supports the achievement 
    he C llege’s S  a egic Plan. A Financial Plan has als  been devel ped which contains 
forecasts for six years; 

• Each year the College prepares a Forecast Financial Return (FFR) using the standard SFC 
template; 

• The College applies the SFC assumptions for the FFR, unless there is a sound rationale for 
departing from these SFC assumptions. Any variation from the SFC assumptions is 
communicated to the Regional Board and the SFC; and 

• The College is aware of the risks impacting the achievement of future Credits targets and is 
proactively considering actions to mitigate against these. 

 

Weaknesses 

• There were no significant weaknesses identified during our review. 
 
 
 

Acknowledgements 
 
We would like to take this opportunity to thank the staff at the College who helped us during our audit. 
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Main Findings and Action Plan   

 
 
 
 
 

 
 
 

 

Objective 1: The College has developed a long-term financial strategy, which includes long-term financial forecasts. 
 
The College has developed a Finance Strategy, covering the period 2018 to 2021, which is aligned with the strategic aims and goals outlined in the Strategic Plan 
2018-2021. The annual budget for 2019/20 (and a Financial Plan covering the period 2019-2024) was approved by the Regional Board in June 2019. The 2019/20 
budget was incorporated into Financial Forecast Return (FFR) reported to the SFC in October 2019, with the 2019/20 budget providing the platform for forecasts 
for the years 2020/21 to 2023/24.  
 
We reviewed the papers that were provided to the Finance and Resources Committee in May 2019, and the Regional Board in June 2019, regarding the 2019/20 
budget and Financial Plan and c nside ed  ha   hese p  vided su  icien  in    a i n  ega ding  he C llege’s medium to long term financial planning.  
 
The 2019 FFR was broadly similar to previous years, however it did include several changes, including the addition of a cash flow worksheet and a pensions 
worksheet to capture details of employer contributions to the Scottish Teachers Superannuation Scheme (STSS) and Local Government Pension Scheme (LGPS) 
over the planning period. This additional detail was provided to allow the SFC to better understand the cost pressures brought about by the recent changes in 
employers’ contributions.  
 
The FFR identifies the key risks that may impact on the budget and forecasted results outlined in the FFR. We noted that these risks reflect regional revenue and 
sector wide costs pressures, some of which are outwith the control of the College. The most significant risks identified relate to the achievement of the C llege’s 
Credits target and the cost of nationally-negotiated cost-of-living pay awards. A sensitivity analysis of these key risks and mitigating actions are included as part of 
 he C llege’s  inancial planning a  ange en s. The College received an increase in its revenue allocation for 2019/20, although this was specifically intended to 
cover the additional costs resulting from the national bargaining pay agreement (excluding c s     living inc eases and inc eases in e pl ye s’ pensi n 
contributions). Although there was a one-    inc ease in  he C llege’s capi al/ ain enance all ca i n     2019/20, this was still well below the estimated costs of 
maintaining the College estate.  
 
The College budget performance is monitored closely throughout the year by management and is reported to the Finance and Resources Committee. At the time 
of our review a mid-year review of the 2019/20 budget and forecast outturn was being undertaken. If required, the budget will be amended to reflect expected final 
outturn with the results used to update the mid-year FFR return for reporting to the SFC. Since the start of the academic year the College has negotiated a 2,000 
Credits reduction in the SFC Credits target for 2019/20. Any impact on revenue and costs associated with the delivery of the teaching activity will be reflected in 
the mid- year budget adjustment and mid-year FFR return. 
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Objective 2: The College is engaged with the Scottish Funding Council (SFC) to develop its approach to long-term financial forecasting. 
 
From discussion with management we noted that to date there had not been any significant engagement with SFC to develop the approach to dealing with the 
long-term financial concerns facing the College. The C llege has been in discussi n  i h  he SFC  ega ding  he C llege’s longer-term view of the C llege’s 
student activity levels and how these can be reflected in the SFC Credits targets and SFC revenue grant funding. We consider that at a high level the provision of 
the FFR to SFC, and continuing dialogue with the SFC, is an appropriate means to highlight funding issues the College is facing to the SFC. 
 
Sector funding concerns are raised at the Finance Development Network, which is comprised of College Heads of Finance, Directors of Finance and Vice 
Principals and meets once a month. As part of the Sc   ish G ve n en ’s Budget for fiscal year 2020/21, delivered in February 2020, a further £7 million of 
funding was announced for the College sector, however at the time of our audit the specific purposes or how this would be allocated across the sector had not 
been released. 
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 Objective 3: Assumptions used in the financial forecasting returns submitted to the SFC are robust, realistic and applied consistently. 
 
The SFC requires all colleges to submit five-year FFRs annually and provides colleges with common financial planning assumptions to use when preparing their 
forecasts. The FFR guidance sets out a range of assumptions which should be applied. In some areas the guidance provides more flexibility and advises that each 
College should define their own appropriate assumptions.  
 
The C llege’s FFR highligh s  ha  although the College is forecasting an accounting deficit over the period 2019/20 to 2023/24, it is anticipating an underlying 
surplus during this period. To gain comfort that the June 2019 FFR return figures (including assumptions) were robust, realistic and applied consistently we 
conducted the following work on each financial year within the FFR:  
 

• 2018/19 Forecast: We compared the FFR figures to the 2018/19 audited financial statements and found these figures to be reasonable; 

• 2019/20 Forecast: This was based on the approved 2019/20 budget and we checked whether the FFR agreed to the budget. No significant or material 
differences in the overall budgeted accounting deficit approved by the Regional Board were noted; and 

• For 2020/21, 2021/22, 2022/23 and 2023/24: We reviewed the assumptions made and noted that these were appropriately applied and largely in line with 
the SFC financial planning assumptions. The SFC FFR guidance, issued in June 2019, provided details of indicative funding allocations for the period to 
2023-24 for planning purposes. It should be noted that funding had not been assumed to cover inflationary pressures as the SFC expected colleges to 
deliver efficiency savings of at least 3% per annum. We noted that the Financial Plan reported to the Regional Board in June 2019 included an efficiency 
saving of 1% of SFC Revenue Grants in each year from 2020-21 forward in order to address anticipated future cost-of-living pay awards. 

 
We also reviewed the assumptions set out in the budget paper presented to the Regional Board in June 2019 and confirmed that these assumptions had been 
included within the Budget and Financial Plan 2019-2024.  
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Objective 4: Any departure from the SFC guidance on common sector assumptions is justified to the Regional Board, auditors and to the SFC. 
 
We reviewed the SFC assumptions set out in the FFR guidance and checked that these had been incorporated within the Financial Plan reported to the Regional 
Board in June 2019, and the FFR submitted in October 2019. Other than the difference identified in planned efficiency savings noted under Objective 3 above, we 
did not identify any significant or material departure from the SFC assumptions. 
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Level of Assurance 
 
In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report. Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 
 
Gradings are defined as follows: 
 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

 

Action Grades 

 

 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 

brought to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 

addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 

enhance efficiency and effectiveness. 
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Management Summary 

 

 

 

 
 
 
 
 
 
 
 

Overall Level of Assurance  
 
 

Satisfactory System meets control objectives with some weaknesses present. 

 
 
 

Risk Assessment 
 

This review focused on the controls in place to mitigate the following risks on North East Scotland 

C llege’s (‘the College’) Strategic Risk Register:  

• 4.1 – IF the College does not have sufficient capacity to address the wide-ranging needs of the 
student body, THEN the learner experience and learner outcomes will be diminished. (risk rating: 
medium). 

• 6.2 – IF IT security arrangements are inadequate, THEN the College may experience data 
security breaches, cyber-attacks, and/or major IT outages. (risk rating: medium). 

 
 
 

Background 

 
As part of the Internal Audit programme at the College for 2019/20 we carried out a review of the 
structure and processes of the IT Operations team. Our Audit Needs Assessment identified this as an 
area where risk can arise and where Internal Audit can assist in providing assurances to the Principal 
and the Audit and Risk Committee that the related control environment is operating effectively, 
ensuring risk is maintained at an acceptable level. 
 
In September 2018, the College brought the provision and management of the IT Operations team, 

including the ICT Service Desk, in-house having previously been managed by an external IT service 

company. The maturity of the IT Operations service in general (and the ICT Service Desk) will directly 

affect the level of service provided to the College and the experiences of the end-user. 

ITIL, formally an acronym for Information Technology Infrastructure Library, is a framework or set of 

detailed practices for IT service management (ITSM) that focuses on aligning IT services with the 

needs of business.  

ITIL is the most widely accepted approach to IT service management. It helps individuals and 

organisations use IT to realise business change, transformation, and growth. The goal of ITIL is to 

improve how IT delivers and supports business services. ITIL is not just technology management or 

process management. It also focuses on improving the capabilities of people, processes, and 

technology. Adoption of the ITIL framework can be the foundation for success of other initiatives such 

as DevOps, cybersecurity, cyber resilience, Internet of Things (IoT), and other emerging trends and 

technologies. 
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Background (continued) 

 

The launch of ITIL 4 and i s ne  “value sys e ” li ecycle shifts ITIL 4 from its former, more rigid, linear 

lifecycle to a more dynamic system. It also represents a shift from a process-centric approach to a 

broader, more agile practice-driven design. 

 

Scope, Objectives and Overall Findings 

 
The College is currently implementing ITIL which is a globally recognised best practice methodology 

for IT service management. The newest iteration of ITIL (ITIL 4) was launched in January 2019. 

 

This audit reviewed the processes in place within IT Operations against the ITIL framework. 

 
The table below notes the specific objectives for this review and records the results:  
 

Objective Findings 

The specific objectives of this audit were 
to obtain reasonable assurance that: 

 
1 2 3 

1. The processes in place within IT 
Operations are in line with ITIL best 
practice guidance. 

Satisfactory 0 2 1 

2. Service users are satisfied with the level 
of service provided by the IT Operations 
team. Good 0 0 0 

Overall Level of Assurance Satisfactory 

0 2 1 

System meets control 
objectives with some 
weaknesses present. 

 

 

Audit Approach  
 

From discussion with the Director of IT & Technical Services and IT staff, and review of 

documentation, we established the key processes and procedures in place within IT Operations and 

benchmarked these against the ITIL framework. Where relevant, we carried out compliance testing to 

confirm whether procedures and target timescales for resolving IT problems are being followed in 

practice. 

From separate discussion with service users (including Student Records and MIS) we obtained 

feedback on their level of satisfaction with the service provided by the IT Operations team. 
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Summary of Main Findings  
 

We have completed an audit of the C llege’s IT Ope a i ns    cussing  n  he IT Service Desk 

function which acts as the focal point of engagement between users and the IT Operations team. The 

purpose of the audit was to determine the effectiveness of the IT Operations team in relation to the 

Service Desk and to ensure that it is meeting the needs of the College and its employees as 

customers of the IT Operations team. We assessed the availability of resources, the use of 

performance metrics, and the tools and technologies used by the Service Desk to carry out its 

responsibilities. 

Strengths 

• In line with ITIL 3, there are documented processes in place for the Change Management 
(incorporating event and request management), Incident Management and Request 
Management. 

• The College has deployed and configured appropriate IT service management tools to 
support the ICT Service Desk.  

• Although the IT Operations team are trained in ITIL 3 and the College has implemented 
several procedures which are aligned with ITIL 3, we identified that in practice the IT 
Operations team have implemented elements of ITIL 4. 

• We found that users are generally satisfied with the quality of service provided by the Service 
Desk. Service Desk customer feedback surveys have consistently reported high average 
ratings throughout the period August 2018 to April 2020. A sample of the users interviewed 
indicated that IT Operations provided a courteous, professional, and knowledgeable service 
and that their technical issues were being resolved to their satisfaction and that progress 
during resolution was well communicated. 

 

Weaknesses and Opportunities 

• The purpose, objectives, and scope of the IT Operations team, specifically the ICT Service 
Desk, have not been formally defined. 

• A Service Catalogue has not been defined and all associated ITIL processes that form the 

basis of the service, stakeholder engagement and development of SLAs with clear targets 

and service design performance metrics have not been documented. 

• There are no SLAs in place between the IT team and other College departments. We noted 

during our review that the metrics to be used to monitor and assess the performance of the 

Service Desk have not been formally agreed with the College. Furthermore, there is not a 

defined procedure in place to review the performance of the Service Desk and report this to 

College management. IT Operations do however monitor Service Desk KPI data as part of an 

ongoing management overview of performance, although results are not shared with the 

wider College. 

• All IT Operations staff are trained to ITIL 3 Foundation level. In order to develop and embed 

an ITIL 4 based service there is scope for the College to support IT Operations staff in 

undertaking ITIL 4 training. A move from processes towards practices would allow IT 

Operations to focus more organically on what exactly the service is tasked with delivering. 

 
 

Acknowledgements 
 
We would like to take this opportunity to thank the staff at the College who helped us during our audit. 
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Main Findings and Action Plan   

 
 
 
 
 

 
 

 

Objective 1: The processes in place within IT Operations are in line with ITIL best practice guidance. 
 
We noted that IT Operations have developed high level process summary documents covering each area of operation which are then supported by more 
detailed work instructions which are updated when processes change. 
 
We noted that ITIL processes are being adopted and documented in order to ensure best practice across IT Operations including areas such as change 
management and incident management. The goals of change control remain consistent: assessing and mitigating risk, coordinating the execution of the 
change, monitoring during and immediately after the change. A Change Advisory Board has been established and meets twice weekly to review all ICT change 
requests. ICT disaster recovery plans have been developed which identify risks to ICT services and responses.  
 
A corporate change management process has been developed and implemented which includes the following key elements: 

• definition of IT change requirements 

• documentation requirements 

• risk assessment 

• system owner and IT authorisations 

• roles and responsibilities 

• testing 

• emergency change process 

• final release approvals  
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Objective 1: The processes in place within IT Operations are in line with ITIL best practice guidance (continued). 
 
A traditional Service Desk configuration would align with ITIL 3 in that staff monitoring Service Desk tickets would triage tickets and assign these to other 
members of the IT team to investigate and remedy. Details of the action taken would then be passed back to the Service Desk, logged and the ticket closed off. 
This is a very linear and compartmentalised approach. Such an approach was followed by the ICT Service Desk when it was managed by an external IT 
service company prior to September 2018. 
 
ITILv4 requires a much more agile approach and focuses on the value-added cycle. Service Desk tickets are picked up by members of the IT Operations team 
and investigated and remedied as far as possible by the same member of staff. The IT Operations team have recently re-organised the Service Desk team to 
ensure that staff pick up tickets and only escalate tickets to senior IT Operations staff which are more technical in nature. Frontline Service Desk staff are 
encouraged to identify causes of issues and seek to implement solutions. This approach is more aligned with ITIL 4 rather than ITIL 3. 
 
Another culture change that the IT Operations team has been trying to effect is moving away from a Service Desk culture based on traditional SLA metrics, 
where often the effectiveness of the Service Desk is measured on how many tickets are closed within target times. Such a system encourages Service Desk 
staff to close tickets down quickly even when the issue may not be fully resolved, with a second new ticket raised to effectively re-start the response timeframe. 
Such a system is associated with low customer feedback ratings. This was a similar experience for the College when IT Operations was outsourced to an 
external service company. We noted that IT Operations are now moving to a more customer focussed service where traditional SLA metrics are not used to 
measure performance (although this data is collected and reviewed informally by the IT management team). Instead the focus is now on ensuring that the ticket 
is resolved with a positive outcome rather than adherence to target completion timescales. A critical element of this approach is to maintain constant 
communication with the customer to keep them up to date on progress during issue resolution. The move from traditional SLA metrics to a customer focussed 
service is more in line with the valued added concept of ITILv4. Metrics for monitoring performance which reflect this shift had still to be identified at the time of 
our review (see R2). 
 
Although metrics are not currently used as a formal way of measuring the effectiveness of the Service Desk team, key data such as tickets not closed within 24 
hours is being monitored, however the IT Operations team are now starting to analyse the reasons or barriers which prevented those tickets being resolved 
within 24 hours. This information is key to informing service improvements. 
 
We noted that the Service Desk solution being deployed by the College tracks a good range of data from number and types of ticket queries (e.g. requests, 
incidents, planned events), to time taken to complete, further action taken and change management decisions. 
 
Although the IT Operations team are trained in ITIL 3 and the College has implemented several procedures which are aligned with ITIL 3, we identified that in 
practice the IT Operations team have implemented elements of ITIL 4. Discussion with IT Operations staff noted that adoption of ITIL 4 practices has not been 
intentional. We observed that this may be due to the College having a comparatively small IT team, and therefore not having the luxury of assigning staff to 
dedicated or rigid processes with IT Operations staff instead required to have a broader skill set which means that the team need to work in an agile way, a 
concept which ITIL 4 is designed to complement. 

 

 



IT Operations  
 

6 
 
 

Objective 1: The processes in place within IT Operations are in line with ITIL best practice guidance (continued). 

Observation Risk Recommendation Management Response 

We noted during our review that the 

expectations, objectives, and scope 

of the Service Desk have not been 

formally defined and communicated 

to all key stakeholders. However, 

there are documented processes in 

place for the following activities:  

• Change Management 

(incorporating event and 

request management) 

• Incident Management 

• Request Management 

A Service Catalogue has not been 

defined and all associated ITIL 

processes that form the basis of the 

service, stakeholder engagement 

and development of SLAs with clear 

targets and service design 

performance metrics have not been 

documented. 

However, the purpose of these 

metrics should be to maintain high 

standards of service rather than to 

introduce penalties for any non-

compliance. 

 

A lack of published 
information creates a 
situation where users may 
not be fully 
aware of the services 
provided by IT Operations 
or the expected 
response times to resolve 
their problems. 

R1   In order to achieve the 
expected maturity level for IT 
Operations, the College should: 
 

• Define the expectations, 
objectives, and scope of the IT 
Operations, specifically the IT 
Service Desk, in line with the 
requirements of the College. 

• Define the services provided by 
the IT Operations team to the 
College and document the 
processes associated with the 
delivery of these services. 

• IT Operations should create and 
publish a detailed service 
catalogue for the Service Desk 
that clearly defines 
expectations, targets, and 
service level objectives for call 
resolution. 
 

The observations noted are accurate and the 

recommendations detailed are accepted. Expectations, 

scope, and objectives of the I.T. Operations function will 

be reviewed to ensure they meet the needs of the 

College. They will be documented and shared on our staff 

Intranet and Student Portal. 

 

Service definitions will be created for the service desk, 

systems maintenance, and infrastructure maintenance. 

Relevant documentation will be published on the staff 

intranet and student portal. Processes to be reviewed will 

include: 

• Incident management 

• Problem management 

• Event management 

• Access management 

• Request fulfilment 

• Change management 

• Asset & configuration management 

• Knowledge management 

 

A full service catalogue will be created and published for 

detailing all services, expectations, and service level 

objectives. Consideration of SLA targets and performance 

metrics will be managed under recommendation 2. 

 

To be actioned by:  Paul Smith, Director of ITTS 
 
No later than: 31 March 2021 

Grade 2 
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Objective 1: The processes in place within IT Operations are in line with ITIL best practice guidance (continued). 

Observation Risk Recommendation Management Response 

There are no SLAs in place between the IT 

team and other College departments, or the 

College overall.  

The focus of IT Operations and the Service 

Desk has shifted from time taken to resolve 

issues and close tickets, which is more 

closely associated with ITIL 3 processes, to 

achieving positive resolution of Service Desk 

ticket and customer satisfaction, which is 

aligned with ITIL 4 practices. 

We noted during our review that the metrics 

to be used to monitor and assess the 

performance of the Service Desk have not 

been agreed with the College. Furthermore, 

there is not a defined procedure in place to 

review the performance of the Service Desk 

and report this to College management. IT 

Operations do however monitor Service Desk 

KPI data as part of an informal review of its 

own performance, although results are not 

shared with the wider College. 

The development of an SLA (see R1) should 

define metrics and KPI’s  ha   ill be 

monitored on a regular basis and be shared 

with College management.  

Management do not 
receive enough 
information to monitor 
performance 
effectively and / or 
support key decisions. 

R2   The College should: 
 

• Establish and agree with the 
College a set of defined metrics 
and key performance indicators, 
which reflect the customer 
focussed approach of the IT 
Operations team, in order to 
monitor and assess the 
performance of the service. 

• Define the operational 
requirements for achieving the 
defined metrics and implement a 
procedure to monitor and report 
on performance issues as they 
are encountered. 

  
 

The observations noted are accurate and the 

recommendations detailed are accepted with a 

note of caution around implementation of 

agreed and published SLAs.  

 

The incident focused SLA from a previous 

outsourced I.T. support service drove some 

behaviours that are not aligned with our 

current approach. Some care would be needed 

when agreeing and publishing SLAs allowing 

our service to remain flexible, agile and 

customer focused. Current metrics used 

internally within I.T. will be reviewed and a 

suggested set will be taken to the wider 

organisation for discussion. We will use our 

existing I.T. Action Team as the vehicle for 

these discussions. 

 

Once agreed, any changes to operational 

requirements to allow delivery will be identified. 

Monitoring and reporting will be through our 

existing ITTS dashboards, I.T. Action Team 

and Leadership Team with the information to 

be surfaced agreed with each group. 

 
To be actioned by: Paul Smith Director of 
ITTS 
 
No later than: 31 March 2021 

Grade 2 
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Objective 1: The processes in place within IT Operations are in line with ITIL best practice guidance (continued). 
 

Observation Risk Recommendation Management Response 

The ITIL 4 “value sys e ” li ecycle  eplaced  he  ld 

linear service model of ITIL 3, favouring “h lis ic 

p ac ices”  ve  “p  cesses and p  cedu es”    

defining how IT operations are delivered. This ITIL 4 

approach generates scope for additional 

opportunities that can help the IT Operations team 

increase its value to the College and the internal 

customers that it serves. For example, by shifting 

from a linear process path to a value system of 

interlinked sets of competencies, ITIL 4 ensures that 

value is maximised when it is used as a flexible 

framework of practices, not as a prescription for 

how to work. 

All IT Operations staff are trained to ITIL 3 

Foundation level. In order to develop and embed an 

ITIL 4 based service there is scope for the College 

to support IT Operations staff in undertaking ITIL 4 

training. A move from processes towards practices 

would allow IT Operations to focus more organically 

on what exactly the service is tasked with delivering. 

For example, under ITIL 4, the role of an IT Service 

Desk analyst is to diagnose disruption of services, 

their role is not just to ticket them, it is also to 

restore service and provide remedies that will 

prevent the same issue from happening again.  

Opportunities to further 
evolve the IT Operations 
service are limited due to 
lack of up to date knowledge 
of the ITIL 4 framework. 

R3   Review ITIL 4 training 
opportunities for IT Operations 
staff. 

An interesting an informative 

observation around the 

differences between ITIL v3 and 

v4 and certainly it seems our 

service has naturally evolved into 

one more aligned with v4. 

 

The recommendation is accepted 

and opportunities to explore ITIL 

v4 training for I.T. operations staff 

will be reviewed by the 

management team. 

 
 
To be actioned by: Paul Smith, 
Director of ITTS 
 
No later than: 31 December 
2020 

Grade 3 

 

 

 



IT Operations  
 

9 
 
 

 

Objective 2: Service users are satisfied with the level of service provided by the IT Operations team. 
 
Customer feedback mechanisms are in place to gauge satisfaction levels from customers. Feedback emails are issued to customers once a Service Desk ticket 
has been closed as resolved. Average ratings obtained from feedback surveys for the previous seven days are one of number of performance metrics 
informally monitored by the IT Operations team.  
 
There is also an annual service satisfaction questionnaire which is issued to heads of department   i h  he  esul s used    in      he C llege’s quali y  evie  
process. 
 
We found that users are generally satisfied with the quality of service provided by the Service Desk. Service Desk customer feedback surveys have consistently 
reported high average ratings throughout August 2018 to April 2020, with an overall average rating of 9.46 (out of 10) reported over this period. A sample of 
users interviewed indicated that IT Operations provided a courteous, professional, and knowledgeable service and that their technical issues were being 
resolved to their satisfaction and that progress during resolution was well communicated. 
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Level of Assurance 
 
In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 
 
Gradings are defined as follows: 
 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

 

Action Grades 

 

 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 

brought to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 

addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 

enhance efficiency and effectiveness. 
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Management Summary 

 

 

 

 
 
 
 
 
 
 
 

Overall Level of Assurance  
 
 

Satisfactory System meets control objectives with some weaknesses present. 

 
 
 

Risk Assessment 
 

This review focused on the controls in place to mitigate the following risks on North East Scotland 

C llege’s (‘the College’) Strategic Risk Register:  

• 4.1 – IF the College does not have sufficient capacity to address the wide-ranging needs of the 
student body, THEN the learner experience and learner outcomes will be diminished. (risk rating: 
medium). 

 
 
 

Background 

 
As part of the Internal Audit programme at the College for 2019/20 we carried out a value for money 
review of  he C llege’s Bring Your Own Device (BYOD) arrangements. Our Audit Needs Assessment 
identified this as an area where risk can arise and where Internal Audit can assist in providing 
assurances to the Principal and the Audit and Risk Committee that the related control environment is 
operating effectively, ensuring risk is maintained at an acceptable level. 
 
The College has a significant number of Bring Your Own Device (BYOD) programmes, which require 

students to have access to their own laptop or netbook computer in class each day.  To enable this, 

students have the option of being provided with a laptop at induction that will be their own personal 

device to keep throughout their time at College.  Having access to their own personal device enables 

students to access appropriate materials during classes and allows them to undertake effective self-

study, both in the College and at home.  Bringing their own device also provides students with 

unli i ed access    Blackb a d   he C llege’s vi  ual lea ning envi  n en .  F   n n-advanced 

students, the devices are either funded via bursary or directly by the students.  There is a large stock 

of short-term loan devices available from the College library which are made available for students to 

borrow on a short-term basis should they experience a problem with their own device. 

In order to support the use of mobile devices, the College has invested significantly in the facilities 

and infrastructure necessary to allow students to use these devices effectively.  Such developments 

include a robust and ubiquitous wireless internet network at all campuses; device charging points; and 

easily accessible IT Help Zone support. 
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Scope, Objectives and Overall Findings 

 
The scope of the audit was to consider whether the BYOD initiative (in its current form) is the best use 

of resources and is being appropriately managed. 

 

The overall objective of the audit was to establish whether the College is obtaining value for money 
from the spend on the BYOD initiative. The table below notes the specific objectives for this review 
and records the results:  
 

Objective Findings Actions 
already 
planned 

The specific objectives of this audit were 
to obtain reasonable assurance that: 

 
1 2 3 

 

1. There is a formal BYOD Policy in place 
which clearly sets out respective 
responsibilities for all parties. 

Requires 
Improvement 

0 1 0 

 

2. There is a process in place to control 
the issue and return of laptops provided 
to students (including devices issued on 
short-term loan). 

Good 0 0 1 

 

3. An exercise has been conducted to 
identify the number of BYOD users and 
to forecast demand on College services. 

Good 0 0 0 

 

4. The C llege’s IT Supp     es u ce is 
configured to effectively deliver the IT 
support required to sustain BYOD 
devices across all campuses. 

Good 0 0 0 

 

5. BYOD enquires made to the IT Help 
Zone, and the subsequent utilisation of 
the IT team, are monitored to ensure 
compliance with the BYOD Policy and to 
assess the cost and the impact of this 
service provision on the student 
experience. 

Good 0 0 0 

 

6. There are sufficient wireless access 
points across all campuses to allow all 
users to obtain and maintain access via 
their individual devices. 

Good 0 0 0 

7. Information security risks relating to the 
management of BYOD devices have 
been identified and effectively mitigated. 

Satisfactory 0 0 1 

 

Overall Level of Assurance Satisfactory 

0 1 2  

System meets control objectives with 
some weaknesses present  
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Audit Approach  
 

Through discussion with the Director of Learning, the Director of Student Access & Information, the 

Head of Faculty for Computing & Science, the Director of IT & Technical Services, the IT Operations 

Manager and the Credit Manager, and review of relevant documentation, we established the current 

arrangements and evaluated the extent to which they deliver value for money against the objectives 

listed above. 

 

Summary of Main Findings  
 

Our review identified several benefits associated with the C llege’s BYOD policy, such as:  

 

• promotes of wider participation in the classroom. 

• encourages independent learning in and outside of the classroom. 

• encourages innovative teaching and learning. 

• technology investments can be expensive for the College, especially given that new devices 

are likely to become obsolete in a few years. Where bursary funds can be utilised or where 

students are encouraged to bring or pay for their own devices, the College is not required to 

purchase as many laptops or PCs. These savings can then be directed towards other IT 

infrastructure costs, such as the upgrade of the Wi-Fi network or the acquisition of interactive 

whiteboards. 

• increase in student satisfaction and improved learning experience as students are offered 

flexibility of access to College services. 

• utilisation of bursary funds to procure BYOD devices allows the College a degree of control in 

ensuring that devices used by students are standardised and that there is consistency in 

meeting the minimum technical specifications so to avoid compatibility issues between 

devices running software or accessing College services. This minimises potential disruption to 

BYOD classes, particularly at the start of term, and in turn reduces demand on the Help Zone 

team. 

• BYOD provides an effective solution for maintaining access to College services during a 

business continuity event or periods of illness which prevents students from physically 

attending the College. 

 

We also identified several costs associated with the BYOD policy, which include: 

 

• implementing and monitoring compliance with BYOD and information security policies. 

• maintaining a Wi-Fi infrastructure which provides enough capacity for demand of online 

services and ensures user connectivity during periods of peak demand. 

• developing systems and services which are accessible from a wide range of devices with 

different operating systems and technical specifications. 

• additional invoicing and subsequent credit control procedures which generate inefficiencies in 

Finance team procedures and resource utilisation. 
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Summary of Main Findings (continued) 
 

Strengths 

• The College offers a range of services for students which can be accessed using BYOD, 
including Wi-Fi internet access, institutional email, mobile access to the VLE, access to 
working desktop with applications (e.g. Microsoft Office), allow users to make use of their own 
connectivity (e.g. phone 3G / 4G / 5G). 

• Robust procedures and controls are in place regarding the award, distribution and collection 
of returned BYOD devices. 

• The procurement process for BYOD devices ensures value for money is obtained through 
utilisation of national frameworks. Value for money is maximised from such frameworks 
through use of mini competitions in the tender process. 

• IT Services and Estates are involved in decisions regarding the curriculum resources and 
monitor any impact that the growth of BYOD courses may have on the configuration of 
learning spaces and technology infrastructure.  

• The use of the student led Help Zone in the distribution and return of BYOD devices, and in 
handling student enquiries regarding connectivity of BYOD, and student personal devices, to 
College services is deemed to be an efficient model as it allows IT Operations resources to 
focus on supporting staff and corporate systems. 

• IT staff monitor data relating to Wi-Fi utilisation and capacity across the College estate to 
identify areas of high demand and potential bottlenecks. Discussions with IT and curriculum 
staff noted that there were no concerns regarding connectivity issues with current capacity 
available to accommodate demand from users during peak times during the College day and 
within high volume / footfall parts of the College such as the café, canteen and reception 
areas. The Wi-Fi network is being upgraded to improve the security of access points and to 
upgrade network switches to ensure that increased capacity is available to accommodate the 
expected growth in demand for online services and use of mobile devices including 
smartphones, tablets and laptops. 

 

Weaknesses 

• It is important that users connecting their own devices to the College IT systems clearly 
understand their responsibilities. The College has not established a formal BYOD Policy which 
 u lines use s’ and  he C llege’s  esp nsibili ies and includes  hich  ypes    pe s nal da a  ay 
be processed on personal or BYOD devices and types of data which may not. We have 
recommended that a BYOD Policy, supported by a training and awareness program, should be 
es ablished  hich  u lines    BYOD use s  he C llege’s expec a i ns a  und secu i y  use    
the College Wi-Fi network, data protection, BYOD compliance monitoring arrangements and 
penalty provisions for misuse. 

• The main benefit of the BYOD policy is that students have access to laptops which encourage 
self-study and provides flexibility of learning and also provides opportunities for the College to 
reduce some costs associated with teaching delivery, such as print materials. However, a 
consequence of the policy is that a significant amount of the Finance team resource is utilised 
in processing BYOD invoices, credit notes, setting up direct debit payment plans and 
subsequent credit control. Discussion with Finance staff noted that details of students being 
issued BYODs and where invoices are required to be raised and direct debit payment plans 
established continue to be received throughout the academic year. This would indicate that 
students that receive BYOD devices and are eligible for bursary funding are not being 
encouraged to apply for bursary funding prior to, or at the start of the course, and that students 
that are not eligible for bursary funding who pay a deposit for a BYOD device are not 
encouraged to set up a direct debit payment plan at the start of the year. This creates 
inefficiencies and additional workload for the Finance team. 

• Our review found that although IT staff demonstrated a strong awareness of information 
security risks the College is unable to demonstrate that the same level of awareness exists 
amongst the wider student group as currently there is no structured programme of information 
security training provided to students. It is good practice for such training to be incorporated 
into the induction process for students as mandatory training. 
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Main Findings and Action Plan   

 
 
 
 
 

 
 

 

Objective 1: There is a formal BYOD Policy in place which clearly sets out respective responsibilities for all parties. 
 
A core issue in any BYOD strategy is ensuring that users accept the conditions and providing for a penalty regime should conditions be breached. One way to 
d   his is    have each BYOD use  sign an unde s anding c n i  ing  hey ag ee     he   ganisa i n’s c ndi i ns and ass cia ed penalties. As part of the 
process for distributing BYOD devices, students a e  equi ed    sign a use  accep ance s a e en   hich explains  he C llege’s p ivacy c nside a i ns  
including the process for reporting to the College where a device is lost or stolen. 
 
The College has imple en ed an Accep able Use P licy  hich p  vides guidance and acc un abili y    behavi u     use s     he C llege’s IT sys ems. A Social 
Media Policy has also been implemented which reflects the increased use of social media resulting from the growth in the use of BYOD. 

Observation Risk Recommendation Management Response 

It is important that users connecting their own devices 
to the College IT systems have a clear understanding 
of their responsibilities. The College has not 
es ablished a     al BYOD P licy  hich  u lines use s’ 
and  he C llege’s responsibilities and defines which 
types of personal data may be processed on personal 
or BYOD devices and types of data which may not. 
 
It is not reasonable to expect users to behave in a 

corporate manner with their personal devices if the 

College has not implemented an appropriate training 

regime for users, including students and staff. We 

noted that managing BYODs or personal devices is 

included within the student induction programme.  

Roles and 
responsibilities for the 
use of BYOD devices 
and support is not 
clearly communicated 
to all parties. 

R1   A BYOD Policy, supported by a 
training and awareness program, 
should be established which outlines to 
BYOD users the College’s 
expectations around security, use of 
the College Wi-Fi network, data 
protection, BYOD compliance 
monitoring arrangements and penalty 
provisions for misuse. The BYOD 
Policy should clearly set out: the 
C llege’s support capacity; exactly 
how much support the College can 
reasonably supply to users; and how 
much the College expects users to be 
self-reliant. 

It is planned to revamp our BYOD 

policy as part of a suite of I.T. 

security policies that are required 

to meet the criteria outlined in the 

Scottish Government Cyber 

Resilience Framework. 

As a public sector organisation we 

are currently following the 

guidance of the Scottish 

Government and Scottish 

Government Cyber Resilience 

Unit in implementing the actions 

mandated under the framework. 
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The updated BYOD policy will 

cover both staff and student 

responsibilities and our current 

training packages and awareness 

campaign will be reviewed to 

ensure they are aligned with the 

new policy. 

I.T. will work in partnership with 

our data protection officer, student 

funding, IT HelpZone and any 

other departments as required to 

ensure all relevant information is 

included in the new policy. 

 
 
To be actioned by: Paul Smith, 
Director of ITTS and Malcolm 
Johnson, Information Security 
Lead 
 
No later than: 31 July 2020 
 
 

Grade 2 
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Objective 2: There is a process in place to control the issue and return of laptops provided to students (including devices issued on short-term 
loan). 
 
BYODs 
Laptops are issued to students enrolled on designated BYOD courses. Students enrolled on full-time non-advanced courses may receive these devices as part 
of bursary awards, whilst students not eligible for bursary may still receive a laptop subject to agreeing to a payment plan. These BYOD devices are not owned 
by the College and there is no expectation or requirement that students return these devices at the end of the academic year. The Student IT Help Zone, a 
student led service, are responsible for distributing the devices. Bursary students that have been awarded a BYOD device take their bursary award letter to 
Student Services who confirm eligibility and issue a BYOD voucher. Students then attend the IT Help Zone during a designated collection slot which is 
scheduled to follow their allotted College induction session. This system reduces periods of high demand at the Help Zones. Student IT Help Zones are located 
at Aberdeen City Campus and Fraserburgh Campus. Students are asked to sign a contract explaining responsibilities regarding use of the device before taking 
receipt of the device.  
 
A small number of BYOD devices are returned to the Help Zone each year as a result of students withdrawing early from the College. The Help Zone has 
established a procedure for BYOD returns. Devices returned in good, workable condition are cleaned up and made available for re-issue to eligible students or 
handed over to the College  c n igu ed     he C llege’s s anda d secu i y speci ica i n and added    the stock of short-term loan devices which can be 
accessed at the College library facilities. 
 
Where a student withdraws early from their course and has received a BYOD as part of their bursary award, the student is required to return the device to the 
College. Where devices are not returned, Student Information services will contact the student to return the device. If the device is still not returned, then 
Finance are instructed to raise an invoice for the cost of the device (£200) which is issued     he s uden . The C llege’s n   al credit control procedures are 
then followed including the issue of standard reminder letters before the debt is passed to a debt recovery agency. Any funds received in respect of the BYODs 
are returned to the bursary fund and made available for re-distribution. Any returned devices are returned to the Help Zone.  
 
Students that have not yet applied for bursary or are not eligible for bursary may still receive a BYOD device subject to paying a £60 deposit. These students 

are then invoiced for the cost of the device and required to set up a direct debit payment plan for the remainder of the cost. Credit notes are then raised for 

students that then later successfully apply for bursary funds. In each case, students must pay the deposit before being issued a voucher entitling them to 

receive a BYOD device.  

Students that fail to pay for the devices in full, or establish  a direct debit payment plan and then subsequently adhere to that plan, are issued invoice reminder 

letters in line with the College’s normal credit control procedures before the debt is then passed to a debt collection agency. 

Guidance is issued to students enrolled on BYOD courses which states that devices can be provided from bursary funds, provides links on how to apply for 

bursary funding, and that bursary applications must be made before October. The guidance also requires that non-bursary students pay a small deposit and set 

up a direct debit payment plan. Direct debit payment plans commence from November to allow students time to apply for bursary funding. 

Finance staff spend approximately 15 minutes processing each direct debit application typically processing several hundred direct debits each year. Time is 

also required to prepare invoices and then credit notes where required. 
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Objective 2: There is a process in place to control the issue and return of laptops provided to students (including devices issued on short-term loan) 
(continued) 
 
Short-term loan laptops 
Students are required to submit their student card to access short-term loan laptops with details then captured on the library system in the same way as a book 
loan. The primary purpose of the devices is to provide students with the means to access online learning and study resources, including timetables and 
Blackboard, the College Virtual Learning Environment (VLE). These devices are owned by the College and therefore supported by the IT team, which means 
that the College is responsible for updating, patching and maintaining security of the devices. The College does not consider short-term loans to be BYODs. 
 
Bank Laptops 
Many of the College classrooms are now flexible learning spaces and are configured to accommodate students using BYODs as well as more traditional 
lecturer presentation style lessons. Bank laptops are generally required for classes which have only an occasional requirement to use laptops as part of the 
course learning, or where students are assumed not to have access to a BYOD, e.g. programmes designed for secondary school pupils. Bank laptops are 
stored on trolleys held by IT and can be deployed across campuses to meet curriculum requirements. The College does not regard bank laptops to be BYODs. 
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Objective 2: There is a process in place to control the issue and return of laptops provided to students (including devices issued on short-term loan) 
(continued) 

Observation Risk Recommendation Management Response 

Discussion with Finance staff highlighted that details of students 

being issued BYODs, and instances where invoices are required to 

be raised and direct debit payment plans established, continue to 

be received throughout the academic year. This would indicate that 

students who receive BYOD devices and are eligible for bursary 

funding are not routinely being encouraged to apply for bursary 

funding prior to, or at the start of the course, and that students that 

are not eligible for bursary funding who pay a deposit for a BYOD 

device are not encouraged to set up a direct debit payment plan. 

This creates potential for inefficiencies and additional workload for 

the Finance team in that: invoices are created unnecessarily, with 

resources then utilised in recovery of the debt; notification of 

bursary awards later in the year then requires credit notes to be 

raised; or direct debit instructions are received late in the year 

(sometimes after resources have been utilised in progressing debt 

recovery). There are some students each year who receive a BYOD 

device after having paid the £60 deposit who subsequently leave 

the College with the device prior to completing their direct debit 

payment plan. 

The main benefit of the BYOD policy is that students have access 

to laptops which encourage self-study and provides flexibility of 

learning and also provides opportunities for the College to reduce 

some costs associated with teaching delivery, such as print 

materials. 

A weakness in the way in which the policy is currently operated is 

that a significant proportion of the Finance team resources is 

utilised in processing BYOD invoices, credit notes, setting up direct 

debit payment plans and subsequent credit control. 

Student Access and 

Information teams, and 

other departments, are not 

enforcing  he C llege’s 

BYOD guidance in terms of 

ensuring eligible students 

apply for bursary funding or 

getting non-bursary 

students to set up a direct 

debit payment plan at the 

start of term.  

 

R2    BYOD procedures should 
be developed which ensure 
that students are not issued 
with vouchers entitling them to 
BYOD devices until evidence 
is presented to the Student 
Services team which confirms 
that the student has received 
bursary funding, or has paid 
the BYOD deposit and has 
established a direct debit 
payment plan. The Learner 
Information Team should 
establish protocols to ensure 
that BYOD students who have 
not applied for bursary funding 
(or who have set up direct 
debit payment plans) are 
identified before the end of 
October each year.  

The College implemented most 
of these recommendations prior 
to the start of AY 2019-20.   
Only students who have applied 
for Bursary are eligible to 
request a BYOD device.  If the 
award is assessed as successful 
and the student has enrolled, 
then the voucher is issued to the 
student so that they can collect 
a device.   
 
If students have applied for 
Bursary but it has not yet been 
assessed, and they have 
enrolled they have the can 
collect a device once they have 
paid the first instalment and 
completed a direct debit 
mandate for the remaining 
payments.  If their Bursary 
application is successful, then 
any payments made are 
refunded. 
 
If a student has applied for a 
Bursary, has been assessed but 
is not eligible to receive BYOD 
support then they must provide 
their own device and cannot 
obtain a device from College. 
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Objective 2: There is a process in place to control the issue and return of laptops provided to students (including devices issued on short-term loan) 
(continued) 

Observation Risk Recommendation Management Response 

An alternative to the current BYOD policy 

would be to introduce a protocol whereby all 

BYOD devices would be procured and owned 

by the College and then distributed to all 

students on BYOD courses with the 

expectation that these are returned at the 

end of the course or when the student 

withdraws. The C llege’s IT asse  c n   ls 

would be applied. The benefits of this 

approach would be that invoices would only 

need to be raised where a student fails to 

return a device. The costs associated with 

this alternative approach would be that as the 

devices are owned by the College these 

would need to be supported by the IT team 

who would then be responsible for the 

maintenance and security of the devices, 

potentially requiring additional IT staff to be 

recruited. There would also have an impact 

on the College requirements to maintain the 

Cyber Essentials certification. 

As above 

 

As above  Students are already reminded multiple times to apply for 
Bursary funding, using a variety of communication tools such 
as email, notification on MyNescol, face to face reminders 
from teaching staff, texts from funding staff, social media.  
This risk is one that the College has decided to take, as the 
alternative is to withhold the delivery of a device to students 
which will have an impact on teaching and possibly student 
outcomes. 
 
We will investigate the possibility of issuing loan laptops in 
the short term to students who have applied for Bursary but 
have not yet been assessed. 
 
We previously considered issuing laptops with the intention of 
having them returned at the end of each academic year, but 
this was not deemed to be financially viable due to the 
amount of resource required to clean and rebuild the laptops 
over the summer. 
 
 
 
To be actioned by: Linda Taylor, Director of Student Access 
& Information and Alessia Du Plessis, Director of Learning 
 
No later than: 31 July 2020 
 
 

Grade 3 
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Objective 3: An exercise has been conducted to identify the number of BYOD users and to forecast demand on College services. 
 
The Scottish Funding Council (SFC) credits target is the principal driver when planning the curriculum portfolio. There are several external factors which 
influence the curriculum portfolio mix which can have an impact on BYOD usage in the College. For example, in line with the Scottish Gove n en ’s STEM 
agenda the SFC has set the sector a target where 30% of the Credits activity should relate to STEM activity. Feedback from employers in recent years has 
indicated that there is a growing need for students to demonstrate digital skills and competencies to prepare them for employment. Improving the digital skills 
of students is also a national policy objective. These factors have an influence on the mode of delivery of courses (e.g. flexible / distance learning delivered 
online via the VLE or traditional tutor presentation style classes) and the resources required to deliver courses. 
 
The course subject matter also has an influence on whether BYODs can be used in class and to what extent they can be used. For example, many IT and 
technology related courses require the use of a laptop, and some engineering courses require the use of specialist software which therefore requires students 
to have access to their own laptop. 
 
There is a Curriculum Approval Process (CAP) which requires outline business cases to be submitted for all new programmes. Resource implications, 
including mode of attendance, teaching delivery and IT equipment are all considered as part of the CAP. Capacity to fund BYOD from bursary funds for 
additional new programmes is considered as part of this process. 
 
The College curriculum plan is monitored by management with modes of attendance and subject categories analysed to determine IT resource requirements, 
including resources provided by the College, resources provided by the student and where resources can be provided via bursary funds. 
 
Expectations on medium to long-term credits targets are not by the SFC and so forecasting of expected use of BYOD based on credits targets per subject or 
mode of attendance is challenging. However,  he C llege’s historic Credits performance data and experience indicates that the use of BYOD has grown in 
recent years in line with the increasing student expectation and use of online learning and support resources. This trend is expected to continue and so it is 
reasonable to assume that the use of BYOD will also continue to grow in future years. 
 
Most College services are now made available online as web hosted services, including: the student VLE; application and enrolment; and student funding. As 
an increasing volume of services are made available online, and the demand for accessing these services on College premises grows, the challenge for the 
College will be to ensure that the Wi-Fi infrastructure is robust and able to sustain the capacity to facilitate the expected growth and can maintain connectivity 
for students. 
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Objective 4: The College’s IT Support resource is configured to effectively deliver the IT support required to sustain BYOD devices across all 
campuses. 
 
Some technology trends are driving a reduction in the physical size of the IT estate for Colleges. Software as a Service (SaaS) and Infrastructure as a Service 
(IaaS) offer advantages in increased efficiency and ease of management, and for some institutions the growth of BYOD is reducing the need for large scale 
PC or computing suites. However, many students will still require the College to provide access to a personal computer, and BYOD introduces additional 
information security threats which must be considered. Over time these changes might offer the College scope to further reduce the physical footprint of IT 
infrastructure and enable change of use of some spaces within the College. 
 
BYOD devices are not owned by the College and are therefore not supported by the College IT team. BYOD devices are distributed by the Help Zone team 
who also provide frontline support to students in setting up BYOD devices to access the College Wi-Fi network and online services. For any BYOD hardware 
issues students are referred to the device supplier. This is made clear to students when they are issued with a device and this information is contained in the 
BYOD contract signed by the student when they are issued with a device. 
 
The College recruit students from relevant IT courses to be employed on the Help Zone team. The Help Zone team is recruited in April each year to ensure 
that staff have gained sufficient experience ahead of the period of peak demand on the service during enrolment in September. Staffing levels are also 
adjusted throughout the year to meet peaks in demand. 
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Objective 5: BYOD enquires made to the IT Help Zone, and the subsequent utilisation of the IT team, are monitored to ensure compliance with the 
BYOD Policy and to assess the cost and the impact of this service provision on the student experience. 
 
The Help Zone operates a service desk ticketing system which allows all enquiries to be logged and tracked. Help Zone enquiries data is reported and 
analysed monthly by senior members of the Help Zone team and the Head of Faculty, Computing & Science who oversees the student led Held Zone team. 
The data records the different types of enquiries and activities handled by the Help Zone team, including distribution of BYODs and other BYOD issues, and 
time taken to resolve queries. The data is used to inform the design and resource allocation of the Help Zone team. 
 
The Helpzone team handles up to 12,000 enquiries each academic year. An analysis of the latest available monthly Help Zone data (February 2020) showed 
that of 984 enquiries handled in the period, 53 (6%) related to distribution of BYOD devices and 15 (2%) related to other BYOD enquiries. The time taken to 
deal with BYOD enquiries is relatively small compared to other enquiry types, including wi-fi access, password resets and software installation. During the main 
enrolment period in September the distribution of BYOD devices accounts for a significantly higher proportion (12%) of calls handled by the Help Desk. Help 
Zone staffing levels are adjusted to meet the demand on the service. Experienced College IT staff are also available to assist when required. 
 
All Help Zone staff are employees of the College and are paid in acc  dance  i h  he C llege’s pay structure. the staffing structure provides better value for 
money than employing dedicated technical IT professionals to run and manage the service where the average salary in the local market ranges from £30k to 
40k. 
 

 

Objective 6: There are sufficient wireless access points across all campuses to allow all users to obtain and maintain access via their individual 
devices. 
 
The College recognises that the existing Wi-Fi infrastructure is now becoming outdated and a project to upgrade the Wi-Fi network across all campuses has 
been approved with the first phase scheduled to commence at the Altens campus during the summer of 2020.  
 
IT staff monitor data relating to Wi-Fi utilisation and capacity across the College estate to identify areas of high demand and potential bottlenecks. 
Discussions with IT and curriculum staff noted that there were no concerns regarding connectivity issues with current capacity available to accommodate 
peaks in demand from users during the day and within high volume / footfall parts of the College such as the café, canteen and reception areas. The Wi-Fi 
network is being upgraded to improve the security of access points and to upgrade network switches to ensure that increased capacity is available to 
accommodate the expected growth in demand for online services and use of mobile devices including smartphones, tablets and laptops. 
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Objective 7: Information security risks relating to the management of BYOD devices have been identified and effectively mitigated (continued). 
 
BYOD introduces additional information security threats that need to be considered as BYOD devices are not owned by the College and are therefore not 
supported by the IT team. It is the responsibility of the device owner to ensure that all security patches are applied, and operating systems, software and 
applications are kept up to date. As noted under objective 1 there is a lack of BYOD Policy which clearly explains student and College responsibilities regarding 
the usage and security of devices (see R1). 
 
Most of the C llege’s s uden  services can be accessed online, and BYOD users cannot connect directly to the College corporate systems and data. The only 
part of the College network accessed by BYOD devices is the Wi-Fi network which has access security controls applied.  Website and content filtering controls 
are also in place and the College internet connection is monitored for unusual activity by the College IT team and the Janet network.  
 
Short-term loan devices and bank laptops are maintained by the IT team and processes are in place to ensure that devices are regularly patched and updated 
and are re-imaged annually. 

Observation Risk Recommendation Management Response 

Our review found that although IT staff 

demonstrated a strong awareness of 

information security risks the College is 

unable to demonstrate that the same level 

of awareness exists amongst the wider 

student group as currently there is no 

structured programme of information 

security training provided to students. It is 

good practice for such training to be 

incorporated into the induction process for 

students as mandatory training. 

Organisations that do not effectively 
support users through education and 
awareness may be vulnerable to a 
range of risks, including: 

• external attacks due to email 
phishing and social engineering. 

• introduction of malware 

resulting in corruption of 

hardware and data loss. 

• disruption to BYOD courses 
resulting from corruption of 
BYOD devices and restrictions 
in accessing online learning 
resources. 

 

R3 Develop a programme of 

information and cyber security 

training for students to mitigate 

information security risks 

associated with the use of BYOD, 

covering: 

•  he C llege’s IT secu i y 
policies. 

• cyber security risks and 
strategies for defence, 
covering internet safety, 
mobile and BYOD, phishing, 
and prevention against 
malware.  

• regular refresher training on 
the security risks to the 
College. 

• promoting an incident 
reporting culture. 

 

There are a number of 

mechanisms in place at NESCol 

to raise awareness of cyber 

security and information security 

risks for students but it recognised 

that the College would benefit a 

more formal and structured 

approach to these activities. 

 

Currently we have mandatory 

cyber security training for staff in 

the form of a customised training 

package provided by UCISA. The 

training covers many aspects of 

cyber security including password 

management, phishing, social 

engineering and malware. This 

training will be made available to 

students through our Blackboard 

VLE and updated as required.  
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Objective 7: Information security risks relating to the management of BYOD devices have been identified and effectively mitigated (continued). 
 

Observation Risk Recommendation Management Response 

As above As above As above It is planned to include this training as part of the student induction 

process. 

 

Our Information Security Lead runs an awareness campaign 

(Keep it Safe) that keeps our staff and students up to date with the 

latest threats and provides reminders of good practice. Updates 

are sent to student on the MyNESCol student portal, on screens 

throughout our campuses and presentations have been made at 

student events as part of national and European cyber security 

awareness campaigns. We plan to review the content and delivery 

mechanisms for this campaign to ensure we have a consistent 

message that goes to both staff and students in the organisation. 

 

Our I.T. HelpZone is available for all students to get advice about 

cyber security and we have a dedicated page on the student portal 

with information about staying safe online and using digital tools. 

We plan to build the relationship with the HelpZone and out 

Information Security Lead to ensure relevant and consistent 

advice is communicated. The creation of a new BYOD policy for 

both staff and students will guide our activities in this area. 

 
To be actioned by: Paul Smith, Director of ITTS and Malcolm 
Johnson, Information Security Lead 
 
No later than: 31 July 2020 
 

Grade 3 
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1. Management Summary 

 

Introduction and Background 

Audit Scope and Objectives 

 

 

 

 

 
 
 
 

 
As part of the Internal Audit programme at North East Scotland C llege (‘ he C llege’)     
2019/20 we carried out a follow-up review of the recommendations made in Internal Audit reports 
issued during 2018/19 and reports from earlier years that had either not already been subject to 
follow-up or where previous follow-up identified that recommendations were outstanding.  These 
were: 
 

• Purchasing and Procurement 

• Fixed Asset Management 

• Marketing 

• Risk Management 

• NESCol@Altens 

• Follow Up Review 
 

The following Internal Audit Reports, which were issued by the previous internal auditors Wyllie + 
Bisset in 2018/19, were not followed-up as these reports did not contain any recommendations:   

 

• IT Systems 

• Aberdeen Skills and Enterprise Training (ASET) 

• Corporate Governance 

• Enrolments, Attendance & Applications 

• Estates Management 

• NESCol@Fraserburgh 

• Payroll 

• Staff & Room Utilisation 

• Strategic & Business Planning   
 
 
 
 

 

The objective of our follow-up review was to assess whether recommendations made in previous 
reports have been appropriately implemented and to ensure that, where little or no progress has 
been made towards implementation, that plans are in place to progress them. 

 
 

Audit Approach 
 

For the recommendations made in the above reports we ascertained by enquiry and review of 
supporting documentation, as appropriate, whether they had been completed or what stage they 
had reached in terms of completion and whether the due date needed to be revised. 
 
Action plans from the original reports, updated to include a column for progress made to date, 
are appended to this report. 
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Overall Conclusion 
 

 

 
 
The College has made good progress in implementing the recommendations followed-up as part of 

this review with 17 of 21 recommendations being categorised as ‘ ully i ple en ed’. Two 

 ec   enda i ns have been assessed as ‘pa  ially i ple en ed’;  ne as sh  ing ‘li  le    n  

p  g ess’; and one action is not yet past its completion date. These four recommendations will be 

subject to follow-up at a later date. 

 
 

From Original Reports From Follow-Up Work Performed 

Area 
Rec’n 

Grades 

Number 

Agreed 

Fully 

Implemented 

Partially 

Implemented 

Little or No 

Progress 

Made 

Not Past 

Agreed 

Completion 

Date 

Purchasing and 

Procurement 

High - - - - - 

Medium - - - - - 

Low 2 2 - - - 

Total 2 2 - - - 

Fixed Asset 

Management 

High 2 2 - - - 

Medium - - - - - 

Low 2 2 - - - 

Total 4 4 - - - 

Marketing 

High - - - - - 

Medium 1 1 - - - 

Low - - - - - 

Total 1 1 - - - 

Risk 

Management  

High - - - - - 

Medium - - - - - 

Low 3 2 - 1 - 

Total 3 2 - 1 - 

NESCol @ 

Altens 

High - - - - - 

Medium 3 2 - - 1 

Low 1 1 - - - 

Total 4 3 - - 1 
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Overall Conclusion (Continued) 
 

 
 

 
 

From Original Reports From Follow-Up Work Performed 

Area 
Rec’n 

Grades 

Number 

Agreed 

Fully 

Implemented 

Partially 

Implemented 

Little or No 

Progress 

Made 

Not Past 

Agreed 

Completion 

Date 

Follow Up 

Reviews  

High - - - - - 

Medium 4 4 - - - 

Low 3 1 2 - - 

Total 7 5 2 - - 

Overall Total  21 17 2 1 1 

Percentage 100% 81% 10% 4.5% 4.5% 

 
 
The grades, as detailed below, denote the level of importance that should have been given to each 
recommendation as de ined by  he C llege’s p evi us In e nal Audi   s: 
 

 
 

 

Acknowledgments 
 
We would like to thank all staff for the co-operation and assistance we received during the course of 
our reviews. 
 

High 
Major weakness that we consider needs to be brought to the attention of the 

Audit & Risk Committee and addressed by senior management of the College 

as a matter of urgency. 

Medium 
Significant issue or weakness which should be addressed by the College as 

soon as possible. 

Low 
Minor issue or weakness reported where management may wish to consider 

our recommendation. 
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Appendix I - Updated Action Plan: Internal Audit Report 2018/19 – Purchasing and 

Procurement 

 

 

 

 

 

 

 

 

 

Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at April 2020 

We recommend that where contracts are 
managed by a Department Head or Manager 
outwith the Purchasing Manager, the 
responsible individual completes an annual 
performance report on the contractor to 
ensure that all KPIs and contracts are being 
adhered to. 

Low Agreed. The College 
department head or 
manager responsible for 
managing a College contract 
will carry out an 
annual contract performance 
review and pass a Contract 
Performance Report back to 
Purchasing to ensure that all 
KPI’s and c n  ac  
conditions are adhered to. 

Department 
Head/Manager 
responsible for 
managing 
contracts held by 
the College 

1 April 2019 Annual contract reviews now 
in place. 

 

Fully Implemented 

We recommend that the College ensure they 
store all information electronically in a central 
location, this should include all contract 
award authorisation forms, signed contracts 
and evidence such as emails/letters of the 
unsuccessful tenderers being informed of the 
result of the procurement. 

Low All tender Information 
relating to each tender 
undertaken will be stored 
electronically in a central 
location 

Purchasing 
Manager 

1 March 2019 Central location now 
established. 

 

Fully Implemented 
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Appendix II - Updated Action Plan: Internal Audit Report 2018/19 – Fixed Asset 

Management 

 

 

 

 

 

 

 

Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at April 2020 

We recommend that the College remind all staff 
members of the procedure to complete and return 
an Asset Entry Form for all equipment purchases 
over £200. We also recommend that the College 
complete a review of the relevant nominal codes 
from the finance system for 2017/18 & 2018/19 
such as “Ma e ials, Equipment, Maintenance, 
Ren al”     ind equipment purchased and update 
the equipment register as required. The College 
should also find the location of the equipment and 
tag the item in line with College procedures.  
 
We also recommend that the College consider 
implementing a further control through PECOS. 
When a purchase is made a notification should be 
sent to staff members such as the Facilities Client 
Services Manager or the Operations Manager, 
who will then make a decision, on a purchase, to 
chase the relevant staff members for the Asset 
Entry Form. 

High Agreed.  
 
(A) E mail sent to all key 
stakeholders responsible 
for assets to remind them 
of the procedure and 
review and advise of any 
new purchased to March 
2019 for inclusion in asset 
register & tagged.  
 
(B) PECOS will be 
changed to ensure the 
Facilities Client Manager 
is notified of all purchases 
and will scrutinise and 
forward appropriate assets 
for inclusion in the asset 
register and the item 
tagged. 

(A) Head of 
Estates and 
Facilities 
/ (B) Facilities 
Client Manager 

(A) July 
2019 / (B) 
April 2019 

Asset additions procedure reviewed 
and updated February 2020. 

Additional assets with a value >£200 
identified from review of nominal codes 
up to September 2019 and now 
included in equipment register. 

ASET purchase Data transfer to March 
2020 has been requested for review 
and inclusion, whilst new procedure is 
embedded. 

Approval through PECOS was not 
considered feasible. Facility Client 
Service Manager (FCSM) will 
scrutinise and approve for items> £500 
via the Maintenance Request Form 
(MRF). Procedure updated to reflect 
agreed process. 

Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at April 2020 

We recommend that the College ensure 
further checks are carried out on all items 
not found during the previous 100% audit 
by the Facilities Management. We also 
recommend that where items are not 
subsequently found, the College consider 
removing these from the equipment 
register. 

High Agreed. Stake holders 

with missing items all 

instructed to report with an 

end date of the 30/04/19 

to ensure assets are 

correctly removed from 

asset list. 

Head of Estates 
and Facilities 

April 2019 Check completed April 2019. 

 

Fully Implemented 

We recommend that the College ensure all 
equipment disposed of is removed from the 
equipment register. The College could keep 
a list of items disposed of on a different 
excel sheet or tab within the asset register 
for completeness 

Low Agreed. Disposals list will 

be created within the 

master control document 

Head of Estates 
and Facilities 

July 2019 Complete. 

Separate records held which show: 

1st Tab - disposal of equipment (WEEE 
procedure used for electrical items) 

2nd Tab - untraced items. 

 

Fully Implemented 

We recommend that the College increase 
the value of equipment to be included 
within the asset register. 

Low Agreed. De Minimis of 

£500 per item will be 

applied. 

Vice Principal 
Finance and 
Resources 

July 2019 De Minimis of £500 per items 
approved by Audit and Risk Committee 
in November 2019. 

 

Fully Implemented 
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Appendix III - Internal Audit Report 2018/19 – Marketing 

 

 

 

 

 

 

Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at April 2020 

We recommend that the College 
consider various options to improve 
student participation in completing the 
feedback forms. This could be done by:  

• Offering a prize draw for the 
completion of the full-time 
prospectus questionnaire;  

• Working with the Student College 
to have the Class 
Representatives push the 
questionnaire to students;  

• Making the questionnaire for part 
time students available on the 
staff intranet; and  

• Making the questionnaire more 
prominent on the student intranet. 

Medium Agreed. We were aware that the response to 
both the full time and part time prospectus 
evaluation was disappointing last year. In 
order to resolve this the Marketing & 
Research Officer is already in the process of 
completing the following evaluation for the 
Full-Time prospectus:  
 
Focus Groups with:  

• School Pupils (City and Shire) 

• Cu  en  S uden s (via  he S uden s’ 
Association Class Reps) 

• Parent Groups  

• NESCol Student Advisers 

• NESCol Staff In addition, questionnaires 
have been sent out to Teachers, 
Guidance and Career Advisers in 
schools currently on the NESCol mailing 
list (around 200) and SDS 
representatives. A full report will be 
available by the end of April before work 
on the new prospectus begins. 
 

Director of 
Marketing and 
Communications 

Immediate and 
ongoing 

Full-time Prospectus 

Focus groups were carried 
out with the groups noted 
and the recommendations 
implemented when 
designing the 2020-2021 
Full Time prospectus.  

The 2020-21 prospectus 
includes a detachable 
questionnaire which offers 
entry into a prize draw to win 
a £50 retail voucher. Returns 
have been limited to date. 

Following the Easter break 
we will consider sending the 
questionnaire to 20-21 
applicants (subject to DPO 
considerations). 
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Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at April 2020 

(continued) As above. As above. 
 

As above. As above. Part-time Guide 

In the 2019-2020 ‘Pa  -time 
Expe ience’ guide  e 
included a link to a PT Guide 
survey on the first page of 
the publication. To date, the 
online survey has been 
completed twice. This 
remains open.  

In addition, this year we 
decided to target part-time 
students directly for their 
feedback. A short 
questionnaire was created, 
printed, and distributed to a 
selection of part-time 
courses for students to 
complete in classes. A total 
of 123 were returned. The 
plan was to continue the 
evaluation into next term but 
due to the impact of Covid-
19 and part-time courses 
being cancelled/postponed, 
the evaluation has been 
concluded. 

Fully Implemented 
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Appendix IV - Internal Audit Report 2018/19 – Risk Management 

 

 

 

 

 

 

 

Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at April 2020 

We recommend that the College update the 
Risk Management Policy to ensure that it 
outlines the current approach to identifying 
and monitoring operational risks. 

Low The College acknowledges 
that the refreshed approach 
to risk management adopted 
following the establishment 
of the new Strategic Risk 
Register is not currently 
accurately documented in its 
Risk Management Policy. 
The Policy will therefore be 
reviewed and updated to 
ensu e  ha   he C llege’s 
approach to identifying and 
monitoring operational risks 
is clearly explained. 

Secretary to the 
Board 

 The Policy was reviewed 
and updated to accurately 
cap u e  he C llege’s 
approach to risk 
management and was 
 eapp  ved by  he B a d’s 
Audit & Risk Committee at 
their meeting on 25 
September 2019. 

 

Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at April 2020 

We recommend that the College provide a 
further Risk Management Workshop to Board 
members. 

Low Further risk management 
training will be provided to 
Members as part of the 
Regi nal B a d’s   aining 
and development 
programme for AY2019-20. 

Regional Chair 
with Secretary to 
the Board 

July 2020 This has still to be 
progressed. Discussions had 
been held to potentially 
incorporate training as part 
    he B a d’s S  a egy 
Event in April 2020-due to 
the COVID-19 pandemic the 
event has been postponed 
and the delivery of this 
training will require to be 
reconsidered. 

 

Little or No Progress Made  

 

Revised Completion Date: 
31 December 2020 
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Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at April 2020 

We recommend that the College include a 
review of the Strategic Risk Register as a 
standing item on the agenda for the Audit & 
Risk Committee. 

Low The inclusion of the 
Strategic Risk Register as a 
standing item for meetings 
of the Audit & Risk 
Committee was reported at 
the Regional Board Meeting 
held in June 2019. The 
Strategic Risk Register will 
be considered at the next 
meeting of the Committee 
scheduled for July 2019 and 
will then continue to be 
reviewed by the Senior 
Executive Team on a 
monthly basis and included 
at all future meetings of the 
Audit & Risk Committee. 

Secretary to the 
Board 

July 2019 The Strategic Risk Register 
has been a standing item at 
meetings of the Audit & Risk 
Committee since the 
meeting held on 10 July 
2019. Since July 2019, the 
Register has been regularly 
reviewed by the Senior 
Management Team, then the 
Wider Executive Group 
following a review of the 
remits of College 
Committees. The C llege’s 
Leadership Team then 
became responsible for 
reviewing the document from 
January 2020. 

 

Fully Implemented 
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Appendix V - Internal Audit Report 2018/19 – NESCol@Altens 

 

 

 

 

 

 

 

Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion 
Date 

Progress at April 2020 

We recommend that the Altens Campus 
Promoted Staff Team and the Student Advice 
Centre look to further integrate and hold 
regular meetings to further develop the 
student support offered at the Altens 
Campus. 

Medium Agreed. For AY 2019-20 Senior 
Managers have agreed the creation of 
an Altens Campus Management 
Team. It is anticipated that this Team 
will convene, at least, monthly and will 
allow relevant support staff and Altens 
Promoted Staff to meet to ensure that 
the SAC services are meeting the 
needs of learners. 

Director of 
Learning 

August 2019 Student Support team is now 
represented on the Altens 
Futures group and so meets 
regularly with the promoted 
staff. This has led to more 
initiatives and discussion 
around how services can be 
adapted to suit Campus 
need.  

Fully Implemented 
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Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion 
Date 

Progress at April 2020 

We recommend that the Campus consider 
setting a specific agenda point or meeting for 
the development and monitoring of the Altens 
Campus Master Action Plan. We also 
recommend that the Campus consider 
expanding the group discussing the plan to 
include wider senior management within the 
College similar to the Fraserburgh Campus 
Management Group. 

Medium Agreed. College managers will, in 
establishing a new programme of 
Altens Campus Management Team 
meetings, ensure that the existing 
Altens Campus Action Plan becomes 
a standing item on future agendas and 
is routinely reviewed and monitored 
during each of the Campus 
Management meetings. Discussions 
are currently underway to ensure that 
the Campus Management Team 
meetings incorporate the views of 
managers across the College who can 
support the improvement ambitions of 
the Campus Management Team. 

Director of 
Learning 

August 2019 Altens Futures Group is now 
meeting monthly and 
separately from the 
Operational Meeting. The 
membership of the group 
has been expanded to 
include representatives from 
the College Marketing team; 
Facilities Management; 
Director of Business 
Development; Student 
Association and Student 
Support so that a more 
diverse range of views are 
incorporated into the 
planning. 

Fully Implemented 

We recommend that the College consider 
changing the Altens timetable in line with that 
of the other College campuses. This should 
include a review and evaluation if this would 
be possible and the effects it may have. 

Medium Agreed. The College has already 
instigated a review of timetabling 
arrangements across all campuses in 
order to accommodate changes to 
staff terms and conditions brought 
about by NJNC-related changes. 
These changes will be in place by 1st 
August 2019. It is further anticipated 
that a more comprehensive review of 
timetabling at Altens will be 
conducted, and fully impact assessed, 
throughout AY 2019-20 to support 
improvements to student experiences. 

Director of 
Learning 

August 2020 Review of timetabled day is 
planned for whole College 
as a result of changes to 
lecturing staff terms and 
conditions so review for 
Campus will be incorporated 
as part of this process. 

Not Yet Passed 
Completion Date 



Follow-Up Reviews 2019/20  

14 

 
 

Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion 
Date 

Progress at April 2020 

We recommend that the Altens Promoted 
Staff Team hold events annually with staff to 
provide updates on the progress of the plan 
and to review it to ensure the actions are still 
relevant 

Low Agreed. Whilst meetings have taken 
place between managers and staff at 
the Altens Campus, it is 
acknowledged that the frequency and 
content of them could be improved. 
Accordingly, it is planned that such 
meetings are convened annually from 
AY 2019-20 onwards. 

Director of 
Learning 

August 2019 Given challenges with 
getting staff together to 
discuss, drop ins have been 
offered to staff as a means 
of discussing plan, and a 
survey is planned to gather 
further views.  

Fully Implemented 
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Appendix VI - Internal Audit Report 2018/19 – Follow Up Reviews 

 

 

 

 

 

 

Original 
Recommendation 

Priority 
Original 

Management 
Comments 

Respon
sible 

Officer 

Agreed 
Completion Date 

Progress Previously Reported Progress at April 2020 

Internal Audit Report 2014/15 – Complaint Handling 

2014/15 

We recommend that the 

College ensures that 

responses are provided 

within 5 (frontline 

resolutions) or 20 

(investigations) days in 

accordance with College 

policy and SPSO guidance. 

2018/19 

We recommend that the 

College remind staff of the 

importance of meeting the 

deadlines required and 

ensure these are met. 

 

Medium 

 

 

 

Director 

of 

Quality 

 

Original 

Completion Date: 

September 2015 

Revised 
Completion Date: 
28 February 2018 
 
Revised 
Completion Date:  
30 September 2018 
 
Revised 
Completion Date: 
October 2019 
 

2016/17 

From our review of the 47 complaints 

made to date in the 2016/17 academic 

session, we found that 12 had not 

been responded to within the 

timeframes specified within the SPSO 

guidance. 10 of the complaints were 

responded to within 5 days after the 

required date. While 2 were 

responded to over 1 week after the 

required date. We note that this is a 

similar percentage to our finding from 

last yea ’s   ll   up. 

Partially Implemented 

Of the 31 complaints received to date in 
academic year 2019-20 the outcomes are as 
follows: 

• Of the 22 frontline complaints all 22 have 
met the response deadline 

• Of the 3 frontline complaints that had 
extensions applied all 3 met the 
response deadline 

• The 1 frontline complaint that was 
escalated met the response deadline  

• Of the 4 stage 2 complaints all 4 have 
met the response deadline. 

• The 1 stage 2 complaint that was 
extended met the response deadline. 

• Of the 31 complaints surveys issued, all 
31 met their 15-day SPSO deadline. 

Fully Implemented 



Follow-Up Reviews 2019/20  

16 

 
 

 

Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion 
Date 

Progress at April 2020 

Internal Audit Report 2017/18 – GDPR Compliance 

We recommend that the College complete 

electronic transfer procedures and make 

these available to staff members. 

Medium Agreed. The College Subject 

Access Request procedure has 

been completed and is available to 

all staff via COLin. The procedure 

includes use of a Subject 

Access Request log, to record and 

manage requests, including 

requests for data portability. 

A guidance note for each of the 

individuals’  igh s unde  GDPR 

(including the right to data 

portability) has been published on 

COLin. 

Data Protection 

Officer 

Complete Implemented at time of 

2018/19 Follow-Up. 

Fully Implemented 

We recommend that the College make the 

Data Sharing Procedures available to staff 

members via the College intranet. 

Medium Agreed. The College data sharing 

procedures and data sharing 

agreement templates have been 

completed and are available to all 

staff via COLin. The procedures 

outline when data sharing can 

lawfully take place and when data 

sharing agreements should be 

implemented. 

Data Protection 

Officer 

Complete Implemented at time of 

2018/19 Follow-Up. 

Fully Implemented 

 



Follow-Up Reviews 2019/20  

17 

 
 

 

Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion 
Date 

Progress at April 2020 

We recommend that the College 

ensure compliance checks are 

completed following the completion 

of the GDPR work plan. 

Low Agreed. Completion of the legally required 

Article 30 register of processing activity will 

form the basis of compliance spot checks. 

As the data processing for each faculty and 

department is recorded, assessed and 

confirmed for compliance against all 

relevant criteria (such as lawful basis for 

processing, privacy notices, DSAs, etc), 

this will be noted and dated in the Article 30 

register. The register includes a ‘Revie  

Da e’ c lu n   hich indica es  hen 

compliance checks are due by the DPO. 

This is being scheduled 6 months from 

completion and will be conducted on a 

rolling basis as each faculty and 

department activity is recorded. For 

example, compliance work has now been 

completed with the Hair & Beauty teams. 

This is noted in the Article 30 register and 

compliance checks will be due in July 

2019. 

In addition, as part of the HEFESTIS DPO-

share, the College DPO is working on a 

compliance audit process which can be 

implemented by all Scottish colleges and 

can be adopted by NESCol once 

completed. 

Data Protection 

Officer 

31 July 2019 The College data audit 

work has commenced and 

is following a timetable 

and plan agreed by the 

Leadership Team. As the 

audit work is used to 

populate the Article 30 

register, it will in turn be 

used to schedule 

compliance checks. 

In addition, the 

HEFESTIS DPO-share 

compliance audit toolkit 

has not yet been finalised 

but is scheduled for 

completion by mid-2020. 

This toolkit will form the 

basis of NESCol 

compliance checks. 

Partially Implemented 

Revised Completion 

Date: 31 December 2020 
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Original Recommendation Priority Original Management Comments 
Responsible 

Officer 
Agreed 

Completion 
Date 

Progress at April 2020 

2017/18  

We recommend that the College 

continue to work through the GDPR 

work plan and ensure all actions are 

completed. 

2018/19 

We repeat our original 

recommendation. 

 

Low 

 

Agreed. The College is working to the 

GDPR work plan (as initiated by the 

Scottish Colleges Information Governance 

Group (SCIGG) and to its own internal 

work plan, both of which have been aligned 

for consistency of approach. 

Tasks have been prioritised and are 

addressed on a rolling basis. Progress 

towards the work plan will be ongoing, as 

current tasks are completed and new tasks 

are added (as legislative requirements are 

implemented, case law decisions are 

made, and new processing takes place). All 

original tasks are expected to be complete 

by end 2019. 

 

Data Protection 

Officer 

 

31 December 

2019 

 

Work on the College 

GDPR action plan 

continues, with 41/72 

actions fully complete and 

the remainder partially 

complete. 

The remaining actions 

have been incorporated 

into other pieces of 

College work (such as the 

Cyber Essentials + 

programme) and as such 

as monitored as part of 

that. 

Partially Implemented 

Revised Completion 

Date: 31 December 2020 
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Original Recommendation Priority 
Original 

Management 
Comments 

Responsible 
Officer 

Agreed 
Completion Date 

Progress at February 2019 Progress at April 2020 

Internal Audit Report 2017/18 – Human Resources 

We recommend the College 

ensure there is evidence of 

the staff member's 

confirmation of their 

acceptance of their final 

appraisal. 

Low  

 

Director of HR 
and 
Organisational 
Development 
 

April 2019 

 

The Director of HR and Organisational 

Development has spoken with the IT 

Department who developed the 

software programme for appraisals. The 

IT Department confirmed that the 

software can be updated to include a 

confirmation of acceptance tab and that 

this will be updated along with other 

improvements by the end of April 2019. 

Partially Implemented 

Complete. 

 

Fully Implemented 
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Original Recommendation Priority 
Original 

Management 
Comments 

Responsible 
Officer 

Agreed 
Completion Date 

Progress at February 2020 Progress at April 2020 

Internal Audit Report 2017/18 – VfM Transport 

We recommend that the 

College investigate the 

possibility of updating the 

car booking system to allow 

staff members to amend 

their booking if they return 

the car early. 

Medium Agreed. Online 

booking form 

now allows for 

early return of 

vehicles to be 

logged and the 

vehicle made 

available again. 

Facilities 

Client 

Services 

Manager 

 The College are currently working on 
their pool car booking system to 
allow staff that return before the end of 
their booking to update the 
system so that the car becomes 
available when not being used rather 
than not being booked. 

System Updated. All staff 
email to be sent once staff 
return to work to reiterate. 

Fully Implemented 
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Executive Summary:  
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external auditors. Ernst and Young LLP (EY), and agreed by the Financial 
Controller – External Affairs and myself.  We are confident that the Plan will 
enable EY to deliver their report on the College’s financial statements for the year 
ended 31 July 2020 to the Audit & Risk Committee at its meeting in November 
2020. 
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It is recommended that the Committee consider the draft External Audit Plan 
Year Ending 31 July 2020. 

Previous Committee Recommendation/Approval (if applicable): 
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Executive Summary Summarise the purpose and key information for the 2019/20 audit 03

Sector Developments Provide a summary of the overall sector environment 06

Financial Statements 

Risks

Summary of audit approach, materiality, risks etc. 09

Wider Scope Audit 

Risks

Audit approach for reviewing the College’s compliance with the wider public audit 

scope areas: 

• financial position and arrangements for securing financial sustainability

• suitability and effectiveness of corporate governance arrangements

• effectiveness of performance management arrangements in driving economy, 
efficiency and effectiveness in the use of public money and assets

19

Appendices Undertake statutory duties, and comply with professional engagement and ethical 

standards:

Appendix A: Code of Audit Practice: responsibilities

Appendix B: Auditor Independence

Appendix C: Required communications with the Audit & Risk Committee

Appendix D: Timing and deliverables

Appendix E: Audit fees

Appendix F: Additional audit information
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About this report

This report has been prepared in accordance with Terms of Appointment Letter from Audit Scotland dated 31 May 2016 
through which the Auditor General for Scotland has appointed us as external auditor of North East Scotland College (“the 
College”) for financial years 2016/17 to 2020/21. We undertake our audit in accordance with the Public Finance and 
Accountability (Scotland) Act 2000 and our responsibilities as set out within Audit Scotland’s Code of Audit Practice (the 
Code), issued on 26 May 2016.

This report is for the benefit of the College and is made available to the Auditor General for Scotland and Audit Scotland 
(together the Recipients). This report has not been designed to be of benefit to anyone except the Recipients. In preparing this
report we have not taken into account the interests, needs or circumstances of anyone apart from the Recipients, even though 
we may have been aware that others might read this report. 

Any party other than the Recipients that obtains access to this report or a copy (under the Freedom of Information Act 2000, 
the Freedom of Information (Scotland) Act 2002, through a Recipient's Publication Scheme or otherwise) and chooses to rely 
on this report (or any part of it) does so at its own risk. To the fullest extent permitted by law, Ernst & Young LLP does not 
assume any responsibility and will not accept any liability in respect of this report to any party other than the Recipients.

Complaints

If at any time you would like to discuss with us how our service to you could be improved, or if you are dissatisfied with the 
service you are receiving, you may take the issue up with Stephen Reid who is our partner responsible for services under 
appointment by Audit Scotland, telephone 0131 777 2839, email sreid2@uk.ey.com. If you prefer an alternative route, please 
contact Steve Varley, our Managing Partner, 1 More London Place, London SE1 2AF. We undertake to look into any complaint 
carefully and promptly and to do all we can to explain the position to you. Should you remain dissatisfied with any aspect of
our service, or with how your complaint has been handled, you can refer the matter to Diane McGiffen, Audit Scotland, 4th 
Floor, 102 West Port, Edinburgh, EH3 9DN. Alternatively you may of course take matters up with our professional institute. 
We can provide further information on how you may contact our professional institute.

Contents
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1. Executive summary

Purpose of this report

In accordance with the Public Finance and Accountability (Scotland) Act 
2000, Audit Scotland appointed EY as the external auditor of North East 
Scotland College (the College) for the five year period 2016/17 to 
2020/21. 

This Annual Audit Plan, prepared for the benefit of College management 
and the Audit & Risk Committee, sets out our proposed audit approach for 
the audit of the financial year ending 31 July 2020, the fourth year of our 
appointment. In preparing this plan, we have updated our understanding of 
the College through planning discussions with management, review of 
relevant documentation and committee reports, and our general 
understanding of the environment in which the College is currently 
operating.

A key objective of our audit reporting is to add value by supporting the 
improvement of the use of public money. We aim to achieve this through 
sharing our insights from our audit work, our observations around where 
the College employs best practice and where processes can be improved. 
We use these insights to form our audit recommendations to support the 
College in improving its practices around financial management and control, 
as well as around key aspects of the wider scope dimensions of audit. These 
are highlighted throughout our reporting together with our judgements and 
conclusions regarding arrangements.

After consideration by the College’s Audit & Risk Committee, the plan is 
provided to Audit Scotland and published on their website.

Scope and Responsibilities

We undertake our audit in accordance with the Code of Audit Practice (the 
Code), issued by Audit Scotland in May 2016; International Standards on 
Auditing (UK); relevant legislation; and other guidance issued by Audit 
Scotland. The Code sets out the responsibilities of both the College and the 
auditor, more details of which are provided in Appendix A.

Our key contacts:

Stephen Reid

Partner
sreid2@uk.ey.com

Sarah Croft

Senior Manager
scroft@uk.ey.com

Our independence

We confirm that we 
have undertaken client 
and engagement 
continuance 
procedures, which 
include our 
assessment of our 
continuing 
independence to act as 
your external auditor.

http://opentext/OTCSdav/nodes/3254434/mailto:sreid2@uk.ey.com
mailto:opotapova@uk.ey.com
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Our Financial Statement Audit

We are responsible for conducting an audit of the group financial 
statements of the College. We provide an opinion as to:

• whether they give a true and fair view in accordance with the Further 
and Higher Education (Scotland) Act 1992 and directions made 
thereunder by the Scottish Funding Council of the state of the College’s 
affairs as at 31 July 2020 and its surplus or deficit for the year then 
ended;

• have been properly prepared in accordance with United Kingdom 
Generally Accepted Accounting Practice, including FRS 102: The 
Financial Reporting Standard applicable in the UK and Ireland; and 

• whether they have been properly prepared in accordance with the 
Further and Higher Education (Scotland) Act 1992 and directions made 
thereunder issued by the Scottish Funding Council, the Charities and 
Trustee Investment (Scotland) Act 2005 and regulation 14 of The 
Charities Accounts (Scotland) Regulations 2006 (as amended).

We also review and report on the consistency of the other information 
prepared and published by the College along with the financial statements. 

Materiality

Materiality levels have been set at the planning stage of the audit as 
follows:

Wider Scope audit

Our responsibilities extend beyond the audit of the financial statements. 
The Code requires auditors to provide judgements and conclusions on the 
four dimensions of wider scope public audit:

• Financial management;

• Financial sustainability;

• Governance and transparency; and

• Value for money

Our audit work over the wider scope audit dimensions complements our 
financial statements audit. We have updated our understanding of the risks 
impacting the College through discussions with management, review of 
relevant committee reports, and our knowledge of the education sector.

Materiality at an individual account level

£772,500
2% of the College’s gross forecast 
expenditure

Planning Materiality

£1,030,000
Tolerable Error

Level that we will report 
misstatements to committee

Nominal amount

£50,000

Based on considerations around the expectations of financial statement 
users and qualitative factors, we apply a lower materiality level to the 
audited section of the Remuneration Report. We also apply professional 
judgement to consider the materiality of related party transactions to both 
parties. 
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Audit Risk Dashboard

Key Financial Statement Risks

Wider Scope Risks

In accordance with ISA (UK) 240, we consider the presumed fraud risk in respect 
of improper income recognition. Due to the nature of SFC funding to the College, 
we have rebutted the risk of fraud around this specific income stream. We extend 
our work to consider the recognition of expenditure, in accordance with Practice 
Note 10, issued by the Financial Reporting Council, as applicable to public sector 
audit. 

Fraud Risk: 

Risk of fraud in revenue and 
expenditure recognition 

As identified in ISA (UK) 240, management is in a unique position to perpetrate 
fraud due to the ability to manipulate accounting records directly or indirectly and 
prepare fraudulent financial statements by overriding controls that would 
otherwise appear to be operating effectively. 

Fraud Risk: 

Misstatement due to fraud 
or error

The financial environment in which the College operates was already challenging, 
and the Covid-19 pandemic will result in further, significant financial pressures. It 
is anticipated that the College will be unable to fully deliver upon savings and 
income growth targets in 2019/20 due to the global pandemic. This will increase 
the financial pressures for future years and creates a significant risk that the 
College will not be able to develop viable and sustainable financial plans due to 
external factors. 

Financial Sustainability: 

Continuing financial 
pressures 

The value of property, plant and equipment (PPE) represent significant balances in 
the College’s financial statements. Management is required to make material 
judgemental inputs and apply estimation techniques to calculate the year-end 
balances recorded in the balance sheet.

Inherent risk: 

Valuation of property, plant 
and equipment

Accounting for the Local Government Pension Scheme involves significant 
estimation and judgement and therefore management engages an actuary to 
undertake the calculations on their behalf. ISAs (UK) 500 and 540 require us to 
undertake procedures on the use of management experts, the assumptions 
underlying fair value estimates, and the valuation of the College’s share of scheme 
assets and liabilities at the year end.

Inherent risk:

Valuation of pension assets 
and liabilities
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Audit Context
In accordance with the principles of the Code, our audit work considers key 
developments in the sector. We obtain an understanding of the strategic 
environment in which the College operates to inform our audit approach.

Covid-19 update and future plans

Covid-19 is a new illness that can affect the lungs and airways. It’s caused by a 
virus called coronavirus. The impact on education services, the changes to 
behaviour around public gatherings and social interaction, and the political and 
economic consequences have already been and will continue to be significant. 

The situation in respect of Covid-19 and its impact on the UK is developing on an 
ongoing basis. At the time of preparing this plan (May 2020) there remains a 
significant degree of uncertainty over the scope and scale of the ongoing impact by 
the College’s financial year end of 31 July 2020 and beyond. Considerations 
include:

• There has been significant disruption to the College’s day to day operations as it 
faces changes to working practices and reductions in capacity as staff are 
required to self-isolate.

• Colleges have moved to remote learning where possible, and there remains 
significant uncertainty around when class-room based teaching can resume.

• While the SFC has outlined that they will not seek to recover funds for shortfalls 
against outcome agreement targets where these are related to Covid-19 for the 
academic year 2019-20, colleges are likely to experience a significant loss in 
income for 2019/20 with the loss of non-SFC income such as tuition fee income, 
commercial contracts, SDS apprenticeship income, catering and nursery 
income. While there will be some cost associated savings achieved through 
reduced activity, it is unlikely that this will entirely net off the impact on the 
colleges surplus or deficit for the year. 

• The SFC has announced funding allocations for 2020/21 and colleges will 
shortly be updating their financial forecast through to 2025. This may require 
further revision and update as the College’s financial position and commitments 
continue to be impacted, while it is not known the period over which the impact 
may be ongoing. 

• In respect of the financial statements, Covid-19 will have a pervasive impact, 
and has the possibility to materially effect the majority of the College’s yearend 
balances as well as the transactions through the last four months of the 
financial year. 

• There is likely to be a significant impact on the College’s share of the North 
East Scotland Pension Fund liability as its underlying asset valuations are 
materially impacted at 31 July 2020. 

• There may also be a material impact on the valuation of the College’s 
property, plant and equipment. 

• The potential impact on trading subsidiary (becoming loss making) and 
resulting impact of gift aid no longer being transferred to the College.

• The recognition of income will require greater judgement as the College 
assesses whether conditions have been met and/or services performed in full. 

• Additional disclosures will be required throughout the financial statements to 
reflect the additional risks facing the College and how these have impacted the 
key judgements and estimates made in preparation of the financial statements, 
as well as the required narrative disclosures on how this has impacted 
performance, risk assessment and mitigation, and the College’s future plans. 

2. Sector developments

COVID-19 is expected 
to have a significant 
impact on the financial 
health of the College 
sector with significant 
reductions in both non-
core SFC income and 
other income.
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The impact of Covid-19 on the preparation of financial statements and audit

The Financial Reporting Council (“FRC”) has issued guidance for both auditors 
and preparers of the financial statements on issues arising from the Covid-19 
pandemic. The guidance to date highlights the practical difficulties in preparing 
financial statements and performing audits in the new way of working. It is clear 
that auditors will be required to develop alternative audit procedures to gather 
sufficient and appropriate audit evidence. 

The guidance is clear that the new way of working should not undermine the 
delivery of high quality financial statements preparation or quality audits, which 
should continue to comply fully with international auditing standards.  Where 
additional time is required to complete audits due to ongoing and developing 
risks, it is important that this is taken to maintain audit quality rather than 
seeking to conclude early to meet arbitrary or regulatory deadlines. 

Audit considerations include:

• While the impact is unquantifiable at this time, audit processes will be 
subject to the same likely changes in working arrangements and possible 
reductions in capacity across both the College finance team and the audit 
team. 

• We have outlined the planned timing for the key deliverables of the audit 
process in Appendix D. The current expectation is that this timetable will be 
impacted. While Audit Scotland does not intend to issue revised audit 
deadlines on the basis that circumstances will vary by audited body, they 
have recognised the likely impact this will have on the financial statements 
and audit process and encouraged ongoing dialogue. 

• Our key audit risks and other matters for consideration have been outlined 
in this report based on our planning work to date, mostly before the full 
impact of Covid-19 was known. It is likely our consideration of audit risks 
will develop significantly in advance of the year end audit as more is 
understood around the impact. We will provide the Audit & Risk Committee 
with an update on key audits risks and other matters where they materially 
differ from this planning report in advance of the year end audit. 

We will continue to work closely with management to consider the impact as it 
becomes better known and provide periodic updates. We will aim to take a 
pragmatic and flexible approach, while also recognising that strong financial 
management and good governance are more important than ever at this difficult 
time, over the financial year-end and into 2020/21. 

The Financial Reporting 
Council highlighted that 
Covid-19 should not 
undermine the delivery 
of high quality audits.
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Audit Scotland Colleges 2019

Audit Scotland published their Scotland’s Colleges 2019 report in June 2019. 
The report considers both the financial health and performance of Scotland’s 
colleges. 

The report highlights that the Scottish Government has been providing colleges 
with real-terms increases in revenue funding since 2016/17. However, the most 
recent increase for 2019/20 covers only the additional cost of harmonising staff 
terms and conditions, the cost of living pay increases and increases in employers’ 
pension contributions. The proportion of non-government income, such as 
education contracts and other commercial income, has reduced. Colleges’ ability 
to access other sources of funding, such as cash and arm’s-length foundation 
(ALF) balances, is also reducing.

It is highlighted that the gap between colleges’ income and expenditure is 
widening. Twelve incorporated colleges were forecasting recurring financial 
deficits by 2022/23. 

In 2019/20, capital funding for the sector has fallen to £47.6 million (2018/19: 
£76.7 million). Reduced capital spending creates a risk that the cost of urgently 
needed backlog maintenance increases. This in turn poses a potential risk to 
some colleges’ ability to continue to deliver their core services in a safe 
environment, and to invest in new digital infrastructure to generate efficiencies 
and enhance the student experience. The Scottish Government is working with 
the Scottish Futures Trust and the SFC to identify an appropriate revenue funding 
model for future investment in the college estate

2020/21 Budget

The College outcome agreement funding allocations for Academic Year 2020/21 
were announced by the SFC on 7 April 2020. The funding announcement 
recognised that the rapidly shifting environment, however it was felt that 
announcing the funding allocations would help provide some stability for the 
sector. 

Key aspects of the funding announcement are:

• SFC’s revenue budget for 2020/21 has increased by 6.9% from AY 2019/20

• Teaching funding has been increased by 5% (£23 million)

• Funding is provided towards pension costs over the 16 month period April 
2020 to July 2021

• Student activity (credit) volume for the sector is broadly unchanged 
however there are some changes to individual college/regional targets

• Capital funding has decreased by £11.9 million

The sector was experiencing significant financial challenges and while the full 
impact of Covid-19 is not yet apparent, it is recognised it will significantly add to 
the existing financial pressures faced and amendments to the 2020/21 budget 
are likely. 

Scottish Government is 
providing around £99 
million over three years 
to fund the additional 
costs from national 
bargaining.
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Financial statements and accounting

Introduction 

The College’s annual financial statements enables the College to 
demonstrate accountability for, and its performance in the use of its 
resources. They are prepared in accordance with proper accounting 
practice and applicable law.

Audit Opinion

We are responsible for conducting an audit of the group financial 
statements of the College. We will provide an opinion on the group financial 
statements as to:

• whether they give a true and fair view in accordance with the Further 
and Higher Education (Scotland) Act 1992 and directions made 
thereunder by the Scottish Funding Council of the state of the College’s 
affairs as at 31 July 2020 and its surplus or deficit for the year then 
ended;

• have been properly prepared in accordance with United Kingdom 
Generally Accepted Accounting Practice, including FRS 102: The 
Financial Reporting Standard applicable in the UK and Ireland; and 

• whether they have been properly prepared in accordance with the 
Further and Higher Education (Scotland) Act 1992 and directions made 
thereunder issued by the Scottish Funding Council, the Charities and 
Trustee Investment (Scotland) Act 2005 and regulation 14 of The 
Charities Accounts (Scotland) Regulations 2006 (as amended).

We also review and report on the consistency of the other information 
prepared and published by the College along with the financial statements. 

Other Statutory Information

The management commentary and narrative reporting continues to be an 
area of increased scrutiny as a result of rising stakeholder expectations, 
including continuing interest by the Financial Reporting Council. We will 
therefore continue to work with the Finance Team to support the 
improvement of the financial statements, including narrative disclosures, in 
2019/20.  

3. Financial Statement Risks

We will work with the 
Finance Team to 
support further 
improvements in the 
quality of the financial 
statements. 
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Audit Approach

We determine which accounts, disclosures and relevant assertions could 
contain risks of material misstatement. 

Our audit involves: 

Identifying and assessing the risks of material misstatement of the 
financial statements, whether due to fraud or error, design and perform 
audit procedures responsive to those risks, and obtain audit evidence 
that is sufficient and appropriate to provide a basis for our opinion. 

Obtaining an understanding of internal control relevant to the audit in 
order to design audit procedures that are appropriate in the 
circumstances, but not for the purpose of expressing an opinion on the 
effectiveness of the College’s internal control.

Evaluating the appropriateness of accounting policies used and the 
reasonableness of accounting estimates and related disclosures made by 
management.

Concluding on the appropriateness of management’s use of the going 
concern basis of accounting. 

Evaluating the overall presentation, structure and content of the financial 
statements, including the disclosures, and whether the financial 
statements represent the underlying transactions and events in a manner 
that achieves fair presentation. 

Obtaining sufficient appropriate audit evidence regarding the financial 
information of the entities or business activities within the College.

Reading other information contained in the financial statements, 
including the board’s statement that the annual report is fair, balanced 
and understandable, the Audit & Risk Committee reporting appropriately 
addresses matters communicated by us to the committee and reporting 
whether it is materially inconsistent with our understanding and the 
financial statements.

Maintaining auditor independence.

Substantive tests of detail of transactions and amounts. For 2019/20 we 
plan to follow a predominantly substantive approach to the audit as we 
have concluded this is the most efficient way to obtain the level of audit 
assurance required to conclude that the financial statements are not 
materially misstated. 
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Materiality

For the purposes of determining whether the financial statements are free 
from material error, in accordance with ISA (UK) 320 we define materiality 
as the magnitude of an omission or misstatement that, individually or in the 
aggregate, in light of the surrounding circumstances, could reasonably be 
expected to influence the economic decisions of the users of the financial 
statements. 

Our evaluation of it requires professional judgement and necessarily takes 
into account qualitative as well as quantitative considerations implicit in the 
definition. We would be happy to discuss expectations regarding our 
detection of misstatements in the financial statements if required.

Rationale

Planning materiality (PM) – the amount over which we anticipate 
misstatements would influence the economic decisions of a user of the 
financial statements. For planning purposes, materiality for 2019/20 has 
been set at £1,030,000. This represents approximately 2% of the College’s 
forecast expenditure for the year.

Planning Materiality

£1,030,000

(PY £970,000)

Materiality Level

Tolerable error (TE) – materiality at an individual account balance, which is 
set so as to reduce to an acceptably low level that the aggregate of 
uncorrected and undetected misstatements exceeds PM. We have set it at 
£772,500 which represents 75% of planning materiality. 

Tolerable Error

£772,500

(PY £727,500)

Summary of Audit Differences (SAD) Nominal amount – the amount below 
which misstatements whether individually or accumulated with other 
misstatements, would not have a material effect on the financial statements. 
The Code requires that auditors report at no more than £250,000. We have 
set it at £50,000, which represents 5% of planning materiality.

Summary of Audit 
Differences

£50,000

(PY £48,500)

The bases for the materiality outlined are consistent with our approach in 
previous years. However, we are still in the process of considering the 
impact of Covid-19 on this year’s audit, and therefore these figures may be 
reduced to reflect the pervasive additional risk to the College’s financial 
statements and the significant impact Covid-19 has had on the stability of 
the sector generally. We will report changes to our materiality as part of our 
updated planning reporting and our yearend Annual Audit Report in due 
course.

Our evaluation requires professional judgement and so takes into account 
qualitative as well as quantitative considerations implied in the definition. 
Factors which we consider include the perspectives and expectations of 
users of the financial statements as well as our risk assessment as to the 
likelihood of material misstatements arising in the financial statements. 

Based on these considerations, we apply lower materiality levels to the 
following areas we consider to be material by nature rather than size:

• Remuneration Report; and

• Related Party Transactions.

We will therefore review the disclosures related to the above areas in 
greater detail compared to the materiality thresholds outlined above.
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Significant Risks
We have set out the significant risks (including fraud risks) identified for 
the current year audit along with the rationale and expected audit 
approach. The risks identified may change to reflect any significant 
findings or subsequent issues we identify during the audit.

Significant Risk - Risk of fraud in income and expenditure recognition

Under ISA 240 there is a presumed risk that income may be misstated due 
to improper recognition of revenue. In the public sector, this requirement 
is modified by Practice Note 10, issued by the Financial Reporting Council, 
which means we also consider the risk that material misstatements may 
occur by the manipulation of expenditure recognition. 

Work we will undertake: 

• review and test all relevant income 
and expenditure policies against 
the relevant accounting standards 
and SORP

• review, test and challenge 
management around any 
accounting estimates on income 
and expenditure recognition for 
evidence of bias

• test material income and 
expenditure streams

• test all material grant income with 
performance conditions to ensure 
the income is recognised correctly 
in line with the outlined 
requirements

• review and perform focused 
testing on income and expenditure 
around the year end to ensure 
correct recognition around cut-off 
between financial periods

Given the nature of Scottish 
Funding Council (SFC) core 
teaching grant to the College, 
we rebut the presumed 
revenue recognition risk for 
this income stream.  However 
we recognise a revenue 
recognition risk for other SFC 
grants where performance 
conditions are in place, tuition 
fee income and other grants 
and operating income in 
respect of possible 
manipulation of cut-off around 
the financial year end.  

We also recognise the same 
risk around incorrect 
recognition of other operating 
expenditure in line with 
Practice Note 10. 

Other than Income and 
expenditure recognition, 
we have not identified 
any specific areas where 
management override 
will manifest as a 
significant fraud risk, 
however we will continue 
to consider this across 
the financial statements 
throughout the audit. 
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Fraud Risk – Misstatement due to fraud or error

Management has the primary responsibility to prevent and detect fraud. It 
is important that management, with the oversight of those charged with 
governance, has put in place a culture of ethical behaviour and a strong 
control environment that both deters and prevents fraud.

Based on the requirements of 
auditing standards our approach will 
focus on:

• identifying fraud risks during the 
planning stages

• inquiry of management about risks 
of fraud and the controls put in 
place to address those risks 
including segregation of duties

• consideration of the effectiveness 
of management’s controls 
designed to address the risk of 
fraud

• determining an appropriate 
strategy to address those 
identified risks of fraud

• performing mandatory procedures 
regardless of specifically identified 
fraud risks, including testing of 
journal entries and other 
adjustments in the preparation of 
the financial statements

• specific focus on the accounting 
for any identified key areas of 
judgement and estimates in the 
financial statements and 
significant and unusual 
transactions. This will include 
consideration of any provisions 
requiring to be made as at the 
balance sheet date for any 
restructuring arrangements 
entered into by the College, as 
applicable.

The risk of management 
override is pervasive to the 
audit and impacts the testing 
of all areas. Our responsibility 
is to plan and perform audits to 
obtain reasonable assurance 
about whether the financial 
statements as a whole are free 
of material misstatements 
whether caused by error or 
fraud. 

As auditors, we approach each 
engagement with a questioning 
mind that accepts the 
possibility that a material 
misstatement due to fraud 
could occur, and design the 
appropriate procedures to 
consider such risk. This takes 
account of the fact that 
management are in a unique 
position to override controls 
which otherwise appear to be 
operating effectively. 

We will report our findings in these areas to you within our 2019/20 
Annual Audit Report.
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Inherent Risk – Valuation of Property, Plant & Equipment

The College’s property portfolio totals £97.6 million as at 31 July 2019 
(2017/18 £97 million), with the major elements of this being in respect 
of land and buildings. Land and buildings are revalued to fair value with a 
full revaluation taking place at least every five years, with an interim 
valuation at year 3. 

Our approach will focus on:

• analysis of the source data and inquiries 
as to the procedures used by 
management’s specialist to establish 
whether the source data is complete

• assessment of the reasonableness of the 
assumptions and methods used, including 
their compliance with the SORP

• consideration of the appropriateness of 
the timing of when the specialist carried 
out the work

• assessment of whether the substance of 
the specialist’s findings are properly 
reflected in the financial statements

• consideration of the material uncertainty 
that management’s specialist may add to 
their valuation reports due to Covid-19, 
and the potential impact on our audit 
approach and opinion. We may consult as 
required.  

• assessment of the potential for 
impairment across the College estate that 
has not been reflected in the financial 
statements or most recent formal 
valuation

• assessment of the specialist’s findings for 
assets held for resale, and whether these 
valuations have been correctly processed 
in the financial statements through 
testing of accounting entries

• assessment of the College’s backlog 
maintenance estates plans, including 
consideration of whether backlog 
maintenance expenditure in the year has 
been correctly account for as capital or 
revenue expenditure

An interim valuation of existing 
land and buildings was 
undertaken as at 31 July 2018. 
The College is required to 
consider annually the valuation 
of the College estate remains 
appropriate outside of formal 
revaluation cycles. 

In 2018/19, management 
engaged their valuers to provide 
a desk top review of land and 
buildings valuations as at 31 
July 2019. This resulted in an 
audit adjustment of £2.5 million 
to increase the valuation of land 
and buildings as at 31 July 2019 
to bring the value in line with the 
valuation report. 

The last full valuation cycle took 
place in 2014/15, therefore, it is 
expected that a full revaluation 
exercise will be undertaken in 
2019/20.

In 2018/19, the College had an 
asset held for sale (Balgownie
Centre) which was valued by the 
valuers at £4.9 million. 

In addition, the College has 
recently revised its Capital 
Strategy. 

Given the size of this balance 
and the number of assumptions 
that are made in the valuation, 
we assign a higher inherent risk 
to property, plant and 
equipment. 

We do not, however, at the 
planning stage have any specific 
concerns over management’s 
approach to property valuations. 

The valuation of 
property, plant and 
equipment is assessed as 
an inherent risk. 
Management involves 
specialists in the 
preparation of these 
accounting valuations. 
We utilise our own 
specialists, as 
appropriate, to support 
the core audit team in 
the performance of audit 
procedures on these 
balances.
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Inherent Risk – Valuation of Pension Liabilities

The College participates in two pension schemes: the North East Scotland 
Pension Fund (NESPF), and the Scottish Teachers Superannuation 
Scheme (STSS). While both are defined benefit pension schemes, the 
College is unable to identify its share of the underlying assets and 
liabilities of the STSS scheme on a consistent and reasonable basis and 
therefore, the scheme is accounted for as if it were a defined contribution 
scheme. 

Our approach will include:

• obtaining an actuarial report at the 
year end date for the scheme and 
considering the reasonableness and 
consistency of assumptions 
underpinning such reports, in light of 
guidance available 

• performing substantive testing on 
the verification of the pension 
assets, by engaging with the 
auditors of North East Scotland 
Pension Fund in line with the 
assurance protocols laid out by Audit 
Scotland for IAS 19 

• assessing the work of the actuaries, 
including the assumptions they have 
used by engaging internal actuarial 
specialists to provide input on the 
consistency and appropriateness of 
assumptions underpinning the 
valuation of the pension schemes, 
and how the impact of the GMP 
ruling and McCloud judgement have 
been considered in the pension 
liability valuation

• we will also review the calculation of 
the College’s valuation of future 
early retirement liabilities at 31 July 
2020 

NESPF is accounted for as a 
defined benefit scheme.  The 
net pension liabilities on the 
balance sheet arising from 
participation in the scheme at 
31 July 2019 were £24.2 
million (2017/18 £8.2 million). 

In addition the College 
recognises a provision for 
future early retirement 
liabilities - £6.8 million as of 31 
July 2019 (2017/18 £7.2 
million). 

Accounting for this scheme 
involves significant estimation 
and judgement and the College 
engages an actuary to 
undertake the calculations on 
their behalf. 

ISAs (UK) 500 and 540 require 
us to undertake procedures on 
the use of management 
experts and the assumptions 
underlying fair value 
estimates.

The Further and Higher 
Education SORP and the 
SFC Accounts Direction 
require the College to 
make extensive 
disclosures within the 
financial statements 
regarding its membership 
of the North East 
Scotland Pension Fund. 

The information 
disclosed is based on the 
report issued by the 
College’s actuary. 
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Other audit considerations
We also plan and perform certain general audit procedures on every audit 
which may not be directly related to financial statement account assertions. 
Examples of such procedures includes compliance with applicable laws and 
regulations, litigation and claims and related parties.

Accounting Framework

Updated Statement of Recommended practice: accounting for further and 
higher education 2019 edition

The Statement of Recommended Practice (SORP): accounting for further 
and higher education has been updated to reflect the amendments made to 
FRS 102 following its triennial review in 2017. The revised SORP will be 
effective for financial periods beginning on or after 1 January 2019 and 
therefore will be applied by the College within their 2019/20 financial 
statements. 

The triennial review was published by the Financial Reporting Council in 
December 2017. The majority of amendments were editorial in nature and 
clarified rather than changed accounting treatment. The amendments to 
the SORP follow a similar basis and it is not therefore anticipated that the 
College will be required to adopt substantive number of changes to 
accounting treatments.  We do, however, anticipate that the College will be 
required to adopt a number of changes to disclosure requirements.

Updated SFC Accounts Directions for Scotland’s Colleges

The SFC’s Accounts Direction is published annually in July and provides 
College’s with guidance on disclosure requirements for the financial 
statements.

We will work with management during 2019/20 to ensure the correct 
application of the new requirements. 

Other audit responsibilities

Under the terms of our appointment, our role and responsibilities include a 
number of other assurance activities. This includes the provision of 
information to support Audit Scotland national reports and studies.

Anti-money laundering

The Money Laundering, Terrorist Financing and Transfer of Funds 
(Information on the Payer) Regulations 2017 came into force on 26 June 
2017 and replace The Money Laundering Regulations 2007. The 
regulations impose an obligation on the Auditor General to inform the 
National Crime Agency if she knows or suspects that any person has 
engaged in money laundering or terrorist financing. As appointed auditor 
we will consider arrangements for the College to identify and report any 
instances of money laundering in line with Audit Scotland reporting 
arrangements. 
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Data analytics

Where possible and appropriate, we will use our bespoke data analysers to 
enable us to capture whole populations of your financial data, in particular 
covering journal entries and payroll transactions. These analysers help 
identify specific exceptions and anomalies within populations of data to 
focus substantive audit tests more effectively than traditional audit 
sampling. 

We will report the findings of our work, including any significant weaknesses 
or inefficiencies identified and recommendations for improvement, to 
management and the Audit & Risk Committee through the yearend audit 
reporting process. 

Going Concern – Compliance with ISA 570 Changes

This auditing standard has been revised in response to enforcement cases 
and well-publicised corporate failures where the auditor’s report failed to 
highlight concerns about the prospects of entities which collapsed shortly 
after.

The revised standard is effective for audits of financial statements for 
periods commencing on or after 15 December 2019, which for the College 
will be the audit of the 2020/21 financial statements. The revised standard 
increases the work we are required to perform when assessing whether the 
College is a going concern. It means UK auditors will follow significantly 
stronger requirements than those required by current international 
standards; and we have therefore judged it appropriate to bring this to the 
attention of the Audit & Risk Committee.

We will discuss the detailed implications of the new standard with 
management during the 2019/20 audit ahead of its application for 
2020/21. 

Use of specialists

When auditing key judgements, such as the valuation of property, plant and 
equipment, defined benefit pension scheme assets and liabilities, or certain 
assets and liabilities, we are often required to rely on the input and advice 
provided by specialists who have qualifications and expertise not possessed 
by the core audit team. In accordance with Auditing Standards, we will 
evaluate each specialist’s professional competence and objectivity, 
considering their qualifications, experience and available resources, 
together with the independence of the individuals performing the work.

We also consider the work performed by the specialist in light of our 
knowledge of the College’s business and processes and our assessment of 
audit risk in the particular area. For example, we would typically perform the 
following procedures:

• Analyse source data and make inquiries as to the procedures used by the 
specialist to establish whether the source data is relevant and reliable.

• Assess the reasonableness of the assumptions and methods used.

• Consider the appropriateness of the timing of when the specialist carried 
out the work.

• Assess whether the substance of the specialist’s findings are properly 
reflected in the financial statements.
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Internal audit 

We will review the internal audit plan and the results of internal audit’s work, 
including the discussion of audit findings at the Audit & Risk Committee and 
management’s response to findings. We will reflect the findings from internal 
audit reports, together with reports from any other work completed in the 
year, in our plan for the audit, where they raise issues that could have an 
impact on the financial statements or our wider responsibilities.

Group audit 

The College has a subsidiary company, Aberdeen Skills and Enterprise Training 
Limited (ASET), which provides oil and gas training. While ASET is audited by 
another firm, we will audit the consolidation and report any findings as part of 
our year-end audit reporting.
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Together the Accounts Commission and the Auditor General for Scotland 
agreed the four dimensions set out in the Code which comprise the wider 
scope audit for public sector in Scotland. These are: financial sustainability, 
financial management, governance and transparency, and value for money.

Basis for risk assessment

The Code sets out an expectation that ‘significant’ risks identified through 
our planning process that relate to the wider scope dimensions will be 
communicated with you. 

Our procedures

As part of our risk assessment procedures, we have reviewed each 
dimension to assess potential areas of risk.  We set out our areas of focus, 
along with specific significant risks relating to each dimension below.  

Financial management

The financial management dimension considers the effectiveness of 
financial management arrangements, including whether there is sufficient 
financial capacity and resources, sound budgetary processes and whether 
the control environment and internal controls are operating effectively. 

In our 2018/19 Annual Audit Report, we concluded that the College’s 
financial management arrangements overall were satisfactory. Financial 
performance is scrutinised by the senior executive team, the Finance and 
Resources Committee and the Board. This monitoring includes expenditure 
against budget and the forecast outturn for the year. 

We recognise that financial management arrangements will have evolved as 
part of the College’s response to Covid-19 and therefore we will additionally 
consider: 

• How internal control arrangements were adapted to respond to new 
remote working arrangements

• How the College responded to budgetary pressures including the loss of 
non-SFC income

• Whether financial reporting to the Board and Finance and Resources 
Committee continued and whether there was a clear articulation of the 
financial risks

Covid-19 is a pervasive risk 
that impacts all wider 
scope dimensions. This will 
be an area of audit focus 
for 2019/20 considering 
how the College has 
adapted and the 
implications for the 
College’s finances.

Wider Scope
Risks and approach

Wider Scope Dimensions:
Risk assessment and approach
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Financial Sustainability

Financial sustainability considers the medium and longer term outlook for 
the College to determine if planning is effective to support service 
delivery.  We focus on the arrangements to develop viable and sustainable 
financial plans.

In 2018/19, the College undertook a thorough process to develop the 
Financial Forecast Return, including review and challenge of key 
assumptions. In addition, the College has used these forecasts to develop 
a Financial Plan for the period 2019-2024. This place was approved by 
the Regional Board in June 2019.

Value for money

In our 2018/19 Annual Audit Report we concluded that the College’s 
arrangements for ensuring value for money were overall appropriate. A 
revised strategic plan was introduced from the start of the 2018/19 
academic year. Developed by the Board with input from staff, students 
and stakeholders, the plan identifies the key strategic priorities over the 
period 2018-21. There is clear and timely report against performance 
indicators. Annual performance reports are published on the website. 

Our work for the year will consider whether:

• The College used resources effectively to help support students and 
other stakeholders during the Covid-19 pandemic and evaluates how 
lessons learned during the pandemic could be used to support changes 
to service delivery.

• The College has arrangements to ensure value for money through the 
use of public funds, including a robust procurement framework that is 
used by all employees and is subject to regular scrutiny, and a robust 
governance process for the approval of exit arrangements. 

The financial environment in which the College operates was already 
challenging, and the Covid-19 pandemic will result in further, significant 
financial pressures. It is anticipated that the College will be unable to fully 
deliver planned savings or achieve income growth targets in 2019/20 
due to the global pandemic. This will increase the financial pressures for 
future years and creates a significant risk that the College will not be able 
to develop viable and sustainable financial plans due to external factors. 

Our work for the year will consider:

• Has the College revised medium term financial plans to take account 
of the materialising risks in relation to Covid-19 and has appropriate 
scenario planning taken place? 

• Where gaps in financial plans are identified, is the College proactively 
engaging with the Scottish Funding Council and other stakeholders to 
address these gaps?

Continuing financial 
pressures 
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Governance and Transparency

Governance and transparency is concerned with the effectiveness of 
scrutiny and governance arrangements, leadership and decision making, 
and transparent reporting of financial and performance information.

In our 2018/19 Annual Audit Report we concluded that the College had in 
place the key requirements for good governance. We concluded that the 
Governance Statement materially complied with the SFC’s 2018/19 
Accounts Direction. 

The College’s Audit and Risk Committee has an independent chair. 
Standing Orders regulate how the business of the College is conducted, 
and detailed terms of reference are in place for the Board’s standing 
committees. The College continues to embed its risk management 
arrangements, with an established risk management policy updated during 
the year. 

Our work for the year will consider:

• How the College ensured the quality of arrangements in place to 
support good governance during the Covid-19 pandemic including 
ensuring that there is sufficient transparency around governance and 
decision making arrangements. 

• Is the Governance Statement within the financial statements complete 
and does it reflect key findings from audit, scrutiny and inspection? 
Where non-compliance with the code of good governance is identified 
are appropriate mitigating actions in place and disclosed? 

• Progress against prior year audit recommendations from both internal 
and external audit, including the College’s arrangements for ensuring 
these are monitored and reported on a routine basis. 

• Internal audit arrangements during 2019/20, including whether the 
internal audit programme was able to be completed.

• The adequacy of the College’s preparations for EU withdrawal.

In line with auditing standards, as part of our consideration of the 
College’s governance arrangements, we will be writing to the College Audit 
& Risk Committee to confirm how those charge with governance ensure 
oversight of management and appropriate governance arrangements are 
in place. This is not reflective of specific risks identified at the College but 
rather in line with our process to annually make formal inquiries beyond 
standard management meetings and representations. 

We will consider how 
governance arrangements 
were adapted during the 
Covid-19 pandemic to 
ensure good governance 
arrangements remained in 
place.
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Each body, through its chief executive or accountable officer, is responsible for 
establishing arrangements to ensure the proper conduct of its affairs including the 
legality of activities and transactions, and for monitoring the adequacy and 
effectiveness of these arrangements. Audited bodies should involve those charged 
with governance (including Audit & Risk Committees or equivalent) in monitoring these 
arrangements.

Audited Body’s Responsibilities

Corporate Governance

Audited bodies must prepare an annual report and accounts containing financial 
statements and other related reports. They have responsibility for:

• preparing financial statements which give a true and fair view of their financial 
position and their expenditure and income, in accordance with the applicable 
financial reporting framework and relevant legislation.

• maintaining accounting records and working papers that have been prepared to an 
acceptable professional standard and support their financial statements and related 
reports disclosures.

• ensuring the regularity of transactions, by putting in place systems of internal 
control to ensure that they are in accordance with the appropriate authority.

• maintaining proper accounting records.

• preparing and publishing, along with their financial statements, an annual 
governance statement, management commentary (or equivalent) and a 
remuneration report that are consistent with the disclosures made in the financial 
statements. Management commentary should be fair, balanced and understandable 
and also clearly address the longer-term financial sustainability of the body.

• Management, with the oversight of those charged with governance, should 
communicate clearly and concisely relevant information to users about the entity 
and its financial performance, including providing adequate disclosures in 
accordance with the applicable financial reporting framework. 

Audited bodies are responsible for developing and implementing effective systems of 
internal control as well as financial, operational and compliance controls. These 
systems should support the achievement of their objectives and safeguard and secure 
value for money from the public funds at their disposal. They are also responsible for 
establishing effective and appropriate internal audit and risk-management functions.

Financial Statements and 
related reports

Audited bodies are responsible for establishing arrangements for the prevention and 
detection of fraud, error and irregularities, bribery and corruption and also to ensure 
that their affairs are managed in accordance with proper standards of conduct by 
putting proper arrangements in place.

Standards of conduct / 
prevention and detection of 
fraud and error

Audited bodies are responsible for putting in place proper arrangements to ensure that 
their financial position is soundly based having regard to:

• such financial monitoring and reporting arrangements as may be specified

• compliance with any statutory financial requirements and achievement of financial 
targets

• balances and reserves, including strategies about levels and their future use

• how they plan to deal with uncertainty in the medium and longer term

• the impact of planned future policies and foreseeable developments on their 
financial position.

Financial Position

The Scottish Public Finance Manual sets out that accountable officers appointed by the 
Principal Accountable Officer for the Scottish Administration have a specific 
responsibility to ensure that arrangements have been made to secure best value. 

Best Value
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The FRC Ethical Standard and ISA (UK) 260 “Communication of audit 
matters with those charged with governance”, requires us to communicate 
with you on a timely basis on all significant facts and matters that bear upon 
our integrity, objectivity and independence. The Ethical Standard, as revised 
in June 2016, requires that we communicate formally both at the planning 
stage and at the conclusion of the audit, as well as during the course of the 
audit if appropriate.  The aim of these communications is to ensure full and 
fair disclosure by us to those charged with your governance on matters in 
which you have an interest.

Required communications

Planning stage Final stage

► The principal threats, if any, to 
objectivity and independence 
identified by Ernst & Young 
(EY) including consideration of 
all relationships between you, 
your affiliates and directors 
and us;

► The safeguards adopted and 
the reasons why they are 
considered to be effective, 
including any Engagement 
Quality review;

► The overall assessment of 
threats and safeguards;

► Information about the general 
policies and process within EY 
to maintain objectivity and 
independence.

► Where EY has determined it is 
appropriate to apply more 
restrictive independence rules 
than permitted under the 
Ethical Standard

► In order for you to assess the integrity, objectivity and 
independence of the firm and each covered person, we are 
required to provide a written disclosure of relationships (including 
the provision of non-audit services) that may bear on our 
integrity, objectivity and independence. This is required to have 
regard to relationships with the entity, its directors and senior 
management, its affiliates, and its connected parties and the 
threats to integrity or objectivity, including those that could 
compromise independence that these create.  We are also 
required to disclose any safeguards that we have put in place and 
why they address such threats, together with any other 
information necessary to enable our objectivity and independence 
to be assessed;

► Details of non-audit services provided and the fees charged in 
relation thereto;

► Written confirmation that the firm and each covered person is  
independent and, if applicable, that any non-EY firms used in the 
group audit or external experts used have confirmed their 
independence to us;

► Written confirmation that all covered persons are independent;

► Details of any inconsistencies between FRC Ethical Standard and 
your  policy for the supply of non-audit services by EY and any 
apparent breach of that policy; 

► Details of any contingent fee arrangements for non-audit services 
provided by us or our network firms; and

► An opportunity to discuss auditor independence issues

We confirm that we have undertaken client and engagement continuance procedures, which include our 
assessment of our continuing independence to act as your external auditor.

In addition, during the course of the audit, we are required to communicate with you whenever any 
significant judgements are made about threats to objectivity and independence and the 
appropriateness of safeguards put in place, for example, when accepting an engagement to provide 
non-audit services.

We also provide information on any contingent fee arrangements, the amounts of any future services 
that have been contracted, and details of any written proposal to provide non-audit services that has 
been submitted;

We ensure that the total amount of fees that EY and our network firms have charged to you and your 
affiliates for the provision of services during the reporting period, analysed in appropriate 
categories, are disclosed. 
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Overall, we consider that the safeguards that have been adopted appropriately 
mitigate the principal threats identified and we therefore confirm that EY is 
independent and the objectivity and independence of Stephen Reid, your audit 
engagement partner, and the audit engagement team have not been compromised.

Overall Assessment

A self interest threat arises when EY has financial or other interests in the Group.  
Examples include where we have an investment in your company; where we receives 
significant fees in respect of non-audit services; where we need to recover long 
outstanding fees; or where we enter into a business relationship with you.  At the time 
of writing, there are no long outstanding fees.

We believe that it is appropriate for us to undertake permissible non-audit services and 
we will comply with the policies that you have approved.  

None of the services are prohibited under the FRC’s Ethical Standard and the services 
have been approved in accordance with your policy on pre-approval. In addition, when 
the ratio of non-audit fees to audit fees exceeds 1:1, we are required to discuss this 
with our Ethics Partner, as set out by the FRC Ethical Standard, and if necessary agree 
additional safeguards or not accept the non-audit engagement. At the time of writing, 
the current ratio of non-audit fees to audit fees is approximately 0% (Appendix E), and 
will continue to be monitored through the audit engagement. No additional safeguards 
are required.

A self interest threat may also arise if members of our audit engagement team have 
objectives or are rewarded in relation to sales of non-audit services to you.  We 
confirm that no member of our audit engagement team, including those from other 
service lines, has objectives or is rewarded in relation to sales to you, in compliance 
with Ethical Standard part 4.

There are no other self interest threats at the date of this report.

Self interest threats

Self review threats arise when the results of a non-audit service performed by EY or 
others within the EY network are reflected in the amounts included or disclosed in the 
financial statements.

There are no self review threats at the date of this report.

Self review threats

Partners and employees of EY are prohibited from taking decisions on behalf of 
management of the Group. Management threats may also arise during the provision of 
a non-audit service in relation to which management is required to make judgements 
or decision based on that work.

There are no management threats at the date of this report.

Management threats

Other threats, such as advocacy, familiarity or intimidation, may arise.

There are no other threats at the date of this report.
Other threats

We highlight the following significant facts and matters that may be reasonably 
considered to bear upon our objectivity and independence, including the 
principal threats, if any.  We have adopted the safeguards noted below to 
mitigate these threats along with the reasons why they are considered to be 
effective. However we will only perform non–audit services if the service has 
been pre-approved in accordance with your policy.

Appendix B: Independence 
Report (continued)

Relationships, services and 
related threats and safeguards
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Overall, we consider that the safeguards that have been adopted appropriately 
mitigate the principal threats identified and we therefore confirm that EY is 
independent and the objectivity and independence of Stephen Reid, your audit 
engagement partner, and the audit engagement team have not been compromised.

► Extraterritorial application of the FRC Ethical Standard to UK PIE and its worldwide 
affiliates;

► A general prohibition on the provision of non-audit services by the auditor (or its 
network) to a UK PIE, its UK parent and worldwide subsidiaries;

► A narrow list of permitted services where closely related to the audit and/or 
required by law or regulation;

► Absolute prohibition on the following relationships applicable to UK PIE and its 
affiliates, including material significant investees/investors:

► Tax advocacy services

► Remuneration advisory services

► Internal audit services

► Secondment/loan staff arrangements

► An absolute prohibition on contingent fees;

► Requirement to meet the higher standard for business relationships i.e. business 
relationships between the audit firm and the audit client will only be permitted if it 
is inconsequential;

► Permitted services required by law or regulation will not be subject to the 70% fee 
cap;

► Grandfathering will apply for otherwise prohibited non-audit services that are open 
at 15 March 2020 such that the engagement may continue until completed in 
accordance with the original engagement terms;

► A requirement for the auditor to notify the Audit Committee where the audit fee 
might compromise perceived independence and the appropriate safeguards;

► A requirement to report to the audit committee details of any breaches of the 
Ethical Standard and any actions taken by the firm to address any threats to 
independence. A requirement for non-network component firm whose work is used 
in the group audit engagement to comply with the same independence standard as 
the group auditor. Our current understanding is that the requirement to follow UK 
independence rules is limited to the component firm issuing the audit report and not 
to its network. This is subject to clarification with the FRC.

Summary of key changes

We will continue to monitor and assess all ongoing and proposed non-audit services and 
relationships to ensure they are permitted under FRC Revised Ethical Standard 2016 
which will continue to apply until 31 July 2020 as well as the recently released FRC 
Revised Ethical Standard 2019 which will be effective from 1 August 2020. We will 
work with you to ensure orderly completion of the services or where required, 
transition to another service provider within mutually agreed timescales.

We do not provide any non-audit services which would be prohibited under the new 
standard.

Next steps

The Financial Reporting Council (FRC) published the Revised Ethical Standard 
2019 in December and it will apply to accounting periods starting on or after 15 
March 2020. A key change in the new Ethical Standard will be a general 
prohibition on the provision of non-audit services by the auditor (and its 
network) which will apply to UK Public Interest Entities (PIEs). A narrow list of 
permitted services will continue to be allowed. 

Appendix B: Independence 
Report (continued)

New UK Independence Standards
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Required communication Our reporting to you

Terms of engagement / Our responsibilities

Confirmation by the Audit & Risk Committee of acceptance of terms of engagement as 
written in the engagement letter signed by both parties.

Our responsibilities are as set out in our engagement letter.

Audit Scotland Terms of 

Appointment letter – audit 

to be undertaken in 

accordance with the Code 

of Audit Practice

Planning and audit approach 

Communication of the planned scope and timing of the audit, any limitations and the 
significant risks identified.

Annual Audit Plan

Significant findings from the audit

• Our view about the significant qualitative aspects of accounting practices including 
accounting policies, accounting estimates and financial statement disclosures

• Significant difficulties, if any, encountered during the audit

• Significant matters, if any, arising from the audit that were discussed with 
management

• Written representations that we are seeking

• Expected modifications to the audit report

• Other matters if any, significant to the oversight of the financial reporting process

Annual Audit Plan

Annual Audit Report

Going concern

Events or conditions identified that may cast significant doubt on the entity’s ability to 
continue as a going concern, including:

• Whether the events or conditions constitute a material uncertainty

• Whether the use of the going concern assumption is appropriate in the preparation 
and presentation of the financial statements

• The adequacy of related disclosures in the financial statements

Annual Audit Report

Misstatements

• Uncorrected misstatements and their effect on our audit opinion, unless prohibited 
by law or regulation 

• The effect of uncorrected misstatements related to prior periods 

• A request that any uncorrected misstatement be corrected 

• Corrected misstatements that are significant

• Material misstatements corrected by management

Annual Audit Report

Fraud 

• Enquiries of the Audit & Risk Committee to determine whether they have 
knowledge of any actual, suspected or alleged fraud affecting the entity

• Any fraud that we have identified or information we have obtained that indicates 
that a fraud may exist

• A discussion of any other matters related to fraud

Annual Audit Report

Consideration of laws and regulations 

• Audit findings regarding non-compliance where the non-compliance is material and 
believed to be intentional. This communication is subject to compliance with 
legislation on tipping off

• Enquiry of the Audit & Risk Committee into possible instances of non-compliance 
with laws and regulations that may have a material effect on the financial 
statements and that the Audit & Risk Committee may be aware of

Annual Audit Report or as 
occurring if material. 
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Required communication Our reporting to you

Related parties

Significant matters arising during the audit in connection with the entity’s related 
parties including, when applicable:

• Non-disclosure by management 

• Inappropriate authorisation and approval of transactions 

• Disagreement over disclosures 

• Non-compliance with laws and regulations 

• Difficulty in identifying the party that ultimately controls the entity 

Annual Audit Report or as 
occurring if material.

Independence 

Communication of all significant facts and matters that bear on EY’s, and all individuals 
involved in the audit, objectivity and independence

Communication of key elements of the audit engagement partner’s consideration of 
independence and objectivity such as:

• The principal threats

• Safeguards adopted and their effectiveness

• An overall assessment of threats and safeguards

• Information about the general policies and process within the firm to maintain 
objectivity and independence

Annual Audit Plan

Annual Audit Report

Internal controls

Significant deficiencies in internal controls identified during the audit

Annual Audit Report

Representations

We will request written representations from management and/or those charged with 

governance.

Annual Audit Report

Subsequent events

Where appropriate, asking the Audit & Risk Committee whether any subsequent 

events have occurred that might affect the financial statements.

Annual Audit Report

Material inconsistencies and misstatements

Material inconsistencies or misstatements of fact identified in other information which 
management has refused to revise

Annual Audit Report

Fee Reporting

• Breakdown of fee information when the audit plan is agreed

• Breakdown of fee information at the completion of the audit

• Any non-audit work

Annual Audit Plan

Annual Audit Report
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Audit Activity Deliverable Timing

• Walkthrough Visit
Completion of internal 

documentation
May/June 2020

• Issue opinion on the College’s 
financial statements

Submit Audit Scotland 
minimum dataset request

31 December 2020

Appendix D: Timing and 
deliverables of the audit

We deliver our audit in accordance with the timeline set by the College, in 
accordance with guidance from Audit Scotland. Below is a timetable 
showing the key stages of the audit and the deliverables through the 
2019/20 audit cycle. The timetable was set and agreed in advance of the 
Covid-19 pandemic and will be subject to ongoing consideration as outlined 
on page 7 of our report. 

North East Scotland College Annual Audit Plan 2019/20

• Year-end substantive audit 
fieldwork on unaudited 
financial statements

Audited Financial 
Statements

October/November 
2020

• Audit planning and setting 
scope and strategy for the 
2019/20 audit

Annual Audit Plan May 2020

• Review progress of NFI 
exercise

Submit NFI Questionnaire 28 February 2020

FEB

MAR

APR

MAY

JUN

SEP

OCT

NOV

DEC

• Conclude on results of audit 
procedures

Issue Annual Audit 
Report

31 December 2020
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Audit Fees
2019/20 2018/19

Component of fee:

Auditor remuneration – expected fee £32,780 £32,030

Additional audit procedures (see below) £TBD £4,136

Audit Scotland fixed charges:

Pooled costs £1,870 £1,840

Contribution to Audit Scotland costs £1,790 £1,940

Total fee £TBD £39,946

The audit fee is determined in line with Audit Scotland’s fee setting arrangements, set out in recent 
communications to all audited bodies in line with their publication on ‘Our Approach to setting audit fees’  
(http://www.audit-scotland.gov.uk/uploads/docs/um/audit_fee_approach.pdf).

The expected fee for each body, which for 2019/20 has been set centrally by Audit Scotland, assumes that 
it has sound governance arrangements in place and operating effectively throughout the year, prepares 
comprehensive and accurate draft financial statements and supporting schedules, and meets the agreed 
timetable for the audit. It also assumes there is no major change in respect of the scope of work in the year 
and an unqualified audit opinion resulting from the audit.

Should any of these circumstances not be in place throughout the audit, it is expected that additional costs 
will be incurred through the course of the audit which will be subject to recovery in line with the agreed 
process and rates set out by Audit Scotland. Under this process, fees can be agreed between the auditor 
and audited body by varying the auditor remuneration by up to 10% above the level set, or more with the 
approval of Audit Scotland. 

At this stage we have not been able to fully consider and quantify the potential impact of Covid-19 on the 
financial statements accounting requirements, key judgements made by management, and the subsequent 
audit consideration we are required to undertake or additional work required to address the changes in the 
process of the preparation of the financial statements or audit. However, we anticipate that this matter 
alone will have a significant impact on 2019/20 audit fees.

All fee variations will depend on the progress made by management in providing robust impact assessments 
and supporting schedules in line with the underlying accounting requirements outlined by the Scottish 
Funding Council and Audit Scotland guidance. Where further additional work is required, fee variations will 
be agreed with management and reported to the Audit & Risk Committee in our 2019/20 Annual Audit 
Report. 

http://www.audit-scotland.gov.uk/uploads/docs/um/audit_fee_approach.pdf
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• Identify and assess the risks of material misstatement of the financial statements,
whether due to fraud or error, design and perform audit procedures responsive to
those risks, and obtain audit evidence that is sufficient and appropriate to provide a
basis for our opinion.

• Obtain an understanding of internal control relevant to the audit in order to design
audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of the College’s internal control.

• Evaluate the appropriateness of accounting policies used and the reasonableness of
accounting estimates and related disclosures made by management.

• Conclude on the appropriateness of the going concern basis of accounting.

• Evaluate the overall presentation, structure and content of the financial statements,
including the disclosures, and whether the financial statements represent the
underlying transactions and events in a manner that achieves fair presentation.

• Read other information contained in the financial statements, the Audit & Risk
Committee reporting appropriately addresses matters communicated by us to the
Committee and reporting whether it is materially inconsistent with our understanding
and the financial statements; and

• Maintaining auditor independence.

In addition to the key areas of audit focus outlined within the plan, we have to 
perform other procedures as required by auditing, ethical and independence 
standards and other regulations. We outline the procedures below that we will 
undertake during the course of our audit.

Our responsibilities  required 
by auditing standards

For the purposes of determining whether the accounts are free from material error, we 
define materiality as the magnitude of an omission or misstatement that, individually or in 
the aggregate, in light of the surrounding circumstances, could reasonably be expected to 
influence the economic decisions of the users of the financial statements. Our evaluation 
of it requires professional judgement and necessarily takes into account qualitative as 
well as quantitative considerations implicit in the definition. We would be happy to discuss 
with you your expectations regarding our detection of misstatements in the financial 
statements. 

Materiality determines the locations at which we conduct audit procedures and the level 
of work performed on individual account balances and financial statement disclosures.

The amount we consider material at the end of the audit may differ from our initial 
determination. At this stage it is not feasible to anticipate all of the circumstances that 
may ultimately influence our judgement about materiality. At the end of the audit we will 
form our final opinion by reference to all matters that could be significant to users of the 
accounts, including the total effect of the audit misstatements we identify, and our 
evaluation of materiality at that date.

Purpose and evaluation of 
materiality

Audit Quality Framework / 
Annual Audit Quality Report

Audit Scotland are responsible for applying the Audit Quality Framework across all audits. 
This covers the quality of audit work undertaken by Audit Scotland staff and appointed 
firms. The team responsible are independent of audit delivery and provide assurance on 
audit quality to the Auditor General and the Accounts Commission. 

We support reporting on audit quality by proving additional information including the 
results of internal quality reviews undertaken on our public sector audits. The most 
recent audit quality report can be found at: www. https://www.audit-
scotland.gov.uk/uploads/docs/report/2019/as_audit_quality_1819.pdf.

EY has policies and procedures that instil professional values as part of firm culture and 
ensure that the highest standards of objectivity, independence and integrity are 
maintained. Details of the key policies and processes in place within EY for maintaining 
objectivity and independence can be found in our annual Transparency Report which the 
firm is required to publish by law. The most recent version of this Report is for the year 
ended 30 June 2019: 

https://www.ey.com/en_uk/who-we-are/transparency-report-2019 

http://www.audit-scotland.gov.uk/uploads/docs/report/2018/as_audit_quality_1718.pdf
https://www.audit-scotland.gov.uk/uploads/docs/report/2019/as_audit_quality_1819.pdf
https://www.ey.com/en_uk/who-we-are/transparency-report-2019
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Introduction  

 
 
 
 
 
 
 

 
 
 
 
 
 
1.1 The purpose of this document is to present for consideration by management and the Audit and 

Risk Committee the annual operating plan for the year ended 31 July 2021.  The plan is based 
on the proposed allocation of audit days for 2020/21 set out in the Audit Needs Assessment 
and Strategic Plan 2019 to 2022.  The preparation of the Strategic Plan involved dialogue with 
management, and the Audit and Risk Committee approved the plan at its meeting on 10 July 
2019. 

 
1.2 The annual operating plan for 2020/21 shows one change to the allocation set out in the above 

Strategic Plan.  The planned five-day review of Performance Reporting / KPIs was originally 
due to be undertaken as part of the internal audit programme for 2019/20.  At the request of 
College management fieldwork was delayed from March 2020 until late Summer 2020 however, 
with the ongoing lockdown due to COVID-19, management has now requested that this 
assignment be deferred into the 2020/21 programme. 

 
1.3 A copy of the revised Strategic Plan is included at Section 2 of this report. 
 
1.4 At Section 3 of this report we have set out the outline scope and objectives for each audit 

assignment to be undertaken during 2020/21, together with the proposed audit approach.  
These have been arrived at following consideration by the Senior Executive Team.  The outline 
scopes will be refined and finalised after discussion with responsible managers in each audit 
area. 

 
1.5 Separate reports will be issued for each assignment with recommendations graded to reflect 

the significance of the issues raised.  In addition, audit findings will be assessed and graded on 
an overall basis to denote the level of priority that should be given to each report. 
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Strategic Plan 2019 to 2022 

 
 
 
 

 
 
 
 
 
 
 
 
Proposed Allocation of Audit Days 

 
 

   Actual Planned Planned 

 Category Priority 19/20 20/21 21/22 

   Days Days Days 

Reputation      

Publicity and Communications Gov M    

Health and Safety Gov M    
      

Student Experience      

Curriculum planning Perf M  5  

Quality Perf L    

Student support Perf M  5  

Student recruitment and retention Fin/Perf H    

Students Association Gov M    
      

Staffing Issues       

Staff recruitment and retention Perf M/L    

Staff development Perf M    

Workforce planning Perf M  4  

Payroll Fin M   4 
      

Estates and Facilities       

Building maintenance Fin/Perf H/M    

Estates and facilities contract VFM Fin/Perf M   5 

Estates strategy / capital projects Fin/Perf H/M    

Space management Perf H    

Asset / fleet management Perf M  5  
      

Financial Issues      

Budgetary control Fin H  4  

Financial planning Fin H 4   

Student fees and contracts / registry Fin M    

General ledger Fin M    

Procurement and creditors / purchasing Fin M   4 

Debtors/ Income Fin M    

Cash & Bank / Treasury management Fin M    
      

Commercial Issues      

Business Development Fin/Perf H/M 5   

International Activities Gov/Fin/Perf M    

ASET Gov/Fin/Perf H/M   5 
      

  



Internal Audit Annual Plan 2020/21 - DRAFT 
 

 
3 
 

 

 

 
Proposed Allocation of Audit Days (Continued) 

 
 

   Actual Planned Planned 

 Category Priority 19/20 20/21 21/22 

   Days Days Days 

Organisational Issues      

Risk Management* Perf M   5 

Business Continuity* Perf M    

Corporate Governance Gov M    

Corporate Planning Perf M    

Performance reporting / KPIs Perf M  5  

Partnership Working Gov/Perf M    

Equalities Gov M    

      

Information and IT       

IT network arrangements Perf M  5  

BYOD VFM Perf/Fin M 5   

Data protection** Gov H    

FOI Gov L    

Systems development / implementation Perf M    

IT strategy Perf M    

IT operations Perf M 5   

      

Other Audit Activities      

Credits audit  Required 7 7 7 

Student Support Funds  Required 8 8 8 

Management and Planning   )   5 5 5 

External audit / SFC   )      

Attendance at Audit & Risk Committee )      

Follow-up reviews  Various 3 2 2 

Audit Needs Assessment   3   

Business Process Review (TBC)     5 

   _____ _____ _____ 

Total 
            45           55           50 

   ==== ==== ==== 

 
 
Key 

 

Category: Gov – Governance; Perf – Performance; Fin – Financial 

 
Priority: H – High; M – Medium; L – Low 
 
* this assignment will be linked 
 
** some aspects of data protection will be covered as part of the IT network arrangements review  
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Outline Scope and Objectives  

 
 
 
 
 

 
 
 
 
 
 
 
 

Audit Assignment: Curriculum Planning 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days: 5 

 
 
Scope 
 
This audit  ill c nside   he key  isks in  ela i n     he C llege’s cu  iculu . 
 
 
Objectives 
 
The objective of the audit will be to ensure that: 
 

• the core College curriculum is aligned with national priorities and the needs of regional industry, 
employers and individual learners; 

• there is a process in place to review and refresh existing programmes on a regular basis; 

• the College has exploited the potential of new technology in order to widen access to the curriculum 
and enhance the learner experience; and 

• there are strong links between the curriculum planning process and workforce planning and 
budgeting. 

 
 
 
Our audit approach will be: 
 
Interviews will be held with the Vice Principal Curriculum & Quality, the Directors of Learning, the 
Director of Strategy & Planning and other relevant staff to assist in documenting the systems and 
processes in place.  A detailed assessment of the key internal controls will be performed, and an audit 
testing programme will be devised thereon. 
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Audit Assignment: Student Support  

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days:  5 

 
Scope 
 
The audit will review the support services available to students, concentrating on the role of Student 
Advice Centres and Learning Support staff. 
 
 
 
Objectives 
 
The objective of our audit will be to obtain reasonable assurance that there is appropriate provision of 
adequate advice and support to new students, students experiencing financial or other hardship and 
students with disabilities or special needs. 
 
To this end we will ensure that there are processes and controls in place to be reasonably assured that 
students are: 
 

• orientated appropriately at the beginning of the year; 

• identified and provided with support if struggling financially; 

• identified and provided with support if struggling academically; 

• given adequate support if they have a disability; and 

• made to feel part of the College community. 
 
 
 
Our audit approach will be: 
 
We will assess whether the above objectives have been met through discussion with the Vice Principal 
Curriculum & Quality, the Director of Learning (Enhancement, Support & Fraserburgh Futures Futures), 
the Student Access & Inclusion Manager, the Student Advice & Support Manager and the Student 
Engagement Co-ordinator, as well as the managers for the Student Advice Centres and Learning 
Support staff, and discussion with the Student Officers in the S uden s’ Ass cia i n  and  evie     
relevant documentation. 
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Audit Assignment: Workforce Planning 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days:  4 

 
 
Scope 
 
The sc pe     he audi   ill be     evie   he C llege’s Workforce Planning arrangements (spanning 
teaching and non-teaching staff). 
 
The Chartered Institute of Personnel and Development (CIPD) defines Workforce Planning as: ‘a core 
process of human resource management that is shaped by the organisational strategy and ensures the 
right number of people with the right skills, in the right place at the right time to deliver short and long-
term organisation objectives.’ 
 
 
 
Objectives 
 
The main objective of this audit will be to confirm whether the C llege’s Workforce Planning 
arrangements are in line with good practice. 
 
Secondary objectives will be to ensure that: 
 

•  he C llege’s    k   ce plans a e based  n  he s  a egic di ec i n and p i  i ies se   u  in the 
Regional Outcome Agreement and linked strategies and plans; 

• the College has analysed supply, and has assessed the workforce which is currently available 
and how it is likely to change; 

• the College has analysed demand, and has created plans to develop the future workforce 
required to deliver the required service; 

• the College has identified actions that will deliver the future workforce; and 

• these actions are being implemented and outcomes regularly reviewed. 
 
 
 
Our audit approach will be: 
 
Through discussions with key staff, including the Director of HR & OD and the Director of Strategy & 
Planning we will consider whether the above objectives are being met. 
 
C  pa is ns     he C llege’s a  ange en s  ill als  be  ade    g  d p ac ice guidance available from 
sources such as the CIPD. 
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Audit Assignment: Asset / Fleet Management 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days:  5 

 
 
Scope 
 
Our audit will cover two areas: 
 

• c n   ls  ve   he C llege’s asse  registers, covering: 

  capitalised items of equipment; 

  non-capitalised computer hardware and related equipment; and 

  other portable non-capitalised equipment where management is of the opinion that the 
nature and value of the items requires records to establish physical and financial 
control; and 

• the arrangements in place within the College to manage its fleet of motor vehicles to identify any 
opportunities for cost or efficiency savings. 

 

 
Objectives 
 
The objectives of this audit will be to ensure that: 
 

• assets are recorded with sufficient and appropriate information (e.g. unique identification numbers, 

quantity, description, age etc.) and are tagged; 

• there is a process to control additions to the asset registers including good linkage with the 

procurement system; 

• processes are in place to control and authorise the transfer of assets and the removal of assets 

from the registers; 

• management processes are in place to ensure compliance and monitor the asset registers, 

including physical checks that recorded assets exist; 

• there is central control over the management of the fleet vehicles in the fleet to ensure that 

vehicles a e being p  pe ly u ilised and a e necessa y     ee   he C llege’s objectives; and 

• there is adequate scrutiny of plans for the acquisition of new vehicles and the decision to purchase 

or lease. 

 
Our audit approach will be: 
 
Staff within the Finance Department, Facilities, Curriculum Areas and other Support Teams will be 
interviewed to determine current working practices and identify key controls within the systems.  
C  pliance  i h  he C llege’s Financial Regula i ns and  he adequacy     hese c n   ls  ill be 
considered. 
 
Information on the fleet will be obtained and reviewed including: the number of vehicles; method of 
finance and procurement arrangements; annual mileage and utilisation; maintenance and repair costs; 
fuel costs; and other running costs. 
 
We will consider whether adequate monitoring information is available to management. 
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Audit Assignment: Budgetary Control 

Priority: High 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days:  4 

 
 
Scope 
 
 
This audi   ill l  k a   he C llege’s budgetary control practices and protocols.  It will specifically 
consider budget monitoring procedures in place centrally and within a sample of Faculties and Support 
Teams, and also cash flow reporting to senior management, the Regional Board and the SFC. 
 
 
Objectives 
 
The objectives of the audit will be to ensure that: 
 

• budgets are controlled in accordance with the Financial Regulations and Procedures; 

• budget setting is linked to corporate and operational planning processes and budgets are 

revisited when plans change or funding targets are not achieved; 

• information is available to management in Faculties and Support Teams which is up-to-date and 

in a format that can be easily understood; 

• budget holders have the necessary skills for managing budgets; 

• budget variations are reported and acted upon; 

• there is accurate cash flow reporting; and 

• seni    anage en  and  he Regi nal B a d  egula ly  evie   he C llege’s  ve all  inancial 

position. 

 
Our audit approach will be: 
 
The Vice Principal – Finance and Resources, Finance staff and a sample of budget holders in Faculties 
and Support Teams will be interviewed, and reports reviewed, to determine current working practices in 
budget monitoring, and the information and training provided to budget holders. 
 
The processes used to prepare cash flow reports for senior management, the Regional Board, and the 
SFC will be determined through discussion with Finance staff and review of supporting working papers. 
 
We will also establish and review the budget monitoring information provided to the College Wider 
Executive Group and the Regional Board.  
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Audit Assignment: Performance Reporting / KPIs 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days:  5 

 
 
Scope 
 
This audit will consider the format, content and timeliness of management information, both financial 
and non-financial (although excluding budget monitoring as this is covered separately as part of the 
internal audit programme), provided to senior management and to the Regional Board. 
 
 
Objectives 
 
The objective of the audit will be to obtain reasonable assurance that: 
 

• the management information needs of users have been identified and the information provided 
meets those needs; 

• management information is clearly set out, easily accessible, accurate, provided on a timely basis 
and readily understood by users; 

• management information is available which: 

 reports on appropriate key performance indicators and, where applicable, on outputs, 
outcomes and impacts; 

 enables the impacts of key strategic and operational decisions to be measured; 

 assists in forecasting; and 

• processes in place to provide and disseminate management information are efficient. 
 
 
Our audit approach will be: 
 
A sample of senior managers and Regional B a d  e be s  ill be in e vie ed  and  he C llege’s 
management reports, and management reporting procedures, will be reviewed to assess compliance 
with the above objectives. 
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Audit Assignment: IT Network Arrangements  

Priority: Medium / High 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days:  5 

 
 
Scope 
 
This audi   ill include a  evie      he C llege’s cu  en  p si i n  i h  ega d    in    a i n and cybe  
security in order to advise on areas that should be addressed in line with the latest guidance produced 
by the National Cyber Security Centre (NCSC), the UK Government's national technical authority for 
information assurance.  
 
 
Objectives 
 

Our review will focus on the internal controls in place which ensure that the security of the IT network, 
the configuration of key elements of IT infrastructure which protect access to data, plus the policy and 
procedures giving guidance as to how security should be managed by both the IT department and 
users is in line with the NCSC 10 Steps to Cyber Security guidance. 
 
 
Our audit approach will be: 
 
Our approach will be based upon the guidance and best practice provided by NCSC; discussion with 
the Director of IT & Technical Services and members of the IT Team, review of relevant documentation; 
and observation.  This will cover the following areas: 
 

• Information risk management; 

• Secure configuration of ICT equipment; 

• Network security; 

• Managing user privileges; 

• ICT user education and awareness; 

• Incident management; 

• Malware prevention; 

• Monitoring; 

• Removable media controls; and 

• Home and mobile working. 
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Audit Assignment: Credits Audit 

Priority: Required audit 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: November 2020 

Days: 7 

 
 
Scope 
 
Credits Audit Guidance, issued by SFC, requests that colleges obtain from their auditors assurances as 
to the reasonableness of procedures used in the compilation of the Credits related element of the FES 
return. 
 
 
Objectives 
 
To obtain reasonable assurance that: 
 

• the student data returns have been compiled in accordance with all relevant guidance; 

• adequate procedures are in place to ensure the accurate collection and recording of the data; 
and 

• the FES return contains no material misstatements. 
 
 
Our audit approach will be: 
 
Through discussion with College staff, and review of relevant documents, we will record the systems 
and procedures used by the College in compiling the returns and assess and test their adequacy.  We 
will carry out further detailed testing, as necessary, to enable us to conclude that the systems and 
procedures are working satisfactorily as described to us. 
 
Detailed analytical review will be carried out obtaining explanations for significant variations from 
p evi us yea ’s ac ivi y. 
 
Our testing will be designed to cover the major requirements for recording and reporting fundable 
activity identified at Annex C to the Credits Audit Guidance and the key areas of risk identified in Annex 
D. 
 
We will also review the final error report from the FES on-line checks. 
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Audit Assignment: Student Support Funds 

Priority: Required audit 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: November 2020 

Days: 8 

 
 
Scope 
 
We  ill ca  y  u  an audi   n  he C llege’s s uden  supp     unds      he yea  ended 31 July 2020 and 
provide an audit certificate.  Three specific fund statements will require an audit: 
 

• Further Education Discretionary Fund, Further and Higher Education Childcare Fund and Bursary 
Return;  

• Higher Education Discretionary Fund; and 

• Education Maintenance Allowance (EMA) Return. 
 
 
Objectives 
 
The audit objectives will be to obtain reasonable assurance that: 
 

• the College complies with the terms, conditions and guidance notes issued by the SFC, SAAS 
and the Scottish Government; 

• payments to students are genuine claims for hardship, childcare, bursary or EMA, and have been 
processed and awarded in accordance with College procedures; and 

• the information disclosed in each of the returns for the year ended 31 July 2020 is in agreement 
with underlying records. 

 
 
Our audit approach will be: 
 

• Reviewing new guidance from the SFC, SAAS and the Scottish Government and identifying 
internal procedures through discussion with College staff, and review of relevant documents; 

 

• Agreeing income to letters of award; 
 

• Reconciling expenditure through the financial ledger to returns, investigating reconciling items; 
 

• Reviewing for large or unusual items, obtaining explanations where necessary; and 
 

• Carrying out detailed audit testing, on a sample basis, on expenditure from the funds. 
 
Audi  guidance issued by SFC  ill be u ilised.  This includes ‘A eas     isk and audi  c nside a i ns’     
bursaries and for the discretionary funds and childca e  and ‘Guidance  n  he audi   equi e en s     
EMA.’ 
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Audit Assignment: Follow-Up Reviews 

Priority: Various 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: May 2021 

Days:  2 

 
 
Scope 
 
This review will cover reports from the 2019/20 internal audit programme and reports from earlier years 
where previous follow-up identified recommendations outstanding. 
 
 
Objectives 
 
To establish the status of implementation of recommendations made in previous internal audit reports. 
 
 
Our audit approach will be: 
 

• for the recommendations made in previous reports ascertain by enquiry or sample testing, as 
appropriate, whether they have been completed or what stage they have reached in terms of 
completion and whether the due date needs to be revised; and 

 

• prepare a summary of the current status of the recommendations for the Audit and Risk Committee. 
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                                                                                                      Agenda Item 61-20 
 

AUDIT & RISK COMMITTEE 

Meeting of 20 May 2020 

Title: Code of Good Governance for Scotland’s Colleges – Compliance Check 

Author: Pauline May Contributor(s):  

Type of Agenda Item: 

For Decision   ☐ 

For Discussion  ☒ 

For Information  ☐ 

Reserved Item of Business  ☐ 

Purpose: To enable the Committee to consider the Board’s performance and 
compliance with the Code of Good Governance for Scotland’s Colleges over 
the last 12 months. 

Linked to Strategic Goal:  

Linked to Annual Priority: 

Executive Summary:  
It is a condition of the Financial Memorandum with the SFC that governing bodies 
comply with the principles of good governance set out in the Code of Good 
Governance for Scotland’s Colleges.  Colleges are required to include a 
statement in their annual Financial Statements confirming compliance, providing 
an explanation in the event that its practices are not consistent with particular 
principles. 
 
In setting the Programme of Business for the Audit & Risk Committee for AY2019-
20, it was agreed that an annual compliance check of the Board’s performance 
against the Code should again be undertaken as has occurred since AY2017-18. 
 
Attached as Appendix 1 is a summary table, prepared by the Secretary to the 
Board, providing information on Board activities and behaviours demonstrating 
compliance against each of the Code’s individual criteria. 
 
Recommendation: 
It is recommended that the Committee consider the information provided. 
 
Previous Committee Recommendation/Approval (if applicable): 
None 

Equality Impact Assessment: 



Positive Impact ☐ 

Negative Impact ☐ 

No Impact  ☐ 

Evidence: 
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Code of Good Governance Criteria 
 

Evidence 

LEADERSHIP AND STRATEGY 
1. Board decisions and behaviour reflects the 

boards Code of Conduct and Nine Principles 
of Public Life. 
 

• Evidenced in Board and Committee minutes 
• Internal and external Board induction process highlighted Code and Principles 

2. We determine the vision, direction, 
educational character, values and ethos of 
the College. 

• Board Strategy Events are key to this – Event held in November 2019, Event 
scheduled for April 2020 postponed due to COVID-19 pandemic 

• Board’s Strategic Plan for the period 2018-2021 captures this and informs key 
College approaches, processes and practices 

• Board approves and is involved in development of the Outcome Agreement, 
document for AY2020-21 not yet approved as process changed due to COVID-19 
pandemic 
 

3. Our performance management system is 
adequate, identifying KPIs and we monitor 
progress. 
 

• Data Dashboard using Microsoft Power Bi established providing ‘live’ data which 
can be filtered as required and is accessible by Regional Board through COLIN 

• Credits planning and forecasting improved throughout AY2019-20, with updates 
provided at each Board Meeting (with exception of cancelled meeting in March 
2020) 

• College’s annual KPI publication includes sector benchmarking information, with an 
internal version produced to include sector benchmarking information at team and 
unit level to feed into quality improvement processes 

• The Board at its meeting in October 2019 agreed that it would be beneficial for 
Members to be provided with a briefing on data sets and benchmarking 
information.  The Curriculum & Quality Committee also made a request for a 
workshop on the interrogation and use of PI data by the College.  It had been 
proposed to incorporate this into the now cancelled Strategy Event in April 2020, 
this will be revisited and organised in due course 

 
4. Relevant stakeholders are engaged in 

compiling the outcome agreement. 
• Outcome Agreement discussed with Community Planning Partnerships 
• Ongoing external engagement activities fed into outcome agreement process as 

appropriate 
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Code of Good Governance Criteria 
 

Evidence 

5. We provide leadership on ethics, equalities, 
diversity and staff welfare. 

• Board appointed its first Equality & Diversity Champion in June 2016 
• Board reviews and approves the College’s Equality and Diversity Policy, Equality 

Outcomes, and Mainstreaming Report, and Equal Pay Policy & Statement 
• In October 2017, Board signed the Scottish Government ‘Partnership for Change’ 

pledge – 50/50 by 2020 
 

6. We have regard to the social and economic 
needs of our area. 
 

• Key discussions held at Board Strategy Events 
• Reflected upon as part of Board and Committee business 
• College works closely with the two local Community Planning Partnerships 
• College plays key role in delivery of Regional Economic Strategy 
• Members’ experience and non-Board roles add additional social and economic 

contextual information to Board and Committee discussions 
 

QUALITY OF THE STUDENT EXPERIENCE 
1. The voice of students and the quality of their 

experience is central to our decisions 
including monitoring student surveys and any 
resulting action plans. 

• Students’ Association has a standing item – Activity Report- at meetings of the 
Curriculum & Quality Committee 

• Students’ Association regularly asked to present at Strategy Events 
• Curriculum & Quality Committee review the results of the First Impressions and 

Student Satisfaction & Engagement Surveys 
• Curriculum & Quality Committee received collated feedback from student-related 

quality processes – focus groups, peer-led reviews, lesson observations 
 

2. We have open ongoing engagement with 
students, working in partnership and 
encouraging a strong independent student 
association having regard to the Student 
Association Framework. 
 

• Board Members interact with students through attendance at College events 
• Board awareness of Framework  
• Partnership Agreement between College and Association signed June 2018 
• A refreshed approach to Campus Visits was due to commence on the day of the 

March 2020 Board Meeting, this is however on hold due to the COVID-19 pandemic 
 

3. Our Students’ Association is adequately 
resourced, operates fairly and in a democratic 
manner, fulfilling its duties; it has a written 
constitution that the board has reviewed in the 
last five years. 
 

• Board approved Constitution in place, revised version to be considered at Board 
Meeting scheduled for June 2020 

• Curriculum & Quality Committee considers Association’s budget proposal prior to its 
inclusion in the College budget 

• Association Activity Report is a standing item at meeting of the Curriculum & Quality 
Committee 



CODE OF GOOD GOVERNANCE FOR SCOTLAND’S COLLEGES           Agenda Item 61-20 
COMPLIANCE CHECK (May 2020)             Appendix 1 
 

Code of Good Governance Criteria 
 

Evidence 

 
4. We are aware of and foster good relationships 

with partner organisations that help us provide 
coherent learning, including employability 

• Good relationships are maintained with the two local universities, two local 
authorities and regional schools 

• Joint Board events are held with the two Universities 
• Events are held with the local authorities and regional schools e.g. Developing the 

Young Workforce, Apprenticeships 
• TWO PLUS Alliance with RGU launched in June 2018 to strengthen the strategic 

and operational relationship between NESCol and the University 
• NESCol joined Fujitsu Educational Ambassador Programme and launched a Fujitsu 

Innovation Hub at the Fraserburgh Campus in May 2019 
• External Engagement Strategy currently under development 
• Strategy Event held in November 2019 focused on theme of engagement, with 

sessions on employer and business development engagement, and regional 
educational engagement 

  
 

5. Mechanisms ensure effective oversight of 
quality and inclusiveness of learning. 

• Regional Board approve the College’s Evaluative Report & Enhancement Plan and 
receive an interim progress update and end of year progress update 

• New Learning & Teaching Strategy approved by Curriculum & Quality Committee in 
October 2018 

• Board approve the College’s Access & Inclusion Strategy (refreshed draft Strategy 
shared with Board March 2020) 

• Programme of KPI Meetings across the College introduce in AY2019-20, with key 
information and improvement actions shared with the Board and Curriculum & 
Quality Committee 

 
ACCOUNTABILITY 

1. We fulfil our primary accountability to our 
funding body by:  
a. delivering our outcome agreement. 
b. fulfilling our statutory duty and terms of our 

grant. 
 

• AY2018-19 - College achieved its core credits target of 130,070, but only delivered 
2,155 credits against a ESF activity target of 2,460, a shortfall of 305 credits 

• For AY2019-20 the College’s forecast end of year outturn is uncertain due to the 
impact of the COVID-19 pandemic – the College is unlikely to achieve its core 
credits target but the SFC has advised that they will not be seeking clawback from 
colleges for AY2019-20 if the shortfall is attributed to the pandemic 
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Code of Good Governance Criteria 
 

Evidence 

• Prior to the pandemic, discussions were held with the SFC to enable the College to 
rebase its Outcome Agreement National Measures targets – this is currently on holfd 
due to the pandemic 

• Annual returns to SFC completed by required deadlines and reported to Audit & 
Risk Committee 

• College’s Financial Statements for the year to 31 July 2019 include statement that 
the College complies with all the principles of the 2016 Code of Good Governance 
for Scottish Colleges, and it has complied throughout the year ended 31 July 2019 

• Annual Certificate of Assurance for AY2018-19 completed with no areas of concern 
highlighted 

 
2. We fulfil our accountability to students, public, 

employers and our community for provision of 
education that enhances social and 
economic wellbeing. 
 

• Board and Committee meeting agendas, papers and minutes publicity available 
on College website 

• Key strategy and evaluation documents – Strategic Plan, Outcome Agreement, 
Evaluative Report & Enhancement Plan – also available on College website  

• Partnership working between the Board and key regional stakeholders to address 
social and economic wellbeing issues 
 

3. We manage conflicts of interest and disclose 
our register of interests. 

• Declaration of potential conflicts of interest is a standing item on Board and 
Committee agendas 

• Register of Interests maintained and reviewed twice a year, and made available 
on College website (last reviewed January 2020) 
 

4. Our decision making is transparent, informed, 
rigorous and timely and associated 
documentation is adequate. 

• Board and Standing Committee agendas, minutes and papers published on 
College website – accessible by public, staff and students (with exception of 
reserved items) 

• Programme of Meetings and Programmes of Business reviewed annually to ensure 
there is alignment with the College’s planning and business cycles ensuring that 
decision making is timely and that “the Board is serving the College rather than the 
College serving the Board” – amendments implemented for AY2019-20 
 

5. Our scheme of delegation to staff and 
committees is clear and fit for purpose with 

• The Governance Manual contains Schemes of Delegation, and Terms of Reference 
for the Board and its Committees 
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Code of Good Governance Criteria 
 

Evidence 

appropriate two way communication with the 
board.  We ensure: 
a. we have audit, remuneration, finance and 

nominations/appointments committees. 
b. the staff charged with advising each 

committee are clear. 
c. committee minutes go to the next meeting 

of the board. 
 

• The Board operates the following Committees: Audit & Risk, Curriculum & Quality, 
Finance & Resources, Remuneration and Selection & Appointments 

• Committee Terms of Reference include details of the senior staff member(s) who 
provide objective, specialist advice to support the Committee to discharge its 
remit 

• Committee minutes go to the next meeting of the Board as part of the ‘Report by 
Committee Chairs’ 

• Chairs Committee with agreed Terms of Reference established in light of the 
circumstances the College is operating in due to COVID-19 pandemic 
 

6. We set the risk appetite, balancing risk and 
opportunity and this is known to senior staff. 

• The Board approved a refreshed approach to risk management at Strategy Event 
in November 2017 

• New Strategic Risk Register, including an overall risk appetite and a risk appetite for 
each Strategic Goal, developed and approved by Regional Board in June 2018 

• College’s Risk Management Policy, approved by the Regional Board, includes a 
Risk Appetite Statement 

• The Leadership Team is aware of the College’s risk appetite through its regularly 
review of the Strategic Risk Register 
 

7. We ensure sound risk management and 
supporting review systems. 
 

• Internal Audit of Risk Management undertaken in June 2019 with outcome of 
‘Strong’ and 3 low recommendations 

• Strategic Risk Register reviewed regularly by Leadership Team – this was previously 
undertaken by the Senior Executive Team, its reallocation to the Leadership Team 
ensures there is wider collective ownership of the document and risk across all 
areas of the College are recorded 

• Strategic Risk Register is a standing item for meetings of the Audit & Risk Committee 
• Scenario planning being undertaken for AY2020-21 in light of the COVID-19 

pandemic is ensuring that key risks and related mitigating actions are being 
comprehensively identified – details of this work will be shared with the Board at its 
meeting in June 2020 

 
8. The Audit Committee: 

a. Reviews the comprehensiveness, reliability 
and integrity of all our assurances on the 

• Audit & Risk Committee approves the annual Internal Audit Programme and the 
scope for each internal audit, and receives the reports from each internal audit to 
enable recommendations to be considered and approved 
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Code of Good Governance Criteria 
 

Evidence 

governance, risk and control frameworks, 
engaging with internal and external 
auditors and monitoring any actions 
recommended. 

b. Members are all non-executive, objective 
and independent with at least one having 
recent relevant financial or audit 
experience. 

c. Can hold all or some of its meetings in 
private, meeting internal and external 
auditors privately at least once a year. 
 

• Audit & Risk Committee approves the annual External Audit Plan 
• A Member of the Committee is a chartered accountant, with other Members 

having significant financial and audit experience through job roles 
• Audit & Risk Committee Members meet privately with both the internal and external 

auditors at the May meeting of the Committee 

9. The Remuneration Committee: 
a. Members understand their role and are 

trained in it: the chair is not also board 
chair. 

b. Implements a procedure agreed by the 
board for setting the principal’s salary, 
including consulting staff and students. 
 

• Chair of Remuneration Committee is not Board Chair, office bearer is Chair of HR 
Committee 

• Senior Staff Pay Policy established and reviewed on an annual basis 
• Regional Board involved in process for appointing new Principal in December 2019 
• Remuneration Committee membership includes one staff member and one student 

member 
 

10. We ensure our body’s sustainability, including 
compliance with the Financial Memorandum 
and the Scottish Public Finance Manual, 
ensuring adequate reporting and monitoring 
and economic, efficient and effective use of 
our funds. 
 

• Board set a Strategic Goal in relation to ‘Building Sustainability’ 
• New Finance Strategy approved by Finance & Resources Committee in January 

2019 
• Reformatted Financial Regulations in line with CIPFA guidance approved by the 

Finance & Resources Committee in January 2019 
• Revised Statement Accounting Policies approved by Audit & Risk Committee in 

April 2019 
 

11. We ensure compliance with charities 
provisions. 
 

• OSCR returns submitted by required deadlines 
• OSCR publications and communications circulated to Board as appropriate 
 

12. As an employer we: 
a. promote positive employee relations. 

• Regular updates provided to both Board and HR Committee on national collective 
bargaining developments and on local engagement with unions 

• College represented at Employers’ Association by Regional Chair and Principal 
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Code of Good Governance Criteria 
 

Evidence 

b. ensure effective management: union 
partnerships. 

c. comply with the Staff Governance 
Standard. 

d. comply with any national collective 
agreements placed on us. 

e. ensure fair and effective staff 
management. 

• Changes required through national agreements implemented as required and in 
line with legal advice received, and clearly communicated to all staff 

• Effective consultation process established with local union representatives 
• Once published, new sector Staff Governance Standard will be discussed with 

Board and HR Committee  
• Board and HR Committee ensure NESCol staff are well informed, appropriately 

trained, involved in decisions which affect them, treated fairly and consistently, and 
are provided with a safe working environment 

• Results from staff surveys, internal and external, are shared with the HR Committee  
• New People Strategy approved by HR Committee in October 2018 
• College achieved Investors in People Gold Standard following an accreditation visit 

in April 2019 
• Strategy Event held in November 2019 focused on theme of engagement, with 

session on employee engagement 
 

EFFECTIVENESS 
1. The board chair provides leadership and 

ensures board effectiveness, working well with 
the principal and board secretary. 
 

• Demonstrated by the Annual Appraisal of the Regional Chair undertaken by Vice 
Chair & Senior Independent Member with input from all Board Members, and 
appraisals undertaken by Scottish Ministers 

• Regional Chair meets regularly with Principal  
• Regional Chair supported handover process from previous Principal to new 

postholder 
• Board Meeting pre meetings are held with Regional Chair, Principal and Board 

Secretary 
 

2. Our board and committees have the right 
balance of skills, experience, independence 
and knowledge of the college to fulfil their role 
effectively. 

• All Board Members, with the exception of one who joined the Board in December 
2019, have completed the national induction workshop delivered by CDN 

• Training and development is discussed at Members’ Annual Development Meetings 
with Regional Chair and at the recently established Annual Chairs Meeting 

• Board Member Skills Matrix kept under review by Governance Steering Group and 
reflected upon ahead of the commencement of Board Member recruitment 
processes 
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Code of Good Governance Criteria Evidence 

3. We abide by collective responsibility, taking
decisions in the interests of the body and
managing conflicts of interest appropriately.

• Evidenced in Board and Committee minutes

4. Staff and student members are treated as full
board members.

• Staff and student Members are treated as full Board Members.  Staff and student
Members are only asked to withdraw from any part of any meeting of the Board at
which the appointment, promotion, conduct, suspension, dismissal, retirement or
terms and conditions of employment of any employee of the College is to be
considered

5. We have an open and transparent process for
recruiting and setting the performance
measures for our principal; staff and students
can contribute to it.

• Comprehensive recruitment process implemented for recruitment of new Principal
appointed in December 2019, process involved Board Members, Leadership Team
members, students and external stakeholders

• Progress against performance management objectives for Principal for the period
May 2019-December 2019 reported to Board Meetings in December 2019

• Setting of performance management objectives for new Principal delayed as
process was due to commence following cancelled Strategy Event that was due to
be held in April 2020

6. There is a clear understanding of the
responsibilities delegated to the principal and
the respective roles of the chair, board
members and executive staff.

• Defined in the Governance Manual
• Board is aware of its strategic rather than operational role
• Regional Chair has provided clarification at meetings when required

7. The board secretary is:
a. appointed by the board with the

appropriate skills and experience and is
not a member of the senior management
team in any other capacity.

b. available to advise all board members
and committees and has adequate time
to fulfil the role.

• Board Secretary is not a member of the Senior Executive Team
• Board Secretary is a member of the Board Secretary Steering Group to ensure the

Board operates in line with any new sector requirements or good practice and is
aware of sector developments relating to governance

• Annual Appraisal of Board Secretary conducted by Regional Chair with feedback
requested from all Board Members
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Code of Good Governance Criteria 
 

Evidence 

8. We have a formal and open board member 
recruitment process that reflects Ministerial 
guidance. 

• Board has established a Selection & Appointments Policy in line with Ministerial 
Guidance which is reviewed annually 

• Vacancies advertised widely, with Members highlighting opportunities to their 
external networks 

• In October 2017, Board signed the Scottish Government ‘Partnership for Change’ 
pledge – 50/50 by 2020 

• Succession Planning Policy for Board Members established October 2017 
 

9. We have appropriate arrangements for 
student and staff member recruitment. 

• Student Members are selected by the Students’ Association 
• Board Secretary worked with Association to promote benefits of serving as a 

Student Member for most recent appointment 
• Board Secretary is responsible for the election process for staff Members 

 
10. All members undertake training tailored to 

their needs (including committee training), 
new members receive formal induction 
tailored to their needs and there are records of 
training. 

• Induction Policy for Board Members in place and reviewed annually 
• Training discussed at Members’ Annual Development Meetings with Regional Chair 
• Training offered and undertaken at Board, Committee and individual levels-internal 

& external courses, conferences, internal briefing sessions 
• Opportunities to access extensive catalogue of online training courses through the 

College highlighted to Members in April 2020 
 

11. We review the board’s effectiveness annually 
using a robust self-evaluation process, 
externally facilitated at least every three 
years. 
 

• Evaluation process for AY2019-20 to commence in June 2020 with Annual Board 
Member Development Meetings and Committee Evaluations, followed by Annual 
Appraisals of Regional Chair and Board Secretary and an overall Board Evaluation 

• The Board’s next Externally Facilitated Effectiveness Review requires to be 
completed by the end of April 2021, extended from December 2020 due to COVID-
19 pandemic – Board’s Governance Steering Group have held initial discussions 
about the proposed approach, to be discussed at Board Meeting to be held in 
June 2020. 
 

RELATIONSHIPS AND COLLABORATION 
1. We work in partnership at a local, regional 

and national level to: 
a. secure coherent education provision in 

our locality. 

• Local and regional – local universities and schools, local authorities, Community 
Planning Partnerships, AGCC, ONE, SCDI, third sector organisations 

• College is lead partner of the Regional Learning and Skills Partnership 
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Code of Good Governance Criteria 
 

Evidence 

b. achieve commonly agreed outcomes. 
c. develop agreed priorities. 
d. address local needs as well as national 

priorities and specialisms. 
 

• College plays a key role in the delivery of the Regional Skills Strategy, the Regional 
Economic Strategy, and the region’s approach to Developing the Young 
Workforce 

• Regional Chair is Chair of the College’s Scotland Board and of the sector’s Good 
Governance Steering Group, and a Member of the Employers’ Association 

• UK & International – Four Nations 
• Strategy Event held in November 2019 focused on theme of engagement, with 

sessions on employer and business development engagement, and regional 
educational engagement 
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Author: Pauline May, Director of 
Strategy & Planning  

Contributor(s): 

Type of Agenda Item: 

For Decision ☐

For Discussion ☐

For Information ☒

Reserved Item of Business  ☐ 

Purpose: To provide the Committee with an overview of the approach being 
adopted in relation to scenario planning for AY2020-21 and the identification of 
risks in light of the impact of the COVID-19 pandemic. 

Linked to Strategic Goal: 
This Agenda Item relates to the achievement of all five Strategic Goals. 

Linked to Annual Priority: 

Executive Summary: 

Scenario Planning 
As reported as part of the Regional Board Update on 07 May 2020, in light of the 
current circumstances the College is currently operating in, the various current 
unknowns and the need to consider the impacts of COVID-19 on the new 
academic year, detailed scenario planning for AY2020-21 is underway. 

A small working group, chaired by the Vice Principal Curriculum & Quality, has 
been established to lead on the development of two Scenario Plans: 

• A closed campus
• A socially/physically distant campus.

To inform the development of these two Plans a number of scenario matrices are 
currently being completed by members of the Leadership Team where the 
following information is being provided for key risks/challenges in their areas of 
responsibility: 

• Impacts
• Proposed mitigating actions
• Interdependencies
• Possible additional costs
• Required external guidance.



Initial information is being captured in the Team specific matrices during w/c 11 
May 2020 and will then be collated into two overall College-level matrices with 
information recorded against the following themes: 

• Curriculum delivery 
• Campus access 
• Transport 
• Finance & funding 
• Staffing 
• Communications 
• Information, advice & support 
• Key partners & stakeholders 
• Other. 

 
This information will then be used to:  

• Identify additional external guidance that is needed in order to determine 
next steps 

• Identify and prioritise key actions required in support of mitigating actions 
• Decisions required to be made by the Leadership Team to support the 

implementation of required actions 
• Assign actions to owners alongside agreed implementation dates. 

 
It is planned that initial drafts of the two Scenario Plans will be considered by the 
Leadership Team during w/c 18 May 2020. 
 
Progress against the two Scenario Plans will be considered regularly by the 
Leadership Team, with amendments made as required as and when additional 
guidance from the Scottish Government and other external agencies becomes 
available. 
 
In parallel to this exercise: 

• Curriculum teams are being asked to consider key aspects relating to the 
delivery of the curriculum in AY2020-21 i.e. class sizes, rooming 
requirements, appropriate blended learning approaches for individual 
courses, additional considerations for vulnerable student groups 

• The Health & Safety and Facilities Teams are considering how a 
socially/physically distant campus could work i.e. layouts of 
classrooms/workshops/staff workrooms, restricted use of lifts, one-ways 
routes around campuses, protective measures for frontline staff. 
 

Strategic Risk Register 
The Strategic Risk Register was reviewed in detail by the Leadership Team at a 
workshop held at the beginning of March 2020, prior to the COVID-19 pandemic.  
These agreed changes to the Register require to be finalised, reflecting on any 
further changes needed in response to known and anticipated impacts of 
COVID-19 on the College. 
 
Information captured through the scenario planning exercise will also inform 
further amendments required to the Strategic Risk Register to ensure that 
significant risks are captured, scored and mitigated against as much as possible. 
 



The new Strategic Risk Register will be submitted to the June Meeting of the 
Regional Board for discussion.  The Register will then continue to be regularly 
reviewed by the Leadership Team and revert to being a standing item at 
meetings of the Audit & Risk Committee.  

Curriculum Operational Risk Register 
Prior to work commencing on the development of the two Scenario Plans, initial 
work to develop a new Curriculum Operational Risk Register had been 
undertaken.  Further consideration needs to be given to the completion of this 
document as the scenario planning exercise progresses to ensure risks have been 
captured in the most appropriate way and to avoid any unnecessary 
duplication. 

Recommendation: 
It is recommended that the Committee note the information provided. 

Previous Committee Recommendation/Approval (if applicable): 
None 

Equality Impact Assessment: 

Positive Impact ☐ 

Negative Impact ☐ 

No Impact  ☐ 

Evidence: 




