
AUDIT & RISK COMMITTEE 

NOTICE 

There will be a meeting of the Audit & Risk Committee on Wednesday 02 June 2021 

at 1000 hours through the use of Microsoft Teams. 

AGENDA 

Agenda 

Item 

Paper 

01-21 Apologies for Absence 

02-21 Declaration of any Potential Conflicts of Interest in relation to 

any Agenda Items 

03-21 Minute of Previous Meeting – 02 December 2020 X 

04-21 Matters Arising from the Previous Meeting X 

Matter for Decision 

05-21 Reports on Internal Audits 

 Student Support

 Staff Recruitment and Retention

 Budgetary Control

 Risk Management / Business Continuity

 IT Network Arrangements / Data Protection

 Performance Reporting / KPIs

 Website Delivery Project VFM

 Follow-Up Reviews 2020/21

X 

X 

X 

X 

X 

X 

X 

X 

Matters for Discussion 

06-21 Draft External Audit Plan 2021-22 X 

07-21 Draft Internal Audit Plan 2021-22 X 

08-21 Strategic Risk Register X 

09-21 Code of Good Governance for Scotland’s Colleges – Review 

of Compliance 

X 

Matter for Information 

10-21 Annual Procurement Report X 

11-21 Any Other Business 

12-21 Date of Next Meeting 



AUDIT & RISK COMMITTEE 

Draft Minutes of the meeting of the Audit & Risk Committee held on 02 December 2020 at 
1000 hours through the use of Microsoft Teams. 

Agenda 
Item 

Present: 
David Anderson – Chair 
Abdul Elghedafi 
Sheena Ross 
Andrew Russell – Vice Chair 

In attendance: 
Neil Cowie, Principal & Chief Executive 
Ken Milroy, Regional Chair 
Peter Smith, Vice Principal Finance & Resources 
David Archibald, MHA Henderson Loggie 
Sara Croft, EY 
Stephen Reid, EY 
Pauline May, Secretary to the Board 
Susan Lawrance, Minute Secretary 

79-20

Apologies: 
Apologies were presented for Anne Simpson.  Ann Bell’s absence was also 
recorded. 

80-20
Declaration of any Potential Conflicts of Interest in relation to any Agenda Items 
No potential conflicts of interest were declared. 

81-20
Minutes of Previous Meeting – 23 September 2020 
The minutes were approved as a true and accurate record. 

82-20

Matters Arising from the Previous Meeting 
Members noted the matters arising report. 

It was reported that upon reflection it had been agreed that the risk 
management training due to be delivered by MHA Henderson Loggie at the 
Board Meeting scheduled for December 2020 would be postponed until the 
New Year to ensure that the required time can be allocation to the session.  

D Russell confirmed that the amendments made to the Internal Audit Plan were 
as requested.  

No further matters were raised. 

Matters for Decision 

83-20
Internal Audit Annual Report AY2019-20 
The Committee considered the Annual Report presented by MHA Henderson 
Loggie on the programme of internal audit work undertaken in AY2019-20. 

Agenda Item 03-21
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Members recorded their thanks to MHA Henderson Loggie, P Smith and 
relevant College staff for the audit work undertaken.  

D Archibald summarised key information contained in the Report, including the 
deferment of the KPI review into the AY2020-21 Internal Audit Programme.   

D Archibald confirmed that Henderson Loggie’s procedures are compliant with 
public sector internal audit standards, and are independent from the College.   
It was also highlighted that there were no areas of concern, with D Archibald 
confirming that the College has adequate and effective arrangements for risk 
management, control, governance, and value for money.   

A discussion was held noting weaknesses identified though the audit of Business 
Development and it was agreed that these observations should be reflected 
upon by the Curriculum & Quality Committee.  N Cowie advised that a refocus 
on the College’s approach to business development and commercial activity 
had been somewhat stalled due to impacts of the ongoing COVID-19 
pandemic but that this would be revisited again in 2021 with information 
relating to ASET and College commercial activity being presented to the Board 
in early 2021.  

A short discussion was held in relation to NESCol’s BYOD initiative with N Cowie 
highlighting that the College’s well established approaches and support for this 
had played a significant part in the College’s effective and fast adoption of 
remote learning and teaching.  The need to develop a BYOD Policy was 
acknowledged.  P Smith providing information on the returning of BYOD 
devices and confirmed non-recovery of devices was low. 

The positive outcome of the Financial Planning audit was commended by the 
Chair, with the Executive and Finance Teams thanked for their contributions 
especially in light of the ongoing challenging operating environment. 

P Smith advised that recommendations and opportunities to improve 
highlighted through the IT Operations audit had been implemented.  

The sharing of internal audit reports with other relevant Board Committees was 
noted as good practice by MHA Henderson Loggie, and it was agreed that this 
would be implemented going forward. 

It was agreed that the Annual Report should be incorporated into the 
Committee’s Annual Report to the Board. 

84-20

Annual Report of the Audit & Risk Committee to the Regional Board 
Members considered a paper providing an opportunity for the Committee to 
approve the submission of its Annual Report to the Regional Board. 

P Smith advised of changes made since the draft Report was considered by 
the Committee at its last meeting on 23 September 2020.  P Smith highlighted 
that the opinion of the External Auditor would be inserted once agreed and 
prior to the submission of the Report to the Regional Board. 

In relation to audit days for the College’s AY2020-21 Programme, the Chair 
asked D Archibald if there was potential for capacity issues to arise from 
delayed audits and lack of available resources related to the impact of the 
ongoing pandemic for the college sector.  D Archibald confirmed that he did 
not anticipate any capacity or delivery issues and advised that additional 
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resource would be available in the new year with new appointments at MHA 
Henderson Loggie. 

In relation to section 10, Self-evaluation, D Anderson advised that his Annual 
Development Meeting with the Regional Chair was scheduled to take place on 
04 December 2020. 

The Committee approved the Annual Report and agreed that it should be 
presented to the Regional Board Meeting scheduled for 16 December 2020. 

Matters for Discussion 

85-20

Committee Evaluation Feedback 
The Committee noted a paper providing the collated feedback gathered 
through an online questionnaire on Committee performance, with Members 
provided with an opportunity to provide any additional comment. 

The Chair highlighted that feedback was always welcomed from Members 
regarding suggested improvements to the operation, performance and work of 
the Committee.  Members were advised that further comments could be 
provided out with meetings to the Chair or Secretary to the Board.   

The Chair thanked Members for their continuing contributions to the work of the 
Committee.  

86-20

Audit Certification of Student Activity & Support Fund Year-end Returns 
Members considered a paper providing information on audit certification of 
academic year end returns submitted to central authorities by North East 
Scotland College in relation to AY2019-20. 

MHA Henderson Loggie and relevant College staff were thanked for the work 
undertaken to carry out the required audits and prepare the necessary 
submissions.  

D Archibald summarised the work undertaken for and findings of each of the 
returns.  It was highlighted that the College received a ‘clean bill of health’ in 
relation to its credits audit, with the identification of only one improvement 
recommendation. 

Members noted the submission of the returns by the required deadlines. 

87-20

Strategic Risk Register 
The Committee considered a paper providing information on the latest version 
of the College’s Strategic Risk Register.  P May summarised work undertaken 
since the document was last presented to the Committee and highlighted a 
number of recent amendments. 

It was suggested that consideration should be given to the longer term 
categorisation of COVID-19 related risks, including the potential use of terms 
such as general health and business development risks. 

It was noted that the upcoming risk management training session to be 
provided by MHA Henderson Loggie would support further consideration of 
how the College’s key risks are recorded and managed.   P May highlighted 
that, given their role in relation to the Strategic Risk Register, that members of 
the College’s Leadership Team would also be invited to attend the risk 
management training session. 
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It was highlighted that some completion dates included on the Register 
required to be reviewed. 

88-20
Any Other Business 
No other business was raised. 

89-20

Summation of Business and Date of Next Meeting 
The Secretary gave a summation of the business conducted.  The next meeting 
of the Audit & Risk Committee is scheduled to take place on Wednesday 22 June 
2021 at 1000 hours. 

Reserved Item of Business – Matter for Decision 

90-20

Financial Statements for the Year to 31 July 2020 
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91-20
Summation of Reserved Item of Business 
The Secretary gave a summation of the reserved business conducted. 

Meeting ended 1205 hours 

Agenda 
Item 

Actions from Audit & Risk Committee 
02/12/2020 

Responsibility Deadline 

82-20
Rearrange MHA Henderson Loggie 
Risk Management Training Session 

P May with D 
Archibald 

Early 2021 

83-20
Reflect upon weaknesses highlighted 
in the Business Development Internal 
Audit Report  

Curriculum & 
Quality 
Committee 

24 February 2021 

83-20
Share Internal Audit Reports with other 
relevant Board Committees 

P May Ongoing 

84-20
Submit Annual Report to the Board by 
the Committee to December Board 
Meeting 

P Smith 08 December 
2020 

85-20
Submit any further comments on 
evaluation of Committee’s 
performance 

Committee 
Members 

Ongoing 

87-20
Consider longer-term categorisation 
of COVID-19 related risks included in 
Strategic Risk Register 

Executive & 
Leadership Teams 

In due course 

90-20
Discuss and agree proposed 
additional fees with EY 

P Smith and EY 16 December 
2020 

90-20

90-20

 

90-20

s 
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90-20

 

Signed:…………………………………………. Date: …………………………………………… 



 Agenda Item 04-21 

AUDIT & RISK COMMITTEE 

An update on matters arising from the meeting of the Audit & Risk Committee held 
on 02 December 2020. 

Agenda 
Item 

82-20

Action: Rearrange MHA Henderson Loggie Risk Management Training 
Session 

Status: Complete - Training session delivered to Board Members on 17 

March 2021.  Available via Regional Board Team space - MHA Henderson 
Loggie Risk Management Training 

83-20

Action: Reflect upon weaknesses highlighted in the Business 
Development Internal Audit Report 

Status: Complete – covered under Business & Community Development 
update given to Curriculum and Quality Board Committee on 24 
February 2021 – available via - Regional Board Team - Curriculum and 
Quality Channel  

83-20

Action: Share Internal Audit Reports with other relevant Board 
Committees 

Update: Complete - Internal Audit Reports available via Regional Board 
Team Space – Audit and Risk Committee Channel Internal Audit Annual 
Reports as at December 2020  

84-20

Action: Submit Annual Report to the Board by the Committee to 
December Board Meeting 

Status: Complete – Annual Report approved by Regional Board on 16 
December 2020.  

85-20

Action: Submit any further comments on evaluation of Committee’s 
performance 

Status: Complete - Committee performance and comments included in 
recent External Regional Board Effectiveness Review as considered at 
March Regional Board Meeting Regional Board External Effectiveness 
Review   

87-20

Action: Consider longer-term categorisation of COVID-19 related risks 
included in Strategic Risk Register 

Update:  Revised Strategic Risk Register includes reference to new and 
updated risk categorisation – see Agenda item 08-21 on today’s 
Agenda.   

90-20 Action: 

https://teams.microsoft.com/_#/school/files/Training%20Sessions?threadId=19%3A3432f959101f4f26a0058e45f7103dcd%40thread.tacv2&ctx=channel&context=Microsoft%2520Teams%2520Training&rootfolder=%252Fsites%252FRegionalBoard%252FShared%2520Documents%252FMicrosoft%2520Teams%2520Training
https://teams.microsoft.com/_#/school/files/Training%20Sessions?threadId=19%3A3432f959101f4f26a0058e45f7103dcd%40thread.tacv2&ctx=channel&context=Microsoft%2520Teams%2520Training&rootfolder=%252Fsites%252FRegionalBoard%252FShared%2520Documents%252FMicrosoft%2520Teams%2520Training
https://teams.microsoft.com/l/file/749B00D1-E4E9-4A69-BBE1-F9C946A88379?tenantId=b8c4db00-0d50-40e1-b5eb-7b8290a8b9bb&fileType=pdf&objectUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard%2FShared%20Documents%2FCurriculum%20and%20Quality%20Committee%2F24%20February%202021%2F12-21%20Business%20%26%20Community%20Development%20Update.pdf&baseUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard&serviceName=teams&threadId=19:5732903a52374d998f5904ffbf8c8507@thread.tacv2&groupId=8a608ec3-8698-4a14-a323-95149f8e97f3
https://teams.microsoft.com/l/file/749B00D1-E4E9-4A69-BBE1-F9C946A88379?tenantId=b8c4db00-0d50-40e1-b5eb-7b8290a8b9bb&fileType=pdf&objectUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard%2FShared%20Documents%2FCurriculum%20and%20Quality%20Committee%2F24%20February%202021%2F12-21%20Business%20%26%20Community%20Development%20Update.pdf&baseUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard&serviceName=teams&threadId=19:5732903a52374d998f5904ffbf8c8507@thread.tacv2&groupId=8a608ec3-8698-4a14-a323-95149f8e97f3
https://teams.microsoft.com/l/file/3236C58D-12CA-476B-8022-DA1F3426ABD4?tenantId=b8c4db00-0d50-40e1-b5eb-7b8290a8b9bb&fileType=pdf&objectUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard%2FShared%20Documents%2FAudit%20and%20Risk%20Committee%2F02%20December%202020%2F83-20%20Internal%20Audit%20Annual%20Report.pdf&baseUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard&serviceName=teams&threadId=19:b31f0eda472141a1a2619741b8941a72@thread.tacv2&groupId=8a608ec3-8698-4a14-a323-95149f8e97f3
https://teams.microsoft.com/l/file/3236C58D-12CA-476B-8022-DA1F3426ABD4?tenantId=b8c4db00-0d50-40e1-b5eb-7b8290a8b9bb&fileType=pdf&objectUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard%2FShared%20Documents%2FAudit%20and%20Risk%20Committee%2F02%20December%202020%2F83-20%20Internal%20Audit%20Annual%20Report.pdf&baseUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard&serviceName=teams&threadId=19:b31f0eda472141a1a2619741b8941a72@thread.tacv2&groupId=8a608ec3-8698-4a14-a323-95149f8e97f3
https://teams.microsoft.com/l/file/296B5608-855A-4D4E-8536-88139E827D04?tenantId=b8c4db00-0d50-40e1-b5eb-7b8290a8b9bb&fileType=pdf&objectUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard%2FShared%20Documents%2FBoard%20Meetings%2F24%20March%202021%2F05-21%20External%20Effectiveness%20Review.pdf&baseUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard&serviceName=teams&threadId=19:138fd27172e148a2874a6f508059e198@thread.tacv2&groupId=8a608ec3-8698-4a14-a323-95149f8e97f3
https://teams.microsoft.com/l/file/296B5608-855A-4D4E-8536-88139E827D04?tenantId=b8c4db00-0d50-40e1-b5eb-7b8290a8b9bb&fileType=pdf&objectUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard%2FShared%20Documents%2FBoard%20Meetings%2F24%20March%202021%2F05-21%20External%20Effectiveness%20Review.pdf&baseUrl=https%3A%2F%2Fnescol.sharepoint.com%2Fsites%2FRegionalBoard&serviceName=teams&threadId=19:138fd27172e148a2874a6f508059e198@thread.tacv2&groupId=8a608ec3-8698-4a14-a323-95149f8e97f3
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 Agenda Item 05-21 

Template Version: August 2019 

AUDIT & RISK COMMITTEE 

Meeting of 02 June 2021 

Title: Internal Audit Reviews 

Author: Peter D Smith, Vice Principal – 

Finance & Resources 

Contributor(s): MHA Henderson Loggie 

Type of Agenda Item: 

For Decision ☒ 

For Discussion ☐ 

For Information ☐ 

Reserved Item of Business  ☐ 

Purpose: To enable the Committee to consider reports on internal audit 

assignments, together with recommendations and management responses. 

Linked to Strategic Goal: 

5. Optimise the use of our available resources to deliver financial and

environmental sustainability.

Linked to Annual Priority: 

Choose an item. 

Executive Summary: 

The College’s Internal Audit Programme for 2020-21 was approved by Committee 

in September 2020.  The reports resulting from that programme are attached, 

summarised as follows: - 

Student Support 

Overall Conclusion – Good 

Number of Recommendations – One Priority 3 recommendation 

Staff Recruitment and Retention 

Overall Conclusion – Good 

Number of Recommendations – none 

Budgetary Control 

Overall Conclusion – Good 

Number of Recommendations – One Priority 3 recommendation 

Risk Management/Business Continuity 

Overall Conclusion – Satisfactory 



Number of Recommendations – Three Priority 3 recommendations 

IT Network Security/Data Protection 

Overall Conclusion – Requires Improvement 

Number of Recommendations – Five Priority 2 and Seven Priority 3 

recommendations 

Performance Reporting and KPIs 

Overall Conclusion – Good 

Number of Recommendations – one suggested opportunity for improvement 

Website Delivery Project – Value for Money 

Overall Conclusion – Good 

Number of Recommendations – none 

Follow Up 

Overall Conclusion – Good progress made, with 9 of 14 recommendations fully 

implemented.  One Priority 2 and two Priority 3 recommendations are partially 

implemented, and two Priority 2 recommendation have had little progress. 

Recommendation: It is recommended that the Committee consider the internal 

audit reports recommendations, and approve management responses, with any 

amendments, as necessary. 

Previous Committee Recommendation/Approval (if applicable): n/a 

Equality Impact Assessment: 

Positive Impact ☐ 

Negative Impact ☐ 

No Impact ☒ 

Evidence: 



                 

LEVEL OF ASSURANCE Good 

North East Scotland College 

Student Support 

Internal Audit Report No: 2021/11 

Draft issued: 20 May 2021 

Final issued: 21 May 2021 

Agenda Item 5 - Internal Audit Report 
- Student Support
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Level of Assurance 

In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 

Gradings are defined as follows: 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

Action Grades 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 
brought to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 
addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 
enhance efficiency and effectiveness. 
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Management Summary  

Overall Level of Assurance 

Good System meets control objectives 

Risk Assessment 

This review focused on the controls in place to mitigate the following risks on the North East Scotland 
College (‘ he C llege’) Risk Register: 

4.1 - If the College does not have sufficient capacity to address the wide-ranging and complex needs 

of the student body then the health and wellbeing of students will be negatively affected leading to 
diminished learner experiences and outcomes (risk rating: medium). 

4.2 - If student outcomes do not improve as planned then the College's ability to achieve its SFC 
activity target will be reduced (risk rating: high). 

Background 

As part of the Internal Audit programme at the College for 2020/21 we carried out a review of the 
support services available to students, concentrating on the role of Student Advice Centres and 
Learning Support staff. Our Audit Needs Assessment identified this as an area where risk can arise 
and where Internal Audit can assist in providing assurances to the Principal and the Audit and Risk 
Committee that the related control environment is operating effectively and ensuring that risk is 
maintained at an acceptable level. 

Satisfactory student experience, as well as ensuring teaching activity targets are met by the College, 
are key to mitigating the risks noted above.  Ensuring reasonable wellbeing, financial, and academic 
support is available to students and is reasonable is therefore essential.  

When seeking support, students can access two key groups – Student Access and Information, and 
Student Advice and Support. Both teams have hubs at each of the three campus sites and report into 
the Vice Principal (Quality and Curriculum). Together with Faculty staff and  he C llege’s S uden s’ 
Association, students can be directed to these teams for wider support for funding, academic, 
learning, and overall wellbeing such as mental health. 

Board responsibilities for oversight are delegated to the Curriculum and Quality Committee who 
receive update on performance indicators, early withdrawal, student satisfaction, and enhancement 
planning as standing agenda items.    
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Scope, Objectives and Overall Findings 

The objective of our audit was to obtain reasonable assurance that there is appropriate provision of 
adequate advice and support to new students, students experiencing financial or other hardship, and 
students with disabilities or special needs. 

The table below notes the specific objective for this review and records the results: 

Objective Findings 

To ensure that there are 
processes and controls in 
place to be reasonably assured 
that students are: 

1 2 3 

1. orientated appropriately at
the beginning of the year Good - - - 

2. identified and provided with
support if struggling
financially

Good - - - 

3. identified and provided with
support if struggling
academically

Good - - - 

4. given adequate support if
they have a disability Good - - - 

5. made to feel part of the
College community Good - - 1 

Overall Level of Assurance Good 

- - 1 

System meets control objectives. 

Audit Approach 

We assessed whether the above objectives were being met through discussion with the Vice Principal 
Curriculum & Quality, the Director of Learning (Enhancement, Support & Fraserburgh Futures), the 
Director of Student Access and Information, Student Admissions and Funding Manager, College 
Administrator and Examinations Manager, and both Student Support Coordinators, and review of 
relevant documentation. 

We reviewed the design of controls and effectiveness of those controls around new student 
onboarding process (enrolment and induction), onboarding student support for key categories of 
students noted as vulnerable, such as those self-identifying as Care Experienced, and the 
walkthrough of funding approval process for hardship or digital device loans. 



Student Support 

3 

Summary of Main Findings 

Strengths 

• There is significant work underway within the College to support the student experience and
positive outcomes in the learning environment. The COVID-19 pandemic has resulted in a
requirement for staff to be innovative in their delivery of academic content online and in
support staff exploring new ways to interview and onboard new students remotely.

• Student enrolment and induction ultimately remained unchanged. Ensuring staff and student
safety during the pandemic, processes around enrolment and induction were adapted online.
The C llege’s VLE system, Blackboard, hosted a variety of induction modules used to inform
students to the support available.

• Student Advice and Support and the Students’ Association have worked closely to align
schedules of activities and ensure consistency in messaging through a virtual Freshers Week
in September 2020 and virtual open days for 2021/22 entrants.

• Partnership working has also continued ensuring that individuals, such as students who are
Care Experienced, get the support they need from application. Each student has a Named
Contact. The Corporate Parenting plan March 2020 is published, and details further
enhancements planned over the next three years, ensuring the College meets its statutory
requirements as a corporate parent.

• Funding options for individuals experiencing hardship and digital exclusion are established,
and the College has developed a process to supply laptops and Wi-Fi dongles from the SFC
funding using existing controls established for its BYOD programme.

• Academic review of attendance and student engagement also allows students to be identified
who are struggling academically. Through Academic Tutors, study plans are developed, or
the student referred to Student Advice and Support for additional support needs.

• Despite national restrictions, all student services have remained open. Student Support  use
the Student Information Portal (SIP) for storing student study plans.  There is enhancement
planning established to create Power BI reporting from SIP.

• There is a College-wide consciousness around the impact of the pandemic and long-term
remote working on students, particular vulnerable cohorts of students.  The College has
ensured there is online guidance around wellbeing and access to safe areas for people who
cannot work from home.  Other support teams, such as Students’ Association and on-campus
mental health first aiders are established, together with peer support through focus groups.

Opportunity for Improvement 

• Operationally the controls identified were working effectively, resulting in only one minor point
being raised under Objective 5, around inclusion of questions on the Student Advice and
Support, and the Enrolment Process in the First Impressions Survey. We recognise that
management have conducted work to ensure that the questions were aligned to SFC
requirements. However, it is our view that specific questions on these areas should be
considered to provide richer information around the application/enrolment/induction process.

Acknowledgements 

We would like to take this opportunity to thank the staff at the College who helped us during our audit 
visits.
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Main Findings and Action Plan 

Objective 1:  There are processes and controls in place to be reasonably assured that students are orientated appropriately at the beginning of the 
year. 

Typically, the College has approximately 6,500 full time students and 20,000 part time students across its three campuses. During the COVID-19 pandemic 
there were no evening courses established and part time student enrolments have significantly reduced. 

Within its 2018-2021 Strategic Plan, the College has set five Strategic Themes, of which one is Developing People. Within this theme, the accompanying 
Strategic Goal is to develop the skills, talents, and potential of all the people who come to College either to learn or to work, and the College has set an 
objective to build a successful, resilient, confident, and engaged student body. 

Student support and wellbeing is managed by two teams governed by the Director of Learning (Enhancement, Support, and Fraserburgh Futures) and Director 
of Student Access and Information, with reporting to the Vice Principal (Curriculum and Quality). 

To provide guidance to staff on student support requirements, the College has documented its 2020/21 Framework for Supporting Successful Students, which 
is available on the staff intranet, COLIN. There is also information  n  he C llege’s vi  ual lea ning sys e   Blackb a d     guide s a  . The framework details 
requirements and responsibilities in relation to: 

• Academic tutoring,

• Student information, advice, and guidance,

• Mental health first aid,

• Safeguarding, and

• Student funding, attendance, and engagement monitoring.

Academic tutoring within the College plays a crucial role in helping to deliver a positive student experience, encouraging positive attendance and retention, and 
supporting students through their learning experience. Teaching staff performing the Academic Tutor role are expected to be the first point of contact for 
academic, welfare, wellbeing, and support for students. Full time advanced student groups are assigned an Academic Tutor who have one-to-one student 
progress meetings, as well as signposting students to the sessions offered by support teams in line with  he C llege’s event calendar. 
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Objective 1:  There are processes and controls in place to be reasonably assured that students are orientated appropriately at the beginning of the 
year (continued) 

The College has established its Wellbeing, Safeguarding, and Support Plan for 2020/21 that details a schedule of key events, and the C llege’s support 
arrangements and procedures established for: study skills; support needs; alternative assessment arrangements; mental health and wellbeing; Ready, Steady 
Student events for Care Experienced students; and additional skills for managing life beyond the College, such as money management and employability. 

Procedures are also documented for s a   via  he C llege’s in  ane   COLI . 

Student Advice Centres 
There are Student Advice Centres at each of the three College campuses at Fraserburgh, Aberdeen City Centre and Aberdeen Altens. Led by the Director of 
Student Access and Information, the student advisers provide information and advice on a range of issues from application and course advice, funding and 
money matters, international admissions, transition to further and higher education. Additional support, mental health and safeguarding, and corporate 
parenting are services provided by the Student Advice and Support Team. 

There is a procedure for referring students to Student Advice detailed in the Framework for Supporting Successful Students and on Blackboard. Academic 
tutors can also refer students who are identified as struggling financially, academically, or require learning support. 

Student Support Services 
Student Support staff can provide specialist support for students who still face specific barriers to their learning despite the inclusive approach of the College. 
Led by the Director of Learning (Enhancement, Support, and Fraserburgh Futures), there are two teams on the Aberdeen City and Fraserburgh campuses 
(albeit during 2020/21 they have been based remotely due to the COVID-19 pandemic). See Objective 4 for further information on the review completed. 

The C llege’s public website hosts information for students on the process for choosing their courses, how to apply, getting started at the College, induction 
funding and support, and events and other support networks. Information is available and is transparent for new applicants, existing students, students in 
employment, apprentices, and international students. 

Student enrolment consists of three core processes as follows: (i) application and place award (ii) enrolment and (iii) induction.  

Application 
A revised Admissions Procedure and enrolment process was being put in place by management at the time of audit from feedback received from 
student surveys. Applications are generally made through an online portal on the College website. All applications are processed and managed 
through the Student Application Management (SAM) system.  Applicants can track the progress of their application and be notified of any action 
required by logging in to their online application account. 

Applicants with care-experienced backgrounds or those from SIMD 10 postcode areas will be guaranteed a place at College, where places are still 
available, or an alternative offered if places are no longer available, and given the offer of pre-entry and on-course support measures.  

The Admissions Procedure details communication arrangements around courses that are high demand or full. 



Student Support 

6 

Objective 1:  There are processes and controls in place to be reasonably assured that students are orientated appropriately at the beginning of the 
year (continued) 

If an applicant is not a UK National or has not lived in Scotland all their lives, then further information is requested from the applicant during the 
application process. Once the application is submitted it is reviewed by the Student Admissions and Funding Team. There are arrangements to 
support students from a range of backgrounds detailed in procedures, such as an exceptional entrant, entrant with unspent conviction, those who 
declare an additional learning and / or support need or who are care experienced. These individuals are informed how they can contact the Student 
Advice and Support Team and make an appointment should one be required. 

The main change to the process is that the Student Admissions and Funding teams will make a full offer to the applicant, without interview, should all entry 
requirements and any other mandatory conditions be met, or a conditional offer if the entry requirements are pending. If the criteria are not met, the application 
will be referred to the curriculum team, who will arrange interviews with faculty members. There are interview instructions documented in the procedures. 

A “keeping  a  ” p  cess and schedule for 2021/22 is also established to maintain connection and engagement with the student. 

A communication template for all students awarded a place, that detailed enrolment and next steps was also evidenced. On approval of the offer, the student 
details are updated on the student records system, Unit-E. 

Enrolment 
The process for enrolment was under review by management at the time of audit.  For 2020/21, there was an Induction and Enrolment Plan documented that 
detailed the steps taken for applicants and progressing HND year 2 students who had enrolled on 1 August 2020. 

The student is enrolled onto MyNESCol and the VLE, Blackboard, where they will access their learning content. 

Induction 
There was an array of information for students available online. Induction for 2020/21 was hosted as a series of e-Modules on Blackboard. Our review noted 
content for the following: 

• Welcome to induction, including videos from the VP for Curriculum and Learning that was noted as good practice and transparent around expectations;

• Funding.

• Study Support;

• Mental health and wellbeing, respect and safeguarding;

• Library support;

• Students Association;

• IT and Digital support including the bring your own device (BYOD) opportunities;

• Digital technologies and Blackboard guidance;

• MyNESCol system use; and

• Health and Safety.
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Objective 1:  There are processes and controls in place to be reasonably assured that students are orientated appropriately at the beginning of the 
year (continued) 
 
Videos are also available on Blackboard, aimed at helping students who had not been on campus before or were unfamiliar with changes on campus due to 
new social distancing measures. 
 
The MyNESCol induction booklet could also be accessed on Blackboard. The c n en s  e e an exa ple    g  d p ac ice and de ailed  he C llege’s p licies 
and procedures, course information, IT, campus information and assessment information.  
 
From our review of online material and the management arrangement established orientating students during the 2020/21 academic year we noted that the 
process was good despite the National lockdown restrictions brought by the COVID-19 pandemic. Management has worked in an agile manner to refine 
processes that did not suit remote working (induction) to bring an array of online material for students to access. The information was clear, transparent and is 
assessed as an example of good practice. 
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Objective 2:  There are processes and controls in place to be reasonably assured that students are identified and provided with support if struggling 
financially. 

Student Advice Support staff work within the parameters of SFC guidance to provide the most appropriate funding packages for FE and HE students.  Students 
should arrange their finances before starting their course. The College has set instructions and guidance for the funding applications on its public website and 
Student Advice staff direct students to the Student Funding Team who support the application processes. This area is reviewed annually as a separate internal 
audit review and therefore was not audited at this time. 

The College has set up arrangements for students who are experiencing financial hardship through Discretionary funds available for HE and FE students 
including Discretionary Loans for housing or high-level bills.  Discretionary funds have no deadline date and can be requested anytime. 

A student can be referred to the Funding Team through Student Advice, Students’ Association, or from their Faculty and Designated Academic Tutor who work 
closely with the student. 

Assessments are recorded centrally though the funding database, TeQUIOS, which works as a checklist and procedure to record all decisions made, 
supporting documentation, and audit trail of communications with the student. 

Student Advice Support and the Students' Association also run money matter events at key times of the year with external providers. 

The funding application processes did not change over the 2020/21 academic year and no issues were noted from our walkthrough of controls and 
documentation around funding assessments on TeQUIOS. 

Digital Poverty (SFC COVID-19 Capital Funding) 

The College had already established digital support procedures through its BYOD programme, where students are required to: 
1. Have completed the Applicant IT Survey stating they will collect a device;
2. Be enrolled; and
3. Have their Bursary assessed and are entitled to funding for the device.

This programme was previously audited by us in 2019/20 and was not reviewed further. However, further capital of £132,513 was provided to the College in 
2020 by the SFC to support those students experiencing digital poverty.  The Outline Report from the College was provided to the SFC in November 2020. At 
that point, £82,860 had been spent made up of: 

• Providing loan laptops (computer devices) £27,300 for 91 devices (averaging £300 per laptop and therefore within the £360 limit per student set by the
SFC);

• Providing Wi-Fi dongles (connectivity equipment) £34,560 for 160 devices; and

• Splashtop Remote Access Solution (other) £21,000 for 250 devices.

The report detailed an underspend of £49,653, which the College must spend by June 2021. 
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Objective 2:  There are processes and controls in place to be reasonably assured that students are identified and provided with support if struggling 
financially (continued) 

All digital loan applications are made directly by the student to the Student Advice team via a form that is available online. Applicants are tracked centrally by 
the Student Advice Support team. The review of the tracker noted all applicants were identified and verified as appropriate applicants.  The tracker acts as an 
asset register detailing the item serial numbers and location. All students were sent a contract for the loan via email and are aware of their responsibilities in 
relation to damage, loss, or returning the item if they leave the course. 

Exiting Course 
When a student leaves prior to the course end date, there may be financial implications. Student Advice staff work closely with faculties around supporting 
students academically, financially, and wellbeing to avoid early exit. Exit Interviews are performed to highlight funding issues. 

From our review of online material and the management arrangement established for identifying and supporting students who are struggling financially we 
noted that the process was good and in line with expectations. 
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Objective 3:  There are processes and controls in place to be reasonably assured that students are identified and provided with support if struggling 
academically. 

 Students who are struggling academically are identified through the faculties who monitor: 

• Attendance – this is monitored as poor attendance impacts the funding status of students. There is policy around attendance on Blackboard and
available online and is part of the Student Code of Conduct;

• Engagement on the course by the student; and

• Completion of course material.

Through Academic Tutors, the College can support the student by identifying: 

• The factors outside of College impacting their academic work;

• Barriers;

• The best way to keep them on the course;

• Study options and study plans; and

• Intervention.

Any issues identified by curriculum staff are highlighted to the Student Advice and Support teams and noted on Student Information Portal (SIP). 

Academic performance is monitored through annual performance reports that are available online.  The latest report published is for 2019/20 performance and 
presented to the Curriculum and Quality Committee and Regional Board in October 2020. 

Review of the C llege’s published 2019/20 Key Pe     ance Indica     ep    n  ed n   ec  d     u c  es      h se that were Care Experienced. The report 
detailed this was due to low numbers (40).  Our discussions with management noted separate reporting on Care Experienced is developed and provided to the 
SFC.  Student Advice and  Support teams work closely with Care Experienced students and can readily identify students that are struggling before they become 
“high  isk”.  Management are currently reviewing the reporting capability on the Student Information Portal (SIP) using Power BI to help refine the reporting of 
students highlighted as high risk.  Further actions are identified as part of the March 2020 Corporate Parenting Plan. 
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Objective 4:  There are processes and controls in place to be reasonably assured that students are given adequate support if they have a disability 
or other special needs. 

Students require to self-identify if they require any additional support through learning needs or disability through the following processes: 

• Application and enrolment - where the Student Admission Manager sends a report to the Student Advice and Support Team; and

• Teaching staff will also refer through Academic Tutor, and students can be referred by family or external agencies such as Social Work or their GP.

There is a Student Advice Centre at all three main campuses where students can drop in for advice or attend for regular one-to-one meetings. This is something 
which may be recommended on their Personal Learning and Support Plan. 

The Personal Learning and Support Plan is an agreement written by Student Support Tutors  which collates all the information and recommendations that the 
student and tutor agree upon during the Needs Assessment process.  The student and needs assessor both sign the assessment after discussion around: 

• Assessment reviews their background experience;

• Effects of disability on study;

• Course content and any study requirements;

• Mobility, dexterity, speech, hearing, vision, reading, written work, note-taking skills, concentrating and memory, computing skills, using course
equipment;

• Examination/ assessment requirements; and

• Personal human support.

The assessment provides: 

• adjustments which will be made by the College;

• recommendations for loan or access to assistive technology;

• equipment training; and

• human support.

All one-to-one assessments are completed on SIP which record the personal information, their support plan, and a full audit trail of contact made by Student 
Support and teaching staff with the student. Senior teaching staff have access to support plans only. Depending on needs, the plans and progress of plans are 
reviewed periodically, however, as a minimum each block. Work is underway to improve reporting using Power BI dashboard reporting. The walkthrough of 
arrangements noted that the arrangement for documenting needs is in line with good practice. Student Support staff work closely throughout the term with 
Teaching staff, the Student Advice Centre, ICT, and the Library.  Student Support Co-ordinators attend Curriculum team meetings to discuss any questions 
from teaching staff about individual students. Curriculum, Quality and Student Support Committee also meets monthly to review processes in place and any 
issues which are impacted by these processes so that improvements can be discussed and implemented. 
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Objective 5: There are processes and controls in place to be reasonably assured that students are made to feel part of the College community. 

The First Impressions survey for the 2020/21 academic year was completed by full time students after the induction period. Results were reviewed by the 
Quality Team and reported to the Curriculum and Quality Committee in November 2020 and discussed with Student Advice Centre management teams. 
The 2020/21 survey was completed by over 4,300 full time students.  On inspection we noted that there was review of the students experience around: 

• Application process;

• Induction and introduction to the College; and

• My Course.

Overall results for 2020/21 from the survey were positive with overall satisfaction at 93%.  Positive feedback was obtained on the online induction process, 
knowledge around health and safety arrangements, and system introduction (MyNESCol and Blackboard).  Indicators showing lower percentages remain in the 
high 80-90% range (access to wifi on campus, accessing library services, accessing IT support, Students' Association awareness, and awareness for timelines 
for student funding).  These outcomes are in line with trends over the years and work is underway by management to understand the root causes. Overall, the 
positive results highlight that early impressions wellbeing is generally high. 

Work is also underway with the Students' Association to look at the support they can provide.  Recently a permanent support role was reviewed, and a new 
post of Student Engagement Manager has been filled. This has a broader focus on student engagement than previously, and priority tasks are to drive planning 
within the Students' Association and student representation recruitment.   Further review with students occurs through Academic Tutor meetings where any 
wellbeing issues can be raised.  Referrals to Student Advice can then be made or directly to Student Support through SIP. 

Our review noted controls identified were operating effectively and only one minor point was noted, below. 
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Objective 5: There are processes and controls in place to be reasonably assured that students are made to feel part of the College community. 
(Continued) 

Observation Risks Recommendation Management Response 

Review of the First Impressions Survey noted no 
specific questions around the student experience of 
Student Advice and Support advice offered to 
students during the application process and quality 
of information provided, which would be good 
practice.  There was also no feedback specific on 
the enrolment journey to provide insight around any 
areas requiring improvement.  This was due to 
questions being based on SFC survey criteria. 

The College cannot fully 
assess all parts of the 
admissions-enrolment-
induction process. 

R1 Management should 
consider adding questions for 
students on their experience of 
Student Advice awareness and 
the efficiency of the enrolment 
journey within the First 
Impressions Survey to allow 
insight around all parts of the 
admission- enrolment-
induction process for 
assurance and to identify any 
areas of improvement. 

We note the observation and will discuss 
this with the Director of Quality to consider 
whether the First Impressions Survey can 
be adapted, or whether we should continue 
to utilise other forms of feedback such as 
Focus Groups and team feedback, which is 
what is currently used to review and 
evaluate these services and processes. 

To be actioned by: Director of Student 
Access and Information and Director of 
Learning 

No later than: 31 August 2021 

Grade 3 
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Level of Assurance 

In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 

Gradings are defined as follows: 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

Action Grades 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 
brought to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 
addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 
enhance efficiency and effectiveness. 
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Overall Level of Assurance 

Risk Assessment 

Background 

Management Summary 

 

Good System meets control objectives. 

 

This review focused on the controls in place to mitigate the following risk on North East Scotland 
C llege’s ( ESCol) Strategic Risk Register: 

2.1 - If the College is not able to recruit, retain and develop appropriately qualified staff, then this will 
adversely impact on the learner experience and the College's ability to deliver the curriculum of the 
future (risk rating: low) 

2.3 – If staff are not fully motivated and engaged in delivering the best learner experience, then 
students may not achieve desired outcomes (risk rating: medium) 

2.6 – If there is increased uncertainty and stress due to remote working and teaching, and worries 
about job security then the College may have insufficient staffing levels impacting negatively on the 
learner experience (risk rating: medium) 

2.7 – If teaching staff are lacking in knowledge/experience/confidence to facilitate blended education 
for a prolonged duration then leaner engagement and outcomes will be negatively affected (risk 
rating: medium) 

 

As part of the Internal Audit programme at the College for 2020/21 we carried out a review of the 

C llege’s a  ange en s for staff recruitment and retention. Our Audit Needs Assessment identified 

this as an area where risk can arise and where Internal Audit can assist in providing assurances to 

the Principal and the Audit and Risk Committee that the related control environment is operating 

effectively and ensuring that risk is maintained at an acceptable level. 
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Scope, Objectives and Overall Findings 

Audit Approach 

Summary of Main Findings 

The scope of this audit was to consider the adequacy and effectiveness of policies and procedures for 

staff recruitment and selection and the processes in place that contribute to the retention and 

engagement of staff, and arrangements for succession planning. 

The table below notes the objectives for this review and records the results: 

Objective Findings 

Actions 
already 

underway 

The specific objectives of this audit 
were to obtain reasonable assurance 
that systems are sufficient to ensure: 

1 2 3 

1. there are appropriate formal policies
and procedures relating to recruitment
and selection which meet legal
requirements, including those
regarding equality and diversity, and
these are being followed in practice.

Good 0 0 0 

2. the College has appropriate policies
and processes in place that contribute
to the retention of staff, including
good internal communication and
employee engagement, reward and
recognition, and ongoing training
which are in line with good practice
and being effectively implemented.

Good 0 0 0 

3. appropriate succession planning
arrangements are in place. Satisfactory 0 0 0 

Overall Level of Assurance Good 

0 0 0 

System meets control objectives 

 

The C llege’s p licies and p  cedu es were reviewed, and the Director of People Services and other 
relevant managers and staff interviewed.  Walkthrough and detailed compliance testing was carried 
out to consider the overall efficiency and effectiveness of the procedures and the extent to which risks 
are being identified and managed regarding the above objectives. 
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Strengths 

• The Executive Team provides the College with a corporate oversight of the recruitment
process ensuring that all recruitment is in line with the College’s aims objective and available
funding.

• There is an up-to-date guide in place detailing the required steps to be taken when recruiting
staff.

• Job roles are defined and placed on the pay scales based on the independent FEDRA job
evaluation process.

• Guidance and support are available for the staff undertaking the selection process including
interviews.

• The HR team uses a checklist to monitor the progress of each recruitment exercise to ensure
compliance with the required approach.

• The required pre-employment checks, including identity and disclosure are undertaken before
employment commences.

• An induction process is in place to support new employees.

• The College has developed a set of values which set a benchmark for expected behaviours
for its staff.

• All staff undertake an annual review to identify individual staff training needs which are
assessed against the College values, in addition this process identifies individuals’ personal
developmental objectives.

• Training and development programmes are in place to support College staff training needs
and developmental objectives.

• The College has a wide range of non-pay benefits to staff including increased flexible
working, pensions, life insurance, employee support and a staff discount scheme; and

• The College has acknowledged the impact that the Covid-19 pandemic has had on staff
engagement, morale and wellbeing and range of appropriate actions and initiatives have been
developed to support staff.

Weaknesses 

• There are no formal succession planning arrangements and there is not currently a formal
Workforce Plan in place for the whole College. However, this has been recognised by the
College and work is underway to create a formal workforce plan.

Acknowledgements 

We would like to take this opportunity to thank the staff at the College who helped us during our audit. 
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Main Findings and Action Plan  

Objective 1: There are appropriate formal policies and procedures relating to recruitment and selection which meet legal requirements, including those 
regarding equality and diversity, and these are being followed in practice. 

We reviewed the C llege’s Rec ui  en  & Selection Policy, Strategy and Procedure and confirmed that this covered the roles and responsibilities around 

 ec ui  en  and c n ained de ailed guidelines  n  he C llege’s p  cesses. These  e e aligned  i h  he C llege’s Equali y and Diversity Policy, the Public Sector 

Equality Duty, and the Equality Act 2010. The College procedures provide advice and guidance on the process which recruiting managers should follow when 

carrying out recruitment activity, including recruitment identification, recruitment authorisation, job specification, advertising, the selection process including 

shortlisting and interviews, informing candidates of results, and obtaining references. Additional guidance is also provided which covers, the responsibilities of the 

Chair of a recruitment panel, where applicable, and detailed guidance on conducting selection interviews. 

Our discussions with members of the People Services team established that the College uses a request to recruit template, which the hiring manager populates 

with details of the role and justification for progressing the recruiting exercise.  This request is approved by the Executive Team before the vacancy is advertised. 

The College uses the My Job Scotland website to advertise vacancies and to manage applications.  This is consistent with other public sector bodies across 

Scotland.  Applications received are assessed by the relevant hiring manager who also makes decisions on the interview shortlist.  Interviews are performed by 

hiring managers, other relevant managers, and a representative from the HR Team. 

Offers of employment are sent to the preferred candidate and, once acceptance is received, all the relevant checks (references, PVG, right to work) are performed 

before the new member of staff starts.  All preferred candidates are also asked to complete an Equal Opportunities Questionnaire. 

Our evalua i n     he C llege’s Rec ui  en  & Selec i n P licy  Strategy and Procedures as  ell as  he ab ve p  cess  c n i  ed  ha   he C llege’s  ec ui  en  

process appears to be efficient, effective and meets legal requirements on equality and diversity.  We also performed audit testing on a sample of 11 vacancies 

advertised by the College since August 2020.  This  es ing es ablished  ha    n all  ccasi ns   he C llege’s  ec uitment and selection policies/procedures were 

followed. 
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Objective 2:  The College has appropriate policies and processes in place that contribute to the retention of staff, including good internal 
communication and employee engagement, reward and recognition, and ongoing training which are in line with good practice and being effectively 
implemented. 

The College processes for staff financial reward and recognition are aligned with the nationally agreed pay scales for both teaching and non- teaching staff. Job 
roles are placed on the relevant pay scales with the use of the FEDRA job evaluation process which is used by all Scottish Further Education bodies. This 
evaluation approach independently assesses the job role and its place within the nationally agreed pay scales. 

Several non-financial benefits are also available to staff which include: 

• flexible work arrangements including flexi-time

• favourable maternity and paternity leave arrangements

• access to Occupational Health services

• an Employee Assistance Programme where staff can access professionally qualified counsellors and information specialists on financial, wellbeing and
workplace matters

• pension scheme

• training and development programme for staff

• a staff benefits package with Sodexo was launched in June 2020 which consists of shopping discounts, holiday discounts and the opportunity to
participate in a cycle to work scheme.

In line with current practice within the FE sector in Scotland, the College does not have a formal staff appraisal process. However, the College is committed to the 
ongoing development of staff at all levels. The C llege’s iC n2 sche e  provides an annual programme of staff development and training assessment linked to the 
College values and the personal development objectives of individual members of staff. This approach identifies individual training and developmental needs, 
along with any personal development aspirations, to enable staff to meet the College values, which are the benchmark for all staff to demonstrate expected work 
behaviours. Once needs and personal objectives are identified, applications are made for the provision of training to support the identified needs. This is a 
mandatory process for all staff and compliance is monitored by the Learning & Development team and compliance rates reported to the Executive Team. 
Once training needs are identified the College Staff Development Policy, which is available to all staff on the intranet, outlines the process for addressing these 
needs. Applications for attending training courses are made via line managers to the Learning & Development Team and assessed in line with the requirements 
and criteria outlined in the Staff Development Policy. 
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Objective 2:  The College has appropriate policies and processes in place that contribute to the retention of staff, including good internal 
communication and employee engagement, reward and recognition, and ongoing training which are in line with good practice and being effectively 
implemented (continued). 

Whilst there is a clear framework for expected skills and competencies for teaching staff, such as the General Teaching Council requirements and FE lec u e ’s 
framework, a training needs analysis to establish the minimum expected training associated with each post would allow the Learning & Development team, as well 
as line managers and staff, to identify training and development gaps and put in place support plans for staff.  There are challenges in developing similar 
frameworks to this for support staff due to the wide range of support roles within the College. 

Our review noted that the College provides a good range of learning and development opportunities for staff, including: 

• the College offers 36 hours of structured Continuing Professional Development (CPD) activity each year to all staff

• staff are provided access to a range of resources on COLIN, the staff intranet, which includes a variety of learning and online learning modules

• staff can undertake a professional qualification either as a condition of their employment (e.g. TQFE) or one which the employee has requested to
undertake to enhance their academic or vocational qualifications, and are entitled to study leave to support them through this

• the Learning & Development team organises training sessions on a range of subjects throughout the year, which address identified training gaps or are
based on staff feedback and/or requests

• staff can apply to attend an external training course where there is a valid justification

• staff can attend informal sessions led by colleagues to highlight areas of good practice and expertise across the College.

The C llege’s Strategic Plan objectives agreed by the Board of Management are cascaded down through the Executive Team to the Senior Management Team 
and curriculum / support service teams through the development of operating plans for each department that directly link into the Strategic Plan priorities and 
supporting strategies. 

Our review n  ed  ha   he e a e a  ange     echanis s in place    c   unica e  he C llege’s  bjec ives    depa   en s and    s a    including: 

• the iCon2 scheme, which aims to ensure that staff learning and development objectives are set within the context of the College strategy and objectives

• regular informal one-to-one discussions held between Executive Team members, and members of the Senior Management Team

• faculty team meetings which are held several times a year

• weekly newsletter issued by the Principal

• one-to-one meetings and team meetings led by line managers.

The College Strategic Risk Register acknowledges the impact that the Covid-19 pandemic has had on staff engagement, morale, and wellbeing. To support staff 
during this time and maintain staff engagement we noted that the College launched the new Employee Assistance Programme in 2020, offers a Peer Support 
Programme, and has provided guidance to line mangers emphasising the importance of maintaining regular communication with staff. The Learning & 
Development Team have developed a Wellbeing Action Plan which identifies a range of action to support staff and their wellbeing, which includes specific 
wellbeing content on the staff intranet, a course catalogue which contains training options on a variety of topics including mental health and resilience, creation of 
online discussion forums on wellbeing topics, and a timetable of social and wellbeing activities to allow staff the opportunity to connect with colleagues in an online 
social setting. 
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Objective 3: Appropriate succession planning arrangements are in place. 

The College has identified the failure to recruit retain and develop appropriately qualified staff as a High Risk on the Strategic Risk Register.  The following 
controls have been established for mitigating this risk: 

• People Strategy

• Recruitment & Selection Policy, Strategy and Procedures

• Induction arrangements

• Organisational Development and Learning Technologies activities

Our review of the above strategies and documents concluded the College does have appropriate arrangements in place to address succession planning issues 
however there is scope to strengthen those arrangements. 

At present there are no formal succession planning arrangements in place and there is not currently a formal Workforce Plan in place for the whole College. 
However, this has been recognised by the College and work is underway to create a formal workforce plan for the College. We were advised that there have 
been p evi us a  e p s     evie   he C llege’s app  ach and in   duce a     al successi n planning   a e   k  bu   hese  e e not completed due to the 
impact of relevant sector issues in recent years including, national bargaining, job evaluation and curriculum reviews.  The College has in place a robust 
recruitment process which has been successful in recruiting key posts when the need has arisen. This has also been supported using contingency plans when 
senior or key staff leave the College. The College continues to review turnover of senior staff in key positions and identify opportunities for succession planning. 
We noted that there is external recruitment for permanent senior posts and therefore a succession planning process is in place, although not formally 
documented. However, it is recognised by the College that more formal succession planning arrangements would provide additional support in recruiting senior 
and strategically important posts, as well as those that historically are identified as difficult to fill due to specialist skills or knowledge. 

In 2019/20 the College had undertaken work on drafting a workforce planning framework which was expected to be considered by management in early 2020 
however this was postponed due to the impact of Covid-19. Advancement of the framework was also overtaken by work to develop a pathway to online learning 
and train staff in digital learning technologies which, given the continued impact of Covid-19 on teaching delivery and the learner journey, management have 
viewed as a greater priority at this time. However, a curriculum team has been established that is currently involved in a business priority review of the current 
and future shape of the curriculum in the medium to long term based on a range of demographic and labour market data and national and local priorities. The 
 esul s     he  evie  a e expec ed    in      he C llege’s  u u e   aining  devel p en , and recruitment decisions. A deadline for completion of the business 
priorities review, or the workforce planning framework had yet to be identified by management at the time of our audit due to the ongoing uncertainties 
surrounding the pandemic, although this work is anticipated to be completed during academic year 2021/22. 



8 

Dundee 

The Vision Building 

20 Greenmarket 

Dundee 

DD1 4QB 

T: 01382 200055 

Aberdeen 

45 Queen’s R ad 

Aberdeen 

AB15 4ZN 

T: 01224 322100 

Edinburgh 

Ground Floor 

11-15 Thistle Street

Edinburgh

EH2 1DF

T: 0131 226 0200 

Glasgow 

100 West George Street 

Glasgow 

G2 1PP 

T: 0141 471 9870 

MHA Henderson Loggie is a trading name of Henderson Loggie 

LLP, which is a limited liability partnership registered in Scotland 

with registered number SO301630 and is a member of MHA, an 

independent member of Baker Tilly International Ltd, the members 

of which are separate and independent legal entities 

© 2019 MHA Henderson Loggie hlca.co.uk | info@hlca.co.uk 



                 

LEVEL OF ASSURANCE Good 

North East of Scotland College 

Budgetary Control 
2020/21 

Internal Audit Report No: 2021/06 

Draft issued:   5 April 2021 
2nd draft issued: 21 May 2021 

Final issued: 21 May 2021 

Agenda Item 5 - Internal Audit Report 
Budgetary Control 2020/21



Contents 
 
 

Page No. 

Section 1 Management Summary 

• Overall Level of Assurance 1 

• Risk Assessment 1 

• Background 1 

• Scope, Objectives and Overall Findings 2 

• Audit Approach  3 

• Summary of Main Findings 4 

• Acknowledgements 4 

Section 2 Main Findings and Action Plan 5 - 14 

Level of Assurance 

In addition to the grading of individual recommendations in the action plan, audit findings are assessed 
and graded on an overall basis to denote the level of assurance that can be taken from the report.  
Risk and materiality levels are considered in the assessment and grading process as well as the 
general quality of the procedures in place. 

Gradings are defined as follows: 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable 
System cannot meet control objectives. 

Action Grades 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 

brought to the attention of the Audit and Risk Committee 

Priority 2 
Issue subjecting the College to significant risk and which should be 
addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 

enhance efficiency and effectiveness. 
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Management Summary  

Overall Level of Assurance 

Good  System meets control objectives. 

Risk Assessment 

This review focused on the controls in place to mitigate the following risks on the North East of Scotland 
College (‘ he C llege’) Strategic Risk Register: 

• 5.1 If the College receives insufficient SFC income then the College's ability to achieve a

balanced budget will be adversely affected and future credits targets may be reduced.

Background 

As part of the Internal Audit programme at the College for 2020/21, we carried out a review of the 
systems in place for budgetary control.  The Audit Needs Assessment identified this as an area where 
risk can arise and where Internal Audit can assist in providing assurances to the Board of Management 
and the Principal that the related control environment is operating effectively, ensuring risk is 
maintained at an acceptable level. 

Budgets are set annually, with the staffing budget quantified centrally based on the staff required to 
deliver the agreed curriculum, and non-staffing budgets being agreed between Finance staff and budget 
holders and managers to determine an adequate overall budget position. The budget is reviewed by the 
Finance and Resources Committee and approved by the Regional Board. 

The agreed budgets are l aded in    he C llege’s  inance sys e   SUN.  Budget holders and managers 
are provided with monthly budget monitoring reports generated from SUN via Q&A Executive reporting 
tool, these detail actuals spend against planned (budget) and variances. SUN is updated daily on 
expenditure from the purchasing system, PECOS and  n   n h’s end  i h pay  ll j u nal. The College 
Management Accountant support budget holders and managers during the year and discuss progress 
and identify reasons for budget variances where necessary.  

Regular reports on budget variances and forecast outturn are provided to the Finance and Resources 
Committee and the Regional Board.  
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Scope, Objectives and Overall Findings 

This audi  exa ined  he C llege’s budge a y c n   l p ac ices and p    c ls.  It specifically considered 
budget monitoring procedures in place centrally and within a sample of Faculties and Support Teams, 
as well as cash flow reporting to senior management, the Regional Board, and the Scottish Funding 
Council (SFC). 

The table below notes each separate objective for this review and records our results: 

Objective Findings 

The objectives of the audit were to 
gain reasonable assurance that: 

1 2 3 

No. of Agreed Actions 

1. Budgets are controlled in
accordance with the Financial
Regulations and procedures

Good - - - 

2. Budget setting is linked to
corporate and operational planning
processes and budgets are
revisited when plans change, or
funding targets are not achieved

Good - - - 

3. Information is available to
management in Faculties and
Support Services which is up-to-
date and in a format that can be
easily understood

Satisfactory - - 1 

4. Budget holders have the necessary
skills for managing budgets Good - - - 

5. Budget variations are reported and
acted upon Good - - - 

6. There is accurate cash flow
reporting Good - - - 

7. Senior management and the Board
 egula ly  evie   he C llege’s
overall financial position

Good - - - 

Overall Level of Assurance Good 

- 1 

System meets control objectives. 
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Audit Approach 

The Vice Principal – Finance and Resources, Finance staff and a sample of budget holders in Faculties 
and Support Teams were interviewed, and reports reviewed, to determine current working practices in 
budget monitoring, and the information and training provided to budget holders. Discussions and walk 
throughs were held using Microsoft TEAMS for the following budget codes: 

• PAA to PAZ (estates)

• TPA to TPC (faculty – Creative Industries)

• TRA to TRZ (faculty – Construction and Science), and

• TQA to TQZ (Equalities)

The processes used to prepare cash flow reports for senior management, the Regional Board, and the 
SFC were determined through discussion with Finance staff and review of supporting working papers 
for the periods July 2020, September 2020, November 2020, and January 2021. 

We also reviewed the budget monitoring information provided to the College Leadership (was Wider 
Executive) Group and the Regional Board over the current academic year. 
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Summary of Main Findings 

Strengths 

• Financial Regulations are in place and are up to date;

• The annual budget is prepared and approved in line with the Financial Regulations;

• Due to the current uncertain situation around the Covid-19 pandemic, the College has
implemented a second budget around “C   na”  ela ed inc  e and expendi u e and    supp    
future budget planning reviews;

• The College has identified savings in its annual expenditure with a reduction of 2.5% of spend
on staff and is developing further contingencies in case the financial situation deteriorates
during the 2020/21 academic year;

• There were budget reforecasts during the year (implemented in January 2021) and further
reviews planned to review the budget in March 2021 as the actual financial position becomes
clearer and Scotland moves out of the second national lockdown;

• Budget holders have the option to vire between non staff codes as required but this is
undertaken by Finance, so effectively requires Finance approval;

• The budget hierarchy is documented through the College procurement system, where no spend
can happen without the budget holder authorising the spend;

• Work is underway to implement a new P2P purchasing system, which will allow these controls
to be implemented and commitment reports to be generated for staff;

• Budget reports are provided to budget holders and managers monthly to allow them to monitor
progress, with monthly consolidated reports provided to Leadership Team members;

• Progress against the budgets is reported and discussed at the Finance and Resources
Committee and the Regional Board;

• There is support for budget holders and budget managers by Finance staff, with monthly
meetings with senior management;

• The budget reports provided to budget holders and managers include both detailed and
summary information against budgets; and

• Monthly cash flow reports to the SFC are accurate and submitted on a timely basis, and,

• Budget holders and managers advised that they had the necessary skills for managing their
budgets.

Weaknesses 

• Monthly budget reports are not provided to budget holders until at least week 4 or more. This is
due to the invoice for Protocol National agency spend not being received until the 18th of each
month. Improvement in the process with Protocol National should be established to ensure
invoicing is prompt or use of commitment reporting in its absence.

Acknowledgments 

We would like to take this opportunity to thank the staff at the College who helped us during our audit. 
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Main Findings and Action Plan 
 
 

Objective 1: Budgets are controlled in accordance with the Financial Regulations and procedures 

Financial Regulations 

The College has in place Financial Regulations, which were last updated in January 2019, and these outline the controls and processes in place over budget 
preparation and monitoring and these are supported by the Statement of Accounting Practices (not dated). These documents define the following requirements for 
the Regional Board: 

• Setting the budget objectives for the College.

• Review and approve detailed financial plans ensuring they are aligned to the strategic objectives as defined in the 2018-21 Strategic Plan.

• Responsible for ensuring  he C llege’s financial and academic affairs so that:

o its total income is adequate to meet its needs and its total expenditure.
o a reasonable level of net current assets is maintained.
o a reasonable level of capital expenditure is made each year t   ain ain  he value     he C llege’s  ixed asse s; and 
o it has sufficient financial resources to meet its needs in the form of cash and other liquid assets or borrowing facilities.

The annual budget development and approval process is completed to a timetable based on SFC required reporting date and the associated Committee meetings 
schedule to meet that deadline. Key assumptions are set by the Leadership Team around costs for staffing, goods, and services, expected Scottish Funding 
Council (SFC) income, commercial income and student fee price agreement for the next academic year. The budget is then amended, to comply with SFC’s 
standard assumptions once they are received.  Detailed budgets are developed following discussion with the budget holders and managers to identify their budget 
requirements and wants in the following areas, taking cognisance of the College requirement to have a balanced budget: 

• Staffing costs,

• Goods and services spend, and

• Income.
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Objective 1: Budgets are controlled in accordance with the Financial Regulations and procedures (Continued) 

The completion of areas budgets is the basis for building of the annual College budget, detailing ‘demand’ for financial resources within the College.   At audit, 
managemen   e e beginning  he  evie      he 2021/22 budge  based  n  he p evi us yea s’ ac uals      p e-COVID and predictions around demand. 

While there were no capital projects at the college over 2020/21, capital budget is developed following applications for any capital projects, the need to support 
existing capital commitments and availability of capital funding. 

In developing the budget for 2020/21 the college took account of the external environment as there is a significant amount of uncertainty and risk due to the 
COVID- 19 situation. The Regional Board approved the Budget for 2020-21 and Financial plan for 2021-22 to 2022-23 in June 2020. Due to the volatility of the 
current situation, the College is regularly reviewing its financial situation and undertake more frequent financial budget reforecasts as the actual budget situation 
becomes evident throughout the financial year.  The latest budget review was presented to the Finance and Resource Committee in December 2020 and the 
revised budget plan was agreed by the Regional Board in December 2020. It compared original to revised budget as follows: 

• Increase of operating income from £50.419 Million to £50.835 Million.

• Increase of expenditure budget from £51.097 Million to £51.765 Million.

To mitigate against the 2.6% reduction in course credit activity planned, the college has implemented a reduction of 2.5% from the staffing budget across the 
college. 

Management will use zero based budgeting for 2021/22 budget planning for non-staff costs as the previous 2 years actuals and spend pattern has been materially 
affected by the COVID 19 pandemic.  Will review what was cancelled because of COVID-19 and what activities are likely to resume. 

Budget Approval 

Once a draft budget is prepared by the Vice Principal for Finance and Resources, it is presented to the Leadership Team for management review and approval 
before submission to the Finance and Resources Committee for formal review and approval. Finally, the budget is approved by the Regional Board. Once there is 
an agreed position by Regional Board the budget is distributed to budget holders. The approval of the 2020/21 budget by the Regional Board was completed in 
June 2020. 
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Objective 1: Budgets are controlled in accordance with the Financial Regulations and procedures (Continued) 

Budget Monitoring and Reporting 

The Vice Principal for Finance and Resources and the college leadership team and budget holders have responsibility for all income and expenditure within their 
area.   There are monthly financial reports issued to all budget holders and managers detailing actual for the month reported on and the Year to Date (YTD) spend 
against budget, with identified variances reported.  A consolidated monthly financial report detailing actual spend against planned, and budget variances is issued 
to all Leadership Team members.  Financial accounts and reports are submitted to all meetings of the Finance and Resources Committee and at each Regional 
Board meeting a financial report including the current budget position is tabled. 

The monthly budget reports enable budget holders and managers to identify any significant variances in actual versus budget spend and take appropriate action to 
address these. 

The review confirmed the college is effectively applying its Financial Regulation in adopting its budget preparation, monitoring, and control in the following areas: 

• Requirement for the Board to approve the annual budget.

• Linkages between the budget plans and the College’s strategic aims as defined in 2018-21 Strategic Plan.

• Responsibilities for setting budgets, providing monitoring reports and undertaking any in-year budget revisions.

• Specific budget monitoring requirements for senior post holders and budget holders, including the need to immediately highlight any significant budget

variances to Finance and agreement on any corrective action where appropriate.

• Reporting on monthly cash flow to the SFC in line with bank statements in line with requirements.

Management accounts were enhanced during 2020/21 to include reporting on COVID-19 related spend against a “Corona” budget as noted in the revised budget 
dated January 2021. The Corona budget was set in advance of 2020/21, so the variance is shown on each management accounts report during 2020/21. This was 
implemented in order to allow enhanced transparency over costs incurred in relation to the C llege’s response to the pandemic. 
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Objective 1: Budgets are controlled in accordance with the Financial Regulations and procedures (Continued) 

Budget Monitoring and Reporting 

Each budget holder is contacted individually by the management accountant assigned to their budget area to arrange a meeting to discuss their forth coming 
budget requirements. In “n   al” yea s   hey  ill be sen  a c py     he p evi us 12   n hs ac ual spend     c   en   n p ssible changes    expec ed alteration 
to spend patterns. Procedure 302 sets out the timing of each stage in the process, but it has been recognised by management that this procedure would benefit 
from a refresh to reflect the current SFC timing of funding announcements. 

Budget holders have the option to vire between non staff codes as required but this is undertaken by Finance, so effectively requires Finance approval. Procedure 
302 describes the budget amendment (virement) process. 

Given the maturity of the existing coding structure, the requirement to gene a e ne  c s  c des is  a e.  The Financial Regula i ns a e based  n CIPFA’s M del 
Set of Financial Regs, balancing the regulatory concepts against procedural detail.  The budget hierarchy is documented through the College procurement system, 
where no spend can happen without the budget holder authorising the spend. The TZZ cost centres are monitored by Finance and are used to record costs that 
span all teaching areas. PAA to PAV cost centres are reviewed by the Facilities Client Manager who reports to the VP Finance and Resources. The Financial 
Controller Business Management attends the monthly budget monitoring meetings for this team due to the materiality of the spend. 
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Objective 2: Budget setting is linked to corporate and operational planning processes and budgets are revisited when plans change, or funding targets 
are not achieved. 

The C llege’s S  a egic Devel p en  Plan 2018 – 2021 sets out the five strategic objectives for the College: 

• Being responsive,

• Developing people,

• Working in partnership,

• Delivering quality, and

• Building sustainability.

Each Faculty and Support Service is responsible for preparing their own operational plan, which is linked to the objectives in  he c llege’s s  a egic plan. As pa      
the Colleges budget planning process, meetings were held with budget holders. At those meetings, the current situation the college is facing has been discussed 
al ng  i h  he p  en ial  unding sh    all. Finance c  ple es  he budge  h lde ’s d a   annual budge  based on actual from the previous year.   Potential staffing 
costs, services, other income, and expenditure is reviewed. Staffing is based on actual costs including salary scales of all staff and are not based on salary 
averages to improve the accuracy of the budget projections and potential agency staffing expenditure provided by Protocol. Annual salary uplifts are included in 
these calculations. The completed budget by each budget holder forms the basis of the overall college budget. 

Due to the current uncertain  inancial si ua i n and  educed s uden  inc  e  has  esul ed in    e    a “  p d  n” app  ach    budge  planning. The decision to 
impose a 2.5% reduction in the staffing budgets across the college, was due to a reduced Credit delivery target for the College from the SFC of 2.5%. The budget 
has been prepared on this basis and been approved by the Leadership Team and the Regional Board. A key element of the review and approval of the budget 
als  ensu es i  is aligned     he c llege’s s  a egic  bjec ives. 

To mitigate the uncertainty of the current situation, budget reforecasts were completed in December 2020 when the College had a clearer indication of student 
numbers, students staying on courses, and the continuation of Lockdown rules for the FE Sector due to the COVID 19 pandemic.  A further review may be due for 
the end of the current fiscal year.  The outcomes of this reforecast, and its impact on the projected budget for the remainder of the year, was presented to the 
Finance and Resources Committee and Regional Board in December 2020.  

Management have developed a subsidiary Corona Budget where any income and expendi u e ass cia ed  i h  he C llege’s  esp nse     he pande ic is 
transparent and is reported to the Finance & Resource Committee and Regional Board. 

For 2021/22, a zero-based budgeting process is to be adopted for the non-staff spend as the actuals from the last two years have been materially affected by the 
pandemic and would be unusable as a basis      u u e “n   al” yea s, review of students deferring course completion to the following year, staff costing, and 
credit target completion against possible SFC and commercial funding insights. 
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Objective 3: Information is available to management in Faculties and Support Services which is up-to-date and in a format that can be easily 
understood. 

Collation of Data for Budget Holder Reports and Management Accounts 

Monthly reports are produced from the SUN finance system via the Executive dashboard. On a monthly basis, an extract from the Payroll system is used to journal 
all payroll expenditure into the finance system with any income received by the college also receipted into the finance system. At the end of each month there are 
a range of processes undertaken which are set out on a month-end closedown schedule.  This includes ensuring that adjustments are made by the College 
Management Accounting team for prepayments or accruals to ensure that income and expenditure is appropriately matched against the period and cost centre to 
which it relates. 

Also feeding into this is PECOS, an electronic purchase to pay system which the college has in place to manage its procurement activity, primarily its goods and 
services spend. PECOS provides the college with a more secure approach in procurement with control enhanced with the use of system access controls limiting 
the raising and approval of purchase orders (POs) to those  i h an app  ved   le in  he p  cess and in line  i h  he c llege’s sche e     inancial au h  i ies. 

Any items raised on PECOS that have been approved, but where the invoice had still to be received, should be accrued as commitments in management accounts 
and reported in monthly budget holder reports. PECOS is not capable of carrying out commitment reporting. The College has purchased a new system from Kick – 
called P2Pay. This is cu  en ly being b  ugh  up    “live” s a us. 

Management identified that no commitment reports are produced by Finance.  Discussions with budget holders noted they do not currently monitor their 
commitments impacting budget holders understanding around the balance of their budget. 

There are currently no limitations set on PECOS which would prevent budget holders spending over their agreed budgets. In addition, the checking regime around 
applying spend to the right job code is not robust, particularly where descriptions are similar such as “  ansp   ” and “  avel”. 

Work is underway to implement a new P2P purchasing system, which will allow these controls to be implemented and commitment reports to be generated for 
staff. 
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Objective 3: Information is available to management in Faculties and Support Services which is up-to-date and in a format that can be easily 
understood (Continued) 

Budget Holder and Manager Reports 

Manager reports are produced monthly after month-end to allow for period close-off, month-end adjustments and preparation of the reports are completed. The 
monthly budget reports provide budget holders and managers via email with the following: 

A consolidated budget report, in PDF format, which demonstrates by cost centre the staff, goods and services spend and income received. 

For each category, the following information is provided period actual, budget and variance for: 

• Income

• Staffing expenditure

• Protocol / agency expenditure

• Supplies and services

• Year to date actual, budget and variance for the above,

• Year-end budget and balance, and

• Any surplus/ deficit against period, year to date and year end totals are also presented.

An Excel spreadsheet for all transactions feeds into the expenditure reporting for each cost centre code and this enables budget holders to undertake a detailed 
line by line review of expenditure recorded in the period. These Excel reports are extracted directly from the SUN Finance system and are supported by notes 
within the covering email which provide commentary from the Management Accountant on key areas of focus. 

As part of the audit, we reviewed the format of the budget holder to assess whether they provide sufficient information to enable budget holders and managers to 
effectively manage their allocated budgets.  Based on our review, and discussions with budget holders and managers, we consider that these reports do provide 
them with information and support is available from Finance to assist budget holders and managers in this process. 
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Objective 3: Information is available to management in Faculties and Support Services which is up-to-date and in a format that can be easily 
understood (Continued) 

Observation Risk Recommendation Management Response 

Good practice budget management reporting requires 
that reports be provided by at least week three of the 
following month.  However, the sample testing of reports 
noted budget holder reports are provided by the end of 
week 4, or sometimes  longer, impacting on timely 
oversight of any budget monitoring issues. 

Timeliness was noted to be impacted by timely Protocol 
National Invoice reporting. Agency staff expense 
invoices are not available until the 18th of each month. 
Given the absence of commitment reports and the 
materiality of these expenses, monthly reports can be 
delayed until this is received. 

It was also noted that the format of budget reports 
sample tested were inconsistent – the current period 
was not identified, and some reports were not dated in 
line with good practice impacting transparency over 
period being reported. 

Budget holders do 
not have sight of the 
status of their budget 
impacting on timely 
decision making and 
budget balances 
being adhered to. 

R1 Steps should be taken to 
ensure that monthly budget 
reporting is provided to budget 
holders by week 3 (or before) of the 
following month.  

Agreement should be sought with 
Protocol National to ensure timely 
invoicing of agency spend.  Should 
this not be achieved, management 
should utilise commitment reporting 
(based on fixed rates agreed and 
predicted hours) in the absence of 
Protocol invoices.  These can be 
matched up at a later date. 

The Executive reporting tool should 
be enhanced to allow recording of 
the current period reported and to 
ensure that all management 
reported produced are dated for the 
day they are issued. 

As reported to the auditor, Senior 
Management discussions have taken 
place on numerous occasions with PN 
regarding the delay to the production of 
invoices – with no success. 

We have considered numerous options 
to speed the process of month end 
reporting as advised to the auditor, none 
of which we deem to be adequate to 
give dependable results for a material 
spend. This is revisited at least annually. 

We will review the suggested method of 
using fixed rates and predicted hours in 
terms of additional staff time required 
versus benefit accrued. 

Agreed to investigate the amendment to 
the reporting tool to record the period 
reported and date of issue. 

To be actioned by: Financial Controller 
– Business Management

No later than:  30 June 2021 

Grade 3 
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Objective 4: Budget holders have the necessary skills for managing budgets. 

From our discussions with budget holders and managers in Faculties and Support Services it was noted that all of those we interviewed considered that they had 
the necessary skills required to allow them to effectively manage their budgets. 

The review of training records confirmed that the sample of budget holders selected had not received formal budget holder training since 2014. However, during 
our discussions we confirmed with budget holders that if they had any issues, then they felt comfortable that they could approach the relevant Management 
Accountant and their team for advice and assistance.  All new managers receive training for non-finance managers. 

The implementation of P2P in May 2021 will also refresh budget holder training requirements.  No further issues were noted from this review. 

Objective 5: Budget variations are reported and acted upon 

As noted under Objectives 1 and 3 above, monitoring reports are provided to budget holders and managers that show variances between budgeted and actual 
spend or income.  From our discussions with a range of budget holders and managers we were advised that they identify items for follow-up, or Finance may 
identify these and raise with budget holders and managers (particularly if these are large amounts).  In either case staff advised that they would seek to 
understand the reason for variances and consider whether specific corrective action is required to be undertaken. 

Variances are presented and narrative provided to provide explanations for significant variances, in line with good practice, within management reports presented 
to the Finance & Resources Committee and the Regional Board. 

Objective 6: There is accurate cash flow reporting. 

Consideration of cash balances and cash flows are important to ensure that the College has sufficient funds to fulfil all its financial obligations as they fall due.  At 
the start of every month a monthly Cash Flow Forecast Return is required to be completed and submitted to the SFC.  This sets out the forecast expenditure for 
that month, as well as analysing actual expenditure and closing cash balances for the previous month.  We reviewed the forecast monthly closing cash balance on 
the SFC Monthly Cash Flow Forecast Returns for July 2020, September 2020, November 2020, and January 2021 against the recorded closing cash balance. 
This review has identified the impact of Covid-19 on the College’s finance. The Finance and Resources Committee receive the College Management Accounts 
and also the latest cash flow (to their meeting) that has been submitted to the SFC.   However, we are content that the controls are operating effectively in this 
area. 
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Objective 7: Senior management and the Board regularly review the College’s overall financial position. 

Consolidated College Monthly reports 

Management accounts are prepared monthly, Leadership team members are provided with the monthly management accounts, and the latest monthly 
management accounts are provided to each standard Finance and Resources Committee meeting, and the Regional Board.  These are comprised of: 

• Consolidated income and expenditure (year to date and full year actual to budget)

• Corona (COVID-19) related income and expenditure (year to date and full year actual to budget)

• Year to date detailed income and expenditure with combined budgets for Corona-related activities against original planning

• Supplementary income and expenditure

• Forecast and budget for full academic year, with variances and comments for movements.

• Balance sheet

• A cash flow showing actual and forecast closing monthly cash balances; and

• Student support.

These are supported with a paper setting out the reasons for main variances and the cash flow position. 
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Level of Assurance 

In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 

Gradings are defined as follows: 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

Action Grades 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 
brought to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 
addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 
enhance efficiency and effectiveness. 
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Overall Level of Assurance 

Risk Assessment 

Background 

Management Summary 

 

Satisfactory System meets control objectives with some weaknesses present. 

 

This review focused on overarching risk management arrangements within the North East Scotland 
College (NESCOL) and therefore this review encompasses all identified risks facing the organisation 
rather than any specific risk (or risks) and the response to them, including business continuity 
planning. 

 

As part of the Internal Audit programme at NESCOL for 2020/21 we carried out a review of the risk 
management arrangements in place.  The review also assessed the effectiveness of the current 
Business Continuity Plans (BCPs) and processes in place to enable NESCOL to continue to operate 
during the COVID-19 pandemic.  Our Audit Needs Assessment identified these as areas where risk 
can arise and where Internal Audit can assist in providing assurances to the Principal and the Audit 
and Risk Committee that the related control environment is operating effectively and ensuring that risk 
is maintained at an acceptable level. 

This audit reviewed  ESCOL’s approach to risk management against the risk requirements for public 
bodies contained within He  Majes y’s T easu y’s (HMT) O ange B  k Guidance  n Risk 
Management, commonly referred to as the ‘Orange book’.  The Orange book contains specific 
guidance and standards on risk management arrangements.  These standards were used as the 
basis for our audit review and assessment. 

In addition, the audit reviewed the current approach in place against the Chartered Institute of Internal 
Auditors (CIIA) risk maturity model, to assess the level of maturity in the management of risk within 
NESCOL.  The model provides an insight into whether the risk management process and approach 
are fully embedded, or if additional work is required to further develop the ‘risk management culture’ 
within all parts of NESCOL. 

The BCP process was reviewed against the BSI-ISO standard 23301(Business Continuity) to assess 
whether the plans and their operation are aligned to best practice, enabling NESCOL to operate as 
close to ‘normal’ during the pandemic. 
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Scope, Objectives and Overall Findings  

The scope of this audit was to consider whether there are corporate policies and procedures in place 
to adequately assess risk and minimise the possibility of unexpected and unplanned situations 
developing, along with the suitability of the BCPs in place to minimise disruption to operations 
following loss of life, buildings or equipment and enable NESCOL to operate as close to ‘normal’ as 
possible during the COVID-19 pandemic. 

The table below notes the objectives for this review and records the results: 

Objective Findings 

The specific objectives of this audit were to 
obtain reasonable assurance that: 

1 2 3 

1. There is a process in place to provide
reasonable assurance to the Regional
Board and to the Principal in relation to the
declaration on risk required for the
financial statements.

Satisfactory 0 0 1 

2. The process in place applies good practice
in risk management. Satisfactory 0 0 2 

3. Key risks have been identified and are
being appropriately controlled, mitigated,
reported and discussed at appropriate
levels of management and the Regional
Board.

Satisfactory 0 0 0 

4. Business Continuity Plans are in place
covering all of the C llege’s ac ivi ies and
locations.

Good 0 0 0 

5. The Business Continuity Plans are
workable, properly communicated to
members of staff, and have been
adequately tested.

Good 0 0 0 

6. The processes and procedures in place
follow recommended good practice. Good 0 0 0 

7. The work that has been undertaken to
allow College operations to continue
during the COVID-19 pandemic has, as far
as possible, minimised the impact on the
student experience.

Good 0 0 0 

Overall Level of Assurance Satisfactory 

0 0 3 

System meets control 
objectives with some 
weaknesses present. 
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Audit Approach 

Summary of Main Findings 

 

 

We obtained and reviewed the NESCOL risk management policy, procedures and Strategic Risk 
Register (SRR) and BCPs.  We then discussed the risk management arrangements in place and the 
operation of the BCPs through meetings with a sample of senior managers, in order to capture the 
experience of individual directorates in applying these requirements.  NESCOL’s risk management 
and business continuity planning arrangements were then benchmarked against relevant good 
practice and guidance.  

Strengths 

• A comprehensive Risk Management Policy is in place which clearly articulates NESCOL’s
approach to risk management and the responsibilities of the Senior Executive Team, Audit
and Risk Committee and the Regional Board in identifying, assessing, and monitoring the
mitigation of risks;

• NESCOL has in place a risk appetite to review residual risk scores and where these exceed
agreed levels additional actions are required to mitigate the current risk score;

• Where additional actions are required, these are allocated to a member of the College
Leadership Management Team (CLMT) to deliver, with progress reported within the SRR;

• The SRR is reviewed and updated in line with the policy requirements;

• There is regular reporting of the SRR to the Audit and Risk Committee and the Regional
Board;

• There is an annual review of the effectiveness of the risk management process;

• NESCOL invoked its BCP at the outset of the COVID-19 emergency and has continued to
operate and deliver a programme of ongoing teaching to students;

• The Crisis Management Team (CMT) and its supporting structure has operated the BCP from
the outset of the emergency, initially meeting daily to direct the required actions to maintain
the C llege’s  pe a i ns;

• The CMT continues to manage the emergency, addressing current issues and forward
planning for upcoming events including the easing of lockdown and the opening up of the
College to students;

•  ESCOL’s IT and digi al app  ach  acili a ed  he   ansi i n    b  h  e   e    king and 
teaching; and

• The BCP has been updated in the light of the less n’s lea ned during its operation in the
pandemic.

Weaknesses 

• There is no defined training framework in place for managers around risk management;

• There are no metrics in place to assess and score the impact to NESCOL should a risk occur
and further guidance in this area would be useful; and

• There is no detailed guidance in place that attributes any values to the assessment of the
accepted risk appetite tolerances.
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Main Findings and Action Plan 

Objective 1: There is a process in place to provide reasonable assurance to the Regional Board and to the Principal in relation to the declaration on 
risk required for the financial statements. 

NESCOL’s Risk Management Policy was last updated in September 2019 and is due for an update in September 2021.  The Risk Management Policy sets out the 
standard risk management approach to be applied in relation to risk identification, as well as the subsequent monitoring of risks and mitigating management 
actions.  The policy clearly articulates the College’s approach to risk management, its risk appetite and also defines the roles and responsibilities for its application 
for the: 

• Regional Board

• Audit and Risk Committee; and

• Senior Executive Team.

The NESCOL Risk Management Policy outlines roles and responsibilities for the management of risk including: 

• Roles and responsibilities for the identification, assessment, management and reporting of risk within NESCOL;

• Alignment of risks to the corporate objectives;

• Enable the organisation to recognise and manage the risks it faces;

• Mitigate risk, reducing the likelihood of occurrence;

• Minimise the cost and impact of risk;

• Implement a consistent method of measuring risk;

• Review and reporting arrangements; and

• De ining  he  ESCOL’s  isk appetite.

There is a Strategic Risk Register (SRR) in place that identifies and manages risks to the NESCOL strategic objectives.  The SRR is reviewed and updated at the 
College Leadership Management Team (CLMT) meetings.  The updated SRR is presented at all Audit and Risk Committee meetings and every six months to the 
Regional Board.  The risks within the SRR are aligned to the strategic objectives. 
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Objective 1: There is a process in place to provide reasonable assurance to the Regional Board and to the Principal in relation to the declaration on 
risk required for the financial statements (continued). 

Risks identified within the SRR are assessed using a 5x5 scoring matrix based on the potential of the risk impacting on NESCOL and the likelihood of this adverse 
event occurring.  This initial risk score is assessed against the current control measures in place to generate a final risk score.  This score is assessed against the 
agreed target score as defined within the agreed risk appetite.  If the risk score is above the agreed risk appetite, further actions are required and detailed within 
the SRR.  The SRR also identifies the risk owner, with a target time in place for the completion of any agreed additional actions to ensure the risk is managed 
within the agreed College risk appetite. 

Progress against these agreed actions is reviewed as part of the SRR updates by the governance bodies outlined above with the direction of travel of each risk. 
Our audit review of the current risk management process did confirm there was regular revie s and upda ing     he C llege’s SRR in line  i h  he d cu en ed 
policy. 

Observation Risks Recommendation Management Response 

Our review did confirm that there is an effective process 
in place to identify, assess and manage risks within the 
SRR and to review and report on risk management at 
both Executive and Board level.  However, there is no 
formal training in place for risk management within 
NESCOL nor is there any guidance in place on how to 
apply the approach in place.  There is an absence of: 

• a defined training framework in place for staff and
managers to support the delivery of the current
Risk Management Policy; and

• guidance on how to apply the current policy
including on how to score and assess the
identified risk and describe the associated
mitigation actions.

Risks to NESCOL may 
not be effectively 
identified and managed 
due to an absence of 
guidance detailing 
managers’ roles and 
responsibilities in this 
area and how to apply the 
College risk management 
approach. 

R1 A training framework should 
be developed, and rolled out to 
relevant managers, to raise awareness 
on how to identify, manage and report 
on risks to NESCOL achieving its 
strategic objectives.  In addition, 
regular refresher training should be 
developed and put in place for those 
with formal roles in the risk 
management process. 

Agreed.  Risk Management 
Training will be incorporated into 
training for Leadership Team 
members. 

To be actioned by: Learning and 
Development Manager 

No later than: 31 December 
2021 

Grade 3 
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Objective 2: The process in place applies good practice in risk management. 

As part of our audit testing, we compared the risk management framework in place and operating within NESCOL against the HM Treasury (HMT) Orange Book 
Guidance on Risk Management (updated February 2020).  Our evaluation of the evidence presented is summarised below against each of the stated principles of 
an effective risk management process as detailed within section D of the Orange book guidance.  These principles are: 

• Risk identification and assessment;

• Risk treatment;

• Risk monitoring; and

• Risk reporting.

Risk identification and assessment 

The NESCOL Risk Management Policy states that the Senior Executive Team (the CLMT) identify and evaluate the significant risks faced by the College for 
consideration by the Regional Board within the SRR.  CLMT members are required to identify and document risks from their own area of responsibility as part of the 
regular review and updating of the NESCOL SRR.  All risks on the SRR are assigned to an Executive lead.  The risk owners are responsible for providing updates 
on each of the strategic risks as part of the reporting cycle outlined under Objective 1 above. 

Risk treatment 

There is a clear methodology for identifying and assessing both the gross risk score and, following the identification of the current controls in place, assessing the 
residual risk score.  The College has a risk appetite defined within its Risk Management Policy, stating that ‘The College must take risks in order to achieve its aims 
and deliver beneficial outcomes to owners / stakeholders.’  The NESCOL agreed risk appetite and its assessment is based on the HMT Orange Book Risk Appetite 
Framework and is subject to regular review and updating by the CLMT, Audit and Risk Committee and the Regional Board. 

The identified risks are assessed against the agreed risk appetite and where the score exceeds this, action plans are developed and allocated to a CLMT member 
to mitigate these identified risks.  Review dates are in place to monitor the mitigating actions and to deliver a reduction in the risk exposure. 

Risk monitoring 

There is regular review of the SRR at each CLMT meeting, with the identification of new risks, changes in current risk scores and progress against the agreed 
action plans.  The review of the SRR is a standing agenda item at this meeting. 
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Objective 2: The process in place applies good practice in risk management (continued). 

Risk reporting 
There is regular reporting on risk management to CLMT, at each meeting of the Audit and Risk Committee and at six monthly Regional Board meetings, along with 
an annual review of its effectiveness. 

While these four key elements of the HMT Orange Book Guidance on Risk Management are in place, we noted that, with the exception of the IT risk registers and 
projects managed by the Project Management Office (PMO), formal risk registers are only maintained for the SRR. Management reviews of the risks are conducted 
by CLMT members as part of their management roles monitoring risks within their current areas of responsibilities.  We were also informed that risks to the delivery 
of annual operating plans are identified and documented and their mitigation is documented within the operating plans. 

While the current approach does provide a degree of assurance, as highlighted in Appendix 1 below, there is an option to expand the current risk management 
arrangements with the introduction of risk registers at an operational level. However, we confirmed with management that the work required to create and maintain 
operational risk registers, and the benefits which would accrue from this work, have already been considered and it is not deemed appropriate for the College to 
pursue this option at this time. 

As part of our audit, we also reviewed the current approach against the Chartered Institute of Internal Auditors (CIIA) Risk Maturity Model assessment, and the 
outcome of this assessment is detailed at Appendix 1.  The model assesses organisations against a matrix which ranges from being ‘risk naïve’ to fully ‘risk 
enabled’, based on the current methodology adopted and the application of the approach to the identification and management of risk. 

Based on this model, our assessment of the current risk management approach in place against the model criteria, is that NESCOL is a ‘risk defined’ organisation 
(see Appendix 1 for the details of this opinion).  Full details of where improvements are required to further mature the NESCOL risk process are detailed below. 



Risk Management and Business Continuity Planning 

9 

Objective 2: The process in place applies good practice in risk management (continued). 

Observation Risks Recommendation Management Response 

The current policy and application of the risk registers 
contains a scoring system of impact and likelihood 
scores based on a 5x5 approach.  While there is 
guidance in place to support the assessment of 
likelihood of the adverse events occurring and the 
impact to NESCOL should the risk occur, further clarity 
would be useful on the factors to be considered when 
assessing and scoring the impact.  At present the 
guidance only refers to the impact having a 
‘subs an ial’  ‘c nside able’    ‘pe iphe al’ e  ec  e c. 

For an effective risk assessment process, we would 
expect to see more detailed guidance in place to 
support the impact assessment and scoring which 
would include factors such as: 

• Financial impact, loss less than £1k, would be an
impact score of 1, then on a scale to loss greater
than £50k would be an impact score of 5;

• Loss of IT service, from less than a day, impact
score 1, to complete loss of service over a few
days, impact score 5; and

• Closure of building, one building for less than one
day, impact score 1, to complete loss for an
indefinite period of time, impact score 5.

The above are only examples but provide a basis for 
defining an approach to assessing the risk impact 
scores to ensure consistency within the risk 
management assessment process. 

The risk scores and 
assessment of impact on 
the agreed appetite is not 
effectively identified. 

R2 As part of the Risk 
Management Policy review, NESCOL 
should develop a framework to provide 
further guidance on how to assess the 
impact of identified risks, ensuring a 
consistent approach for risk 
assessment, enabling the College to 
act on identified high risk areas. 

Agreed.  Examples will be added 
to descriptors 

To be actioned by: Vice 
Principal – Finance and 
Resources 

No later than: 31 July 2021 

Grade 3 
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Objective 2: The process in place applies good practice in risk management (continued). 

Observation Risks Recommendation Management Response 

While there is an agreed risk appetite in place, similar 
to what is highlighted for recommendation R3 above, 
there is no detailed guidance in place that attributes 
any formal values to the assessment of the agreed risk 
appetite, i.e. what level of financial loss, or loss of 
business or services can be tolerated for each agreed 
appetite level. 

The risk appetite is not 
effectively monitored to 
ensure risks above the 
agreed appetite do not 
adversely impact on 
NESCOL. 

R3 As part of the risk appetite 
review, NESCOL should develop 
guidance on how to provide a metric to 
define an agreed tolerance for each of 
the agreed risk appetites in place. 
This will provide greater clarity and 
consistency when identifying where 
current risk levels exceed agreed risk 
appetite levels. 

Agreed.  This will be added to 
descriptors 

To be actioned by: Vice 
Principal – Finance and 
Resources 

No later than: 31 July 2021 

Grade 3 
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Objective 3: Key risks have been identified and are being appropriately controlled, mitigated, reported and discussed at appropriate levels of management 
and the Regional Board. 

It was clear from our review of the minutes of the CLMT, the Audit and Risk Committee and the Regional Board that there are discussions around risk in line with the 
policy requirements.  Recently the risk registers have been subject to more regular review and update as the College deals with the impact of the COVID-19 pandemic. 
The updated risk reports provided to the Audit and Risk Committee and the Regional Board signpost any movements in the risks along with updates on the agreed 
action plans in place to address risks above agreed appetite levels.  These measures ensure that the current Risk Management Policy is being complied with. 
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Objective 4: Business Continuity Plans are in place covering all of the College’s activities and locations; and 
Objective 6: The processes and procedures in place follow recommended good practice. 

This review examined the business continuity planning ac ivi ies  i hin  he C llege’s  pe a i ns and ac ivi ies.  This included assessing current recovery capability and 
the degree to which the business continuity planning process has been implemented and responded to the impact of the COVID-19 pandemic across all areas of the 
College.   ESCOL’s business continuity planning approach and plan has been reviewed and updated to combat the current COVID-19 pandemic.  The previous 
Business Continuity Plan (BCP) concentrated on the temporary loss of a site / service which would be rebuilt over a short period of time, it had not envisaged a long-
term adverse event which impacted all of the College’s operations and teaching. 

The revised BCP was introduced in Februa y 2021 based  n  ESCOL’s  esp nse     he COVID-19 pandemic to enable it to maintain delivery of its teaching 
programme.  This updated BCP has been built upon the lessons learned in the current situation and is based on the use of scenario-based plans to assess the required 
actions to be taken, these plans consist of identifying the issues around: 

• Risk / challenge;

• Impacts;

• Proposed mitigating actions;

• Interdependencies;

• Potential additional costs; and

• Required additional guidance.

The revised NESCOL BCP as required by BSI-ISO 22301 Business Continuity Management contains the key requirements of: 

• Scope of what is covered by the plan including the College sites and facilities;

• When and how the plan will be activated;

• Where the plan is located and how to access it;

• Methodology for the implementation and operation of the BCP;

• Management of the response to the emergency;

• Identification of the key business process and creation of response teams to manage these risks;

• Identification of key management and staff in the response teams and their structure to deliver the BCP;

• Communication strategy, both internal (including contact details for key stakeholders) and external notification;

• The recovery process for NESCOL; and

• Regular review, including testing and updating of the BCP.

The audit confirmed that the College has in place a comprehensive approach to business continuity planning which has been significantly reviewed and updated since 
its invocation due to the COVID-19 pandemic, with the current format and content of the BCPs in place within the College in line with recognised good practice as set 
out in BSI ISO 22301. 



Risk Management and Business Continuity Planning 

13 

Objective 5: The Business Continuity Plans are workable, properly communicated to members of staff, and have been adequately tested. 

As highlighted above, the College has been operating its BCP since the start of the COVID-19 pandemic and the resultant lockdown.  At the beginning of the lockdown, 
the Crisis Management Team (CMT) met on a daily basis at 9am to prioritise required actions to support delivery of the College teaching and operations, identify what 
was needed and how it would be achieved.  Roles and responsibilities and timelines for the delivery of the agreed activities was allocated to key stakeholders to deliver 
these actions.  The CMT meeting frequency has now reduced, and it currently meets on a weekly basis.  Roles and responsibilities for key staff are identified in the 
BCP, which is available    vie   n  he C llege’s In  ane . 

Since the activation of the BCP at the outset of the pandemic it has been reviewed and updated.  The previous BCP was subject to review and testing, however its 
activation highlighted some weaknesses around the plans in place which were based around a silo approach dealing with a single incident on a short-term basis i.e. 
loss of a site or key service.  As the lockdown has resulted in the need to adopt a more holistic approach to operating the BCP with the use of a project / programme 
management methodology, this is reflected in the new approach which was adopted in February 2021.  The revised BCP is therefore operating in a live environment 
without the benefits of prior testing however the update is based on the lessons learned during its activation in the COVID-19 emergency.  Once the emergency is over 
and the College returns to ‘normal’ operations, it is expected that it will return to a programme of regular review and BCP testing. 
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Objective 7: The work that has been undertaken to allow College operations to continue during the COVID-19 pandemic has, as far as possible, minimised 
the impact on the student experience 

The College had already undertaken some previous initiatives which helped support the ongoing delivery of remote teaching and support services at the outset of the 
lockdown.  This included developing a strong IT infrastructure to support these requirements.  Additional support for staff and students was available from the IT team 
during the early days of the lockdown.  The availability of IT services and hardware was an initial early action for the CMT to identify and resolve.  There were some 
initial issues over access and connectivity, but these were satisfactorily addressed by the IT team. 

We noted that the College response to staff working remotely from home included identifying critical roles within the College and ensuring that they were provided with 
IT equipment to continue to operate remotely and securely in order to minimise disruption to key operations.  Remote working facilities were made available to staff 
prior to the COVID-19 pandemic, although the scale of this remote working capacity was rapidly increased to ensure that all staff who needed to work from home could 
do so. 

For students, the College already had in place a number of digital initiatives, including Bring your own device (BYOD) and therefore the majority of students had 
suitable formatted laptops in place at the outset of lockdown.  This approach enabled students to access classes remotely.  Remote teaching is now the norm however 
the College is now planning how it will address the issues around the courses where students need to complete ‘practical assessment’ within the College.  The College 
has been opened for limited access since February and the next stage in the business continuity planning process is the arrangements for the return of students to the 
College.  

While it is clear that students in the current pandemic have not been able to obtain the usual ‘student experience’, the College has put in place effective means to 
deliver the required courses to enable students to obtain their course qualifications. 
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Appendix 1: CIIA Risk Maturity Model - Assessing the organisation's risk maturity model 

The CIIA model measures how ‘mature’ an organisations risk management process is and highlights areas where improvements can be made to 
further improve its approach.  To undertake this assessment the key characteristics of a risk management approach are assessed with the current 
approach in place.  The assessment defines where the organisation sits on scale from ‘risk naïve’ to ‘fully risk enabled’.  The objective of the 
assessment is to identify where further enhancements can be made.  To confirm a risk maturity rating, all characteristics are required to be met. 

In our view, based on our assessment, NESCOL is a ‘risk defined’ organisation.  The assessment also confirmed that the current approach in place 
contains some of the requirements of NESCOL being a ‘risk managed’ and ‘risk enabled’ organisation.  However, the assessment identified that in the 
following areas additional work is required for NESCOL to further develop its risk approach, these include: 

Key Characteristic 2 There is no defined training framework in place for staff and managers around risk management (see control objective 1, 
finding 1). 

Key Characteristic 3 There are no metrics in place to assess and score the impact to NESCOL should a risk occur (see control objective 2, finding 
3). 

Key Characteristic 4 The risk appetite is not aligned to the risk scoring process (see control objective 2, finding 4). 

Key Characteristic 5 The formal risk management process with the maintenance of risk registers does not go below SRR (except for IT and PMO) 
(see control objective 2, finding 2). 

Key Characteristic 7 There are no metrics in place to assess and score the impact to NESCOL should a risk occur (see control objective 2, finding 
3). 

Key Characteristic 8 The formal risk management process does not go below SRR (see control objective 2, finding 2). 

Key Characteristic 9 The formal risk management process does not go below SRR (see control objective 2, finding 2). 

Key Characteristic 13 The formal risk management process does not go below SRR (see control objective 2, finding 2). 

Key Characteristic 15 The formal risk management process does not go below SRR (see control objective 2, finding 2). 

The outcome of this assessment is to provide a benchmark to assess the current approach in place and provide a route map for NESCOL should it wish to do 
so to further enhance or mature its risk management approach.  Full details of the model and the benchmarking exercise of NESCOL’s current approach is 
detailed on the next page. 

Assessment Key 

Requirement Fully met 

Requirement Partially met 

Requirement not yet in place 
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Risk naive Risk aware Risk defined Risk managed Risk enabled 

Key characteristics 

Risk Maturity Rating 

No formal approach 
developed for risk management 

Scattered silo based 
approach to risk 

management 

Strategy and policies 
in place and 

communicated. 
Risk appetite defined 

Enterprise approach 
to risk management 

developed and 
communicated 

Risk management 
and internal controls 
fully embedded into 

the operations 

No Process 

1 The organisation's objectives are 
defined 

Met Met Met Met Met 

2 Management have been trained to 
understand what risks are, and 
their responsibility for them 

Met Met Met Partially Met Partially Met 

3 A scoring system for assessing 
risks has been defined 

Met Met Met Partially Met Partially Met 

4 The risk appetite of the 
organisation has been defined in 
terms of the scoring system 

Met Met Partially Met Partially Met Partially Met 

5 Processes have been defined to 
determine risks, and these have 
been followed 

Met Met Met Partially Met Partially Met 

6 All risks have been collected into 
one list. Risks have been allocated 
to specific job titles. 

Met Met Met Met Met 

7 All risks have been assessed in 
accordance with the defined 
scoring system 

Met Met Met Met Partially Met 

8 Responses to the risks have been 
selected and implemented 

Met Met Met Partially Met Partially Met 

9 Management have set up methods 
to monitor the proper operation of 
key processes, responses and 
action plans (monitoring controls') 

Met Met  Partially Met Partially Met Partially Met 

10 Risks are regularly reviewed by the 
organisation 

Met Met Met Met Met 

11 Management report risks to 
directors where responses have 
not managed the risks to a level 
acceptable to the board. 

Met Met Met Met Met 

12 All significant new projects are 
routinely assessed for risk 

Met Met Met Met Met 

13 Responsibility for the 
determination, assessment, and 
management of risks is included in 
job descriptions 

Met Met Partially Met Partially Met Partially Met 

14 Managers provide assurance on 
the effectiveness of their risk 
management 

Met Met Met Met Met 

15 Managers are assessed on their 
risk management performance 

Met Met Met Partially Met Partially Met 
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Level of Assurance 

In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 

Gradings are defined as follows: 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

Action Grades 

Priority 1 
Issue subjecting the College to material risk and which requires to be brought 
to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the College to significant risk and which should be 
addressed by management. 

Priority 3 
Matters subjecting the College to minor risk or which, if addressed, will 
enhance efficiency and effectiveness. 
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Overall Level of Assurance 

Risk Assessment 

Background 

Management Summary 

 

Requires 
Improvement 

System has weaknesses that could prevent it achieving control objectives. 

 

This review focused on the controls in place to mitigate the following risk on North East Scotland 
C llege’s ( ESCol) Strategic Risk Register: 

6.1 - If staff do not adhere to key statutory obligations and legislative requirements, including the 
Equality Act 2010, Freedom of Information (Scotland) Act 2002, General Data Protection Regulation 
(GDPR) then the College may face significant financial penalties and/or reputational damage may 
occur (risk rating: low) 

6.3 – If the College is the victim of a cyber-attack then the College may experience IT systems 
outages and/or data security breaches, both resulting in significant business disruption (risk rating: 
low) 

6.5 – If staff do not adhere to required data processing arrangements then the College may 
experience unavailability or loss of personal data, with potential for monetary fines of up to 4% of 
turnover, reputational damage and normal business processes being negatively impacted or ceasing 
altogether (risk rating: medium) 

 

As part of the Internal Audit programme at the College for 2020/21 we carried out a review of the 

C llege’s IT security and data protection arrangements. Our Audit Needs Assessment identified this 

as an area where risk can arise and where Internal Audit can assist in providing assurances to the 

Principal and the Audit and Risk Committee that the related control environment is operating 

effectively and ensuring that risk is maintained at an acceptable level. 

Responsibility for ensuring an efficient and effective ICT service delivery to all staff and other service 

users lies, principally, with the Information Technology and Technical Services (ITTS) team. This 

includes first level support over some of the main application systems used in the provision and 

maintenance of user access to the network. ITTS is also responsible for purchasing and maintaining 

the servers upon which the applications are housed; the desktop computers and mobile devices used 

by staff; and the network which connects them. 
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Scope, Objectives and Overall Findings 

Background (continued)  

The College has deployed significant resources in developing, acquiring, and maintaining application 

and business systems.  In turn, these systems manage critical information and should be considered 

an asset that requires to be effectively managed and controlled.  

The  a i nal Cybe  Secu i y Cen  e’s ( CSC) 10 Steps to Cyber Security guidance sets out what a 

common cyber-attack looks like and how attackers typically undertake them. Understanding the cyber 

and information security environment and adopting an approach aligned with the  CSC’s 10 Steps is 

an effective means to help protect the College from cyber-attacks. 

This audit included a  evie      he C llege’s cu  en  p si i n regarding information and cyber security 
in order to advise on areas that should be addressed in line with the latest guidance produced by the 
NCSC.  

A key principle of the GDPR is that organisations process personal data securely by means of 
appropriate technical and organisational measures.  This audit considered the technical measures 
that the College has in place to ensure the confidentiality, integrity and availability of its systems and 
services and the personal data processed within them. 

The table below notes the objectives for this review and records the results: 

Objective Findings 

Actions 
already 

underway 

The specific objectives of this audit 
were to obtain reasonable assurance 
that: 

1 2 3 

1. the internal controls in place which
ensure that the security of the IT
network, the configuration of key
elements of IT infrastructure which
protect access to data, plus the policy
and procedures giving guidance as to
how security should be managed by
both the IT department and users is in
line with the NCSC 10 Steps to Cyber
Security guidance.

Requires 
Improvement 

0 4 7 

2. the C llege’s da a p   ec i n
compliance framework includes
iden i ica i n     he C llege’s
information assets and that
appropriate technical controls are in
place to protect these to comply with
the relevant requirements of the Data
Protection Act / General Data
Protection Regulation.

Requires 
Improvement 

0 1 0 

Overall Level of Assurance 
Requires 

Improvement 

0 5 7 

System has weaknesses that could 
prevent it achieving control objectives 
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Audit Approach 

Summary of Main Findings 

 

Our approach was based upon the guidance and best practice provided by NCSC; discussion with the 

Director of IT & Technical Services and members of the ITTS team, review of relevant documentation; 

and observation.  This covered the following areas: 

• Information risk management.

• Secure configuration of ICT equipment.

• Network security.

• Managing user privileges.

• ICT user education and awareness.

• Incident management.

• Malware prevention.

• Monitoring.

• Removable media controls; and

• Home and mobile working.

Through discussion with ITTS staff and the Data Protection Officer we reviewed the technical 

measures in place that ensure that there is appropriate security of the personal data, including 

protection against unauthorised or unlawful processing and against accidental loss, destruction, or 

damage.  

 

Strengths 

Throughout our review we observed examples of good practice and we welcomed the willingness of 
personnel in the ITTS team to assist our review and to improve the C llege’s overall risk position and 
cyber security posture. 

Our review confirmed that overall several expected controls were in place to maintain the security of 
the C llege’s IT network, including: 

• IT / cyber risks are actively assessed and monitored in line with the C llege’s risk

management framework.

• the College has a dedicated Information Security lead within the ITTS team who issues

regular guidance and communication on cyber risks to staff, leverages the expertise provided

by the HEFESTIS CISO and engages with the DPO on information security.

• hardware and software inventories have been created.

• processes are in place for applying updates and patches to all devices connected to the

network.

• the IT architecture protects the network through use of firewalls and verification of College

managed devices, and segregation prevents direct connections to untrusted external services

and protects internal IP addresses.

• management of user accounts is linked     he C llege’s s a  e   leave  and change      le

procedures.  User access rights are reviewed regularly to ensure that permissions remain

appropriate and aligned with job roles.

• administrator access to network components is carried out over dedicated network

infrastructure and secure channels using communication protocols that support encryption.

• network hardware and endpoints are protected by an antivirus solution, which automatically

scans for malware.

• vulnerability scanning of networked equipment is performed weekly.

• data in transit is protected through encryption and secure communication channels.
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Summary of Main Findings (continued) 

Strengths (continued) 

• removable media is scanned for malware when connected to networked equipment.

• only College issued devices can be used by staff to access the C llege’s systems and data.
Standard builds have been established for all devices to ensure the consistency of security
configurations.

Weaknesses 

Using the latest guidance available from the NCSC we identified several weaknesses across the ICT 
environment and noted potential for cyber-attack and data loss through multiple avenues. The 
implementation of the recommendations in this report will reduce the C llege’s current risk position 
significantly; will allow the College to work towards Cyber Essentials Plus re-certification and will 
enhance the C llege’s ability to manage IT security risks on an on-going basis. 

The specific risk relevant to the College that could be managed more effectively is the risk of 
reputational damage because of breach of Personally Identifiable Information (PII) of staff and 
students as a result of external attack or a malicious insider due to weaknesses in security controls. 

The graphic at Appendix I illustrates the C llege’s current position, based on our assessment, in 
 ela i n     he  CSC’s 10 S eps    Cybe  Secu i y guidance. 

Acknowledgements 

We would like to take this opportunity to thank the staff at the College who helped us during our audit. 
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Main Findings and Action Plan  

Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure 
which protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and 
users is in line with the NCSC 10 Steps to Cyber Security guidance. 

Information Risk Management 

Defining and communicating  he C llege’s information risk management regime should be central to  he C llege’s overall ICT / cyber security strategy. The 

NCSC recommends organisations review this regime – together with the nine associated security areas described in Appendix I, to protect against most cyber-

attacks. 

To be fully effective, an information risk management regime should be supported by an empowered governance structure, which is actively supported by the 

Board and senior management. Our review identified that there are structures in place which act as appropriate bodies for evaluating and monitoring 

information security risks within the organisation, for example the Information Risk Working Group. 

It is good practice for an organisation to assess the risks to its information assets with the same vigour as it would for legal, regulatory, financial, or operational 

risk. To achieve this, an Information Risk Management regime should be embedded across the organisation, supported by the Board, senior managers, and an 

empowered information assurance structure. As part of this the organisation should agree the level of information risk the organisation is prepared to tolerate in 

pursuit of its business objectives and produce a risk appetite statement to help guide information risk management decisions throughout the business. 

At a corporate level, a risk management regime has been established with a Risk Register, which identifies cyber security as a key risk, which is monitored by 

the Audit and Risk Committee and senior management.  IT operational risks, including cyber security risks, are monitored by the ITTS team and senior 

management. An Information Risk Management Policy was being drafted at the time of our audit, which sets out the College’s  isk  anage en    a e   k 

including risk appetite, roles and responsibilities, the risk management process, monitoring, control, and measurement. The information risk management 

policy, business continuity and disaster recovery procedures, Risk Register, and IT security policies combine to communicate and support risk management 

objectives, setting out the information risk management strategy for the College. 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure 
which protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and 
users is in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Information Risk Management (continued) 

It is good practice to make use of endorsed cyber security assurance schemes to further demonstrate commitment to cyber risk management. We noted that 

the College currently holds the Cyber Essentials Plus certification and was actively preparing for recertification at the time of our audit.  We also noted that the 

College has a longer-term aspiration to align its processes and controls the ISO 27001 information security management standard. 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure which protect 
access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and users is in line with the 
NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Secure Configuration / Removable Media 
There has been no formal assessment of business requirements for 
users’ connecting input/output devices and removable media (including 
Smart phones) to College devices. 

The use of removable media, such as USBs, is currently unrestricted 
and there is no requirement to ensure that only encrypted USBs are 
used. Our review noted that the systems and services deployed across 
the College ICT environment eliminate the need for transferring data 
from one device / location to another via USBs. To reduce the risk of 
data loss the ICT team has encouraged staff to use applications and 
services such as Office 365, Microsoft Teams, OneDrive and remote 
access, which all have stronger document management controls. 
However, these alternatives do not reduce the risk of viruses being 
introduced into the College network via removable media. 

The continued use of USBs appears to persist as a matter of user 
culture. 

Application whitelisting is the practice of specifying an index of 
approved software applications that are permitted to be present and 
active on a computer system. The goal of whitelisting is to protect 
computers and networks from potentially harmful applications. We 
noted that although whitelisting is not currently utilised, IT systems 
have been configured to prevent the installation and execution of 
unauthorised software and applications by employing process 
execu i n c n   ls      exa ple disabling  he ‘Au   un’  unc i n  n 
devices when removeable media is inserted, and devices are scanned 
for virus/malware on first use. 

Removable media is 
a popular attack 
vector for introducing 
malicious 
programmes into the 
computer network. 

Loss of USBs 
resulting in loss of 
potentially sensitive 
data and breach of 
data protection 
legislation. 

R1    It is recommended that 
awareness of the risks arising 
from the use of removable 
media is re-enforced to staff and 
students. This should then be 
followed up with the introduction 
of a College-wide requirement 
for all staff and students to use 
encrypted USBs only, leading to 
a restriction in the use of USBs 
enforced by policy (through 
whitelisting of devices and port 
restrictions) and to the ultimate 
full removal of the ability to use 
such devices. 

The recommendation is accepted. 

Risk associated with use of USBs will 
be communicated  h  ugh  u  ‘Keep 
I  Sa e’ In    a i n Secu i y 
awareness campaign to all staff and 
students. 

College wide process reviews will be 
completed to understand where 
USBs are still in use and for what 
purpose. 

Where we cannot identify an 
alternative tool to use, encryption of 
USBs will be enforced. 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 March 2022 

Grade 3 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure which 
protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and users is 
in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Network Security 
The College should limit access to network ports, 
protocols and applications filtering and inspecting all traffic 
at the network perimeter to ensure that only traffic which is 
required to support the business is being exchanged. 
Inbound and outbound network connections should be 
controlled, and managed and technical controls deployed 
to scan for malware and other malicious content. 

We noted that Intrusion Detection Software (IDS) is 
deployed at the network boundary. Firewall reports 
monitor IP address ranges for unusual activity and traffic 
which are reported to the ITTS team. We noted that there 
are no geographic restrictions in place blocking IP 
addresses accessing the firewall from outside of the UK. 
The College had identified that some students had 
returned to EU countries, and other such as Russia, 
during the pandemic, and therefore the College has not 
put firewall restrictions in place to ensure that these 
students could still access College services. However, 
upon further discussion with ITTS staff we noted that 
students do not need to access networked services whilst 
outside of the UK so there is no business requirement for 
non-UK IP traffic accessing the firewall. Russia is the 
source of many cyber threats and has been identified as a 
high-risk region and should be blocked where there is no 
business need. 

The network is exposed to 
untrusted connections from 
high-risk regions which pose 
a threat to the integrity, 
security, and availability of 
the network. 

R2   Ensure that geographic 
restrictions are applied to the 
firewall ruleset so that, where 
there is no valid business 
justification for doing so, non-UK 
IP addresses are blocked at the 
firewall to deny access to the 
College network. 

The recommendation is accepted. 

Access requirements will be 
confirmed with all curriculum 
areas and support departments 
and once confirmed that no 
international access is needed 
geographic restrictions will be 
added to our Firewall 
configuration. 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 December 
2021 

Grade 2 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure which 
protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and users is 
in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Network Security 
Penetration tests of the network infrastructure should be 
conducted regularly and undertake simulated cyber-attack 
exercises to ensure that all security controls have been 
implemented correctly and are providing the necessary 
levels of security. We noted that there have been no 
penetration tests in recent years. 

Regular penetration testing, in conjunction with frequent 
vulnerability scanning of the network, deployment of IDS 
and IPS solutions, and geographic restrictions of firewall 
access, provide strength in depth to network security 
controls. 

As part of the devel p en      he C llege’s new Cyber 
Security Incident Response Plan, the HEFESTIS Chief 
Information Security Officer (CISO) has agreed to facilitate 
cyber-attack scenario testing later in 2021. 

Information about technical 
vulnerabilities for information 
systems being used is not 
obtained in a timely fashion, 
the C llege’s exposure to 
such vulnerabilities is not 
evaluated and appropriate 
measures taken to address 
the associated risk. 

R3   Penetration tests of the 
network infrastructure should be 
conducted at least annually and 
simulated cyber-attack 
exercises undertaken to ensure 
that all security controls have 
been implemented correctly and 
are providing the necessary 
levels of security. 

The recommendation is accepted. 

Full penetration testing will be 
added to our annual external 
vulnerability scanning tasks. 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 March 2022 

Grade 3 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure which 
protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and users is 
in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Network Security / Monitoring 
We noted that an Intrusion Detection System (IDS) or 
Intrusion Prevention System (IPS) are not deployed on the 
IT network. Though they both relate to network security, 
IDS differ from a firewall in that a firewall looks outwardly 
for intrusions to stop them from happening. Firewalls limit 
access between networks to prevent intrusion and do not 
signal an attack from inside the network. An IDS evaluates 
a suspected intrusion once it has taken place and signals 
an alarm. An IDS also watches for attacks that originate 
from within a system. A system that terminates 
connections is called an IPS and is another form of an 
application layer firewall. 

IDS / IPS should monitor all networks and host systems 
(such as clients and servers) supplemented as required 
by Wireless Intrusion Detection Systems (WIDS). These 
solutions should provide both signature-based capabilities 
to detect known attacks and heuristic capabilities to detect 
potentially unknown attacks through new or unusual 
system behaviour. 

Unusual or malicious network 
traffic or incoming and 
outgoing activity that could 
indicate an attack (or 
attempted attack) Is not 
identified. 

R4   Tools such as network 
intrusion detection and network 
intrusion prevention should be 
placed on the network and 
configured to monitor traffic for 
unusual or malicious incoming 
and outgoing activity that could 
be indicative of an attack or an 
attempted attack. Alerts 
generated by the system should 
be promptly managed by the 
ITTS team, trends analysed and 
where significant security issues 
are identified these should be 
reported to the ITTS 
management team. 

The recommendation is accepted. 

IDS and IPS solution deployment 
will be included in the IT project 
programme for 21/22. Delivery will 
be dependent on available 
technical resources and funding. 

To be actioned by: Director of 
ITTS, IT Programme Manager 

No later than: 31 July 2022 

Grade 3 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure which 
protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and users is 
in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Managing User Privileges 
System or database administrator accounts should not be 
used for high risk or day to day user activities, for example 
to gain access to external email or browse the Internet. 
Provide administrators with normal accounts for business 
use. The requirement to hold a privileged account should 
be  evie ed    e   equen ly  han ‘s anda d use ’ 
accounts. 

We noted that administrators have separate accounts for 
day-to-day activities (email and internet) and network 
management tasks. We also noted that administrators 
have access to both the domain controllers and back-up 
storage, both of which are connected to the network. 
Additional back-ups are held at an offsite data centre as 
pa       he C llege’s disas e   ec ve y s lu i n. Copies of 
back-ups are also held offsite on physical tape drives to 
provide resilience. Lessons learned from recent malware 
incidents in the education sector identified that networked 
files and back-up files were encrypted after an 
administrator account had been compromised severely 
impacting the recovery capability. Multi-factor 
authentication is included on administrator accounts to 
provide an additional layer of security. 

Network files and back-ups 
are encrypted or infected, 
leading to increased time and 
resources to recover from a 
malware attack. Integrity and 
availability of data is lost 
negatively impacting College 
operations, staff and student 
experience, loss of revenue, 
and reputational damage. 

R5   Administrator privileges 
should be reviewed to ensure 
that there are segregation 
controls in place with separate 
administrator accounts created 
for accessing domain controllers 
and for accessing back-ups, and 
in the event of a cyber-attack, to 
reduce the risk of lateral 
movement across network 
services and unauthorised 
encryption of back-up files via 
malware. 

The recommendation is accepted. 

A full review of administrator 
privileges will be completed with a 
particular focus on segregation of 
accounts used to administer 
backup systems. 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 December 
2021 

Grade 2 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure which 
protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and users is in 
line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

User Education and Awareness 
As part of a framework of learning and to maintain user 
awareness of the cyber risks faced by the organisation, all users 
should receive regular refresher training on the cyber risks to the 
organisation, and to them as both employees and individuals. 
We reviewed  he C llege’s app  ach    cybe  a a eness 
training and noted that the College issues regular 
communications and guidance to staff on cyber security via the 
College intranet, by email, as part of the staff development days, 
ad hoc training for staff groups and advice provided to individual 
staff members. All new staff are required to complete a 
mandatory IT security e-learning module during induction. All 
other staff have also been required to complete the same 
training. We noted that there is no mandatory programme of 
refresher training with staff required to repeat the e-learning 
module. We obtained a copy of a report from the College’s 
Digital Futures team, showing completion rates for the IT 
security e-learning module. We noted from this report, that there 
were 824 users listed, out of 1,690 users, where there was no 
en  y in  he ‘las  accessed’  ield indicating that the user was 
enrolled but had not attempted to complete the module. The 
1.690 users listed also includes users that may no longer be 
employed by the College. This indicates that either not all staff 
are completing the mandatory training; that results are not being 
accurately recorded when staff are completing the training; 
and/or there are weaknesses in the process for reviewing 
completion data and following up with staff to ensure that 
mandatory training is being completed in line with the College 
policy. 

Organisations that do not 
effectively support 
employees through 
education and awareness 
may be vulnerable to a 
range of risks, including: 

• introduction of
malware and data
loss through use of
removable media.

• legal sanctions due
to loss of sensitive
data.

• external attacks due
to email phishing
and social
engineering; and

• data loss or
corruption due to an
internal attack by a
dissatisfied
employee.

R6   Line managers should be 
reminded of the need to 
ensure that staff complete all 
mandatory training in 
accordance with the College 
policy. Data on completion 
rates of the mandatory IT 
security e-learning module 
should be provided to the 
Information Security Lead 
within the ITTS team each 
quarter and instances of non-
completion followed up with 
individual staff. Completion 
data should also be reported to 
the Information Risk Working 
Group (IRWG) and trends 
monitored over time. 

The recommendation is accepted. 

In collaboration with People 
Services we will communicate 
with all line managers to ensure 
staff are aware of the mandatory 
training requirements. 

Reporting mechanisms 
associated with the mandatory 
training will be reviewed to ensure 
accurate quarterly reporting that 
will be surfaced at ISWG/IRWG 
and if required IT Action team 
meetings 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 July 2021 

Grade 2 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure 
which protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and 
users is in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

User Education and Awareness 
We noted that there is no mandatory 
programme of refresher training with 
staff required to repeat the e-learning 
module. 

Organisations that do not effectively 
support employees through 
education and awareness may be 
vulnerable to a range of risks, 
including: 

• introduction of malware and
data loss through use of
removable media.

• legal sanctions due to loss of
sensitive data.

• external attacks due to email
phishing and social
engineering; and

• data loss or corruption due
to an internal attack by a
dissatisfied employee.

R7   Ensure that annual refresher training 
around cyber security is categorised 
mandatory, and this is supported by a 
risk-based approach to providing 
supplementary training to staff in high-risk 
groups/teams. 

The recommendation is accepted. 

Content of training will be reviewed 
and updated annually and set as 
mandatory for all staff. 

Supplementary training will be 
delivered by Information Security 
Lead and partners where 
appropriate. 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 July 2021 

Grade 3 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure 
which protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and 
users is in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

User Education and Awareness 
Although regular guidance and communications 
on cyber risks, including phishing emails, are 
issued to staff, there is no process in place for 
formally evaluating the impact that training is 
having on user behaviour. 

Discussions with ITTS staff noted that the 
number of incidents of phishing, scam or spam 
emails being reported to ITTS has increased 
significantly during the last 12 months. This is in 
line with the increased incidence in cyber-attack 
activity in 2020 reported by the NCSC. 
Increased reporting of incidents by staff could 
also indicate a heightened awareness of risks 
amongst staff as a positive outcome of the 
guidance and communications issued by the 
College. 

Organisations that do not effectively 
support employees through 
education and awareness may be 
vulnerable to a range of risks, 
including: 

• introduction of malware and
data loss through use of
removable media.

• legal sanctions due to loss of
sensitive data.

• external attacks due to email
phishing and social
engineering; and

• data loss or corruption due to
an internal attack by a
dissatisfied employee.

R8   Establish mechanisms, 
such as ethical phishing testing, 
to gauge the effectiveness and 
value of the security training 
provided to staff. Those areas of 
the organisation that regularly 
feature in security reports or 
achieve the lowest scores or 
feedback from security testing 
should be targeted for further 
tailored training. 

The recommendation is accepted. 

Ethical phishing testing exercise 
will be delivered through the 
HEFESTIS service and 
appropriate follow up training and 
guidance delivered by Information 
Security Lead. 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 March 2022 

Grade 3 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure 
which protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department 
and users is in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Malware Prevention 
If the business processes can support it, disable 
scripting languages such as Windows Scripting, 
Active X, VBScript, and JavaScript, which are 
common attack vectors for malware and viruses. 

We found that there are no restrictions on use of 
scripting languages, and no risk assessment or 
review of business need for scripting languages 
has been undertaken. 

Scripting languages are 
popular attack vectors for 
introducing malicious 
programmes into the IT 
network. 

R9   A review should be conducted 
around the need for scripting 
languages and steps should be 
taken to disable services that are 
not required. 

The recommendation is accepted. 

A full review will be completed 
and scripting services will only be 
enabled where a specific 
business need is identified. 

To be actioned by: IT Service 
Delivery Manager, Information 
Security Lead 

No later than: 31 December 
2021 

Grade 3 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure 
which protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department 
and users is in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Removable Media / Monitoring 
The C llege’s   ni   ing s  a egy sh uld include 
the capability to detect and react to the 
unauthorised use of removable media and 
unauthorised transfer or removal of data. 

As previously noted, there are no restrictions on 
the use of USBs and other removeable media. 
We also noted that there is no automated data 
exfiltration monitoring solution in place, and 
although monitoring is performed by ITTS this is 
a manual process which focuses on reviewing 
network activity and performance. Office 365 
provides data loss protection through limiting 
information and file sizes that leave the 
organisation though emails but loss of data 
through file uploads to file sharing sites or 
through removeable media is not monitored. 
Large or unusual volumes of data leaving the 
network through the firewall may also be an 
indication of malware with data transferring to an 
external party. 

Unauthorised removal 
or transfers of data are 
not identified resulting 
in a data breach, fines 
and penalties being 
imposed by the ICO 
and reputational 
damage. 

R10   Automated data exfiltration 
monitoring solutions should be 
deployed to identify instances of 
unauthorised removal or transfer of 
da a       he C llege’s sys e s. 

The recommendation is accepted. 

Automated data exfiltration solution 
deployment will be included in the IT 
project programme for 21/22. Delivery 
will be dependent on available technical 
resources and funding. 

To be actioned by: Director of ITTS, IT 
Programme Manager 

No later than: 31 July 2022 

Grade 3 
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Objective 1: The internal controls in place which ensure that the security of the IT network, the configuration of key elements of IT infrastructure 
which protect access to data, plus the policy and procedures giving guidance as to how security should be managed by both the IT department and 
users is in line with the NCSC 10 Steps to Cyber Security guidance (continued) 

Observation Risks Recommendation Management Response 

Home and Mobile Working 
To protect data at rest, users should minimise the 
amount of information stored on a mobile device to 
only that which is needed to fulfil the business 
activity that is being delivered when working outside 
the normal office environment. If the device 
supports it, encrypt the data at rest through full disk 
encryption. 

Although all staff are using College managed 
devices    c nnec   e   ely     he C llege’s 
systems, the devices do not have full disk 
encryption. 

Mobile device management software is deployed 
which can identify and remotely wipe devices in the 
event of loss or theft, however there is still 
opportunity for unauthorised access to data stored 
on the devices in the period between loss or theft of 
the device, the incident being reported to ITTS, and 
then remote wiping of the device being actioned. 
Weaknesses in  he C llege’s inciden   ep   ing 
process highlighted earlier in this report could 
potentially increase the timeframe for that 
opportunity to be exploited. 

Data at rest, located on 
College managed 
devices, is not 
adequately protected 
increasing the risk of a 
data breach if devices 
are lost or stolen. 

R11   Full disk encryption should be 
deployed on all College managed 
devices to prevent data loss in the 
event of loss or theft of the devices. 

The recommendation is accepted. 

Work is underway with a project has 
been initiated to deploy disk encryption 
to all College managed devices. 

To be actioned by: IT Service 
Delivery Manager, Information Security 
Lead 

No later than: 31 July 2022 

Grade 2 
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Objective 2: The College’s data protection compliance framework includes identification of the College’s information assets and that appropriate technical 
controls are in place to protect these to comply with the relevant requirements of the Data Protection Act / General Data Protection Regulation. 

Observation Risks Recommendation Management Response 

Data Protection 
To ensure that the IT control environment is robust to protect data held on 
 he C llege’s sys e s   he C llege  i s  needs    iden i y all l ca i ns 
where data resides. ITTS have produced a high-level systems map 
identifying the different systems in use (on-premises and cloud) and the 
connectivity to and between those systems. From this ITTS have some 
visibility and understanding of where data, and types of data including 
personal data, is likely to be located. To meet the requirements of the 
GDPR/DPA, the College should perform a data audit with the aim of 
identifying where data resides as well as data sharing channels and 
record those results in a Record of Processing Activities (RoPA). Once 
this is complete, the College should have clearer visibility of where data is 
located. The Data Protection Officer (DPO) will then be able to engage 
with the Information Security Lead in the ITTS team to ensure that 
appropriate technical controls are in place to protect data in all identified 
locations. 

As part of the process outlined above, we noted through discussion with 
the DPO that the College Support teams are in the process of completing 
data audit returns. These were originally due to be completed by January 
2021, however completion was delayed due to the impact of Covid on 
College operations and availability of staff. At the time of our audit 
fieldwork in March 2021, four out of 19 Support teams had completed the 
data audit returns and submitted those to the DPO. 

Academic teams were originally expected to complete the data audits 
between October 2020 and May 2021, however these had yet to 
commence, and the revised target completion date is likely to be extended 
to later in 2021, although a revised date had yet to be determined. 

Without detailed 
analysis of 
information audits 
and subsequent 
development of 
RoPAs, potential 
compliance gaps, 
privacy risks or 
security 
vulnerabilities are not 
identified. 

Processing activity 
undertaken by third 
parties is not 
identified or known to 
the DPO and ITTS 
and inadequate or no 
processing 
agreements are in 
place which outline 
each pa  ies’ 
responsibilities 
regarding data 
protection legislation, 
security of data, and 
reporting of data 
breaches. 

R12   To ensure that the College 
identifies the location of all data 
held on its systems, and to 
provide assurance that 
adequate security controls are in 
place, or to identify further 
potential security gaps, it is 
essential that the data audits 
and RoPAs are completed at the 
earliest opportunity, for both 
support and academic teams. 

This will also ensure that the 
College satisfies the 
requirements of Article 30 of the 
GDPR. 

The recommendation is accepted. 

A revised data audit timetable will 
be agreed with work to be 
completed as a priority. Regular 
progress reporting to Leadership 
Team will be scheduled to ensure 
timescales are kept. 

To be actioned by: Director of 
Student Access and Information, 
Data Protection Officer 
(HEFESTIS) 

No later than: 31 March 2022 

Grade 2 
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Appendix I – NCSC 10 Steps to Cyber Security 

The Graphic below illustrates the C llege’s current position, based on our assessment, in  ela i n     he  CSC’s 10 S eps    Cybe  Secu i y guidance. 
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Level of Assurance 

In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 

Gradings are defined as follows: 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

Action Grades 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 
brought to the attention of management and the Audit and Risk Committee. 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 
addressed by management. 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 
enhance efficiency and effectiveness. 



Performance Reporting / KPIs 

1 

Overall Level of Assurance 

Risk Assessment 

Background 

Scope, Objectives and Overall Findings 

Management Summary 

 

Good System meets control objectives. 

 

This review focused on the controls in place to mitigate the following risks on North East Scotland 
C llege’s (‘ he C llege’) Strategic Risk Register: 

4.2 - If student outcomes do not improve as planned then the College's ability to achieve its SFC 
activity target will be reduced (risk rating: high); and 

5.2 – If sufficient non-SFC income levels are not achieved then the College will not be able to 
financially invest in innovation, staff, and facilities (risk rating: high). 

 

As part of the Internal Audit programme at the College for 2020/21 we carried out a review of the 
C llege’s performance reporting arrangements.  Our Audit Needs Assessment identified this as an 
area where risk can arise and where Internal Audit can assist in providing assurances to the Principal 
and the Audit and Risk Committee that the related control environment is operating effectively and 
ensuring that risk is maintained at an acceptable level. 

 

This audit considered the format, content, and timeliness of management information, both financial 
and non-financial (although excluding budget monitoring as this was covered separately as part of 
Internal Audit Report 2021/06 – Budgetary Control, issued in April 2021), provided to senior 
management and to the Regional Board.
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Scope, Objectives and Overall Findings (Continued) 

Audit Approach 

The table below notes the objectives for this review and records the results: 

Objective Findings 
Actions 
already 

underway The objective of this audit was to obtain 
reasonable assurance that: 

1 2 3 

1. the management information needs of
users have been identified and the
information provided meets those
needs.

Good 0 0 0 

2. management information is clearly set
out, easily accessible, accurate,
provided on a timely basis and readily
understood by users.

Good 0 0 1 

3. appropriate management information
is available which:

 reports on appropriate key
performance indicators and, 
where applicable, on outputs, 
outcomes and impacts; 

 enables the impacts of key 
strategic and operational 
decisions to be measured; and 

 assists in forecasting. 

Good 0 0 0 

4. processes in place to provide and
disseminate management information
are efficient.

Good 0 0 0 

Overall Level of Assurance Good 

0 0 1 

System meets control objectives 

 

A sample of senior managers and Regional Board Members were in e vie ed  and  he C llege’s 
management reports, and management reporting procedures, reviewed to assess compliance with 
the above objectives. 
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Summary of Main Findings  

Strengths 

• The Regional Board, sub-committees and management have identified their information
requirements and received information in a range of ways which those interviewed as part of
our audit considered adequate for their needs.

• There was a good range of financial and non-financial reporting available, which management
and the Regional Board received.

• The College makes good use of management information system (MIS) and other business
system data, and detailed management information dashboards have been developed and
tailored performance reports are now available for senior staff and teams.

Opportunities for improvement 

• Discussions with Regional Board Members noted that whilst there was agreement that good
quality information is being presented to the Regional Board and sub-committees some areas
for improvement in the way data is presented were suggested, including better use of
graphical trend analysis and more detailed explanation by management on how the data
should be interpreted would make the reporting more relevant and impactful.

Acknowledgements 

We would like to take this opportunity to thank the staff at the College who helped us during our audit. 
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Main Findings and Action Plan  

Objective 1: The management information needs of users have been identified and the information provided meets those needs. 

Overall, our review identified areas of good quality management information available across the College, which is made available not only to management and 
Regional Board members, but also to staff at all levels throughout the College.  It was noted that the quality of the information presented has improved in recent 
years with the College making more effective use of the data held within its business systems through leveraging Microsoft tools such as Power BI. 

In 2018, and as part of the development of the current Strategic Plan, the Regional Board discussed and agreed a suite of Key Strategic Indicators (KSIs) required 
to measure the success of the strategy, which cover: student activity levels (Credits) in total and specifically relating to Science, Technology, Engineering and 
Mathematics (STEM) subjects and demographic groups; learner success; equality; learner progression; and sustainability. 

We noted from discussions with Regional Board members and senior managers that specific sets of key performance indicators (KPIs) have not been formally 
agreed for each sub-committee, however from a review of Regional Board and sub-committee papers we noted that a range of KPIs are reported regularly at each 
sub-committee, and an annual report on the KSIs is reported to the Regional Board.  Management accounts, treasury reports and key financial performance 
indicators are also reported to the Regional Board and the Finance and Resources Committee.  Reporting requirements for the Regional Board and each sub-
committee are set out in a schedule of work which identifies the information to be reported to each Regional Board and sub-committee meeting during the year.  A 
number of qualitative reports are also reported to the Regional Board and sub-committees including staff engagement, curriculum quality reviews and the 
outcomes from student experience surveys. 

The performance information needs of management and senior academic staff have been developed through implementation of Power BI dashboards which draw 
key performance data from the C llege’s business systems.  A significant amount of systems development activity has been undertaken to support the information 
needs of management and academic staff and to ensure that the data reported is focussed and up to date.  A series of dashboards, displaying a variety of 
information from  he C llege’s management information systems (MIS), including the student records system, have been developed and are being utilised by 
management and staff to monitor performance in real time.  Staff and management are able to monitor and report on data, which is aligned with the KSIs, 
Regional Outcome Agreement (ROA) performance data, or Scottish Funding Council (SFC) datasets. 
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Objective 1: The management information needs of users have been identified and the information provided meets those needs (continued). 

Senior Management Team (SMT) members interviewed advised that the information they required to monitor performance included a mix of information which had 
been identified by them relative to their roles, statutory or regulatory data such as those relating to equalities, and datasets linked to ROA and SFC reporting 
requirements.  Such information was being reported to allow them to review whether progress was being made against strategic and operational objectives and 
departmental plans.  Although a schedule of work outlining the SMT reporting requirements has not been established as formally as it has for the Regional Board 
and sub-committees, we identified that critical performance data is reviewed regularly and timeously throughout the year.  During 2019/20 and 2020/21 the SMT 
has met weekly    discuss  he C llege’s pe     ance da a. 
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Objective 2: Management information is clearly set out, easily accessible, accurate, provided on a timely basis and readily understood by users. 

Regional Board and sub-committee papers prepared by management follow a standard report template.  We reviewed a sample of Regional Board and sub-
committee papers and minutes and consider that these were clearly set out, easily accessible, and provided on a timely basis.  Senior management review papers 
for the Regional Board and sub-committees which allows the opportunity to identify any inaccurate information. 

From discussion with members of the SMT they considered that the management information they received was clearly set out, easily accessible, accurate, 
provided on a timely basis and readily understood.  KPIs are in place and are included in a number of different reports.  We considered that the information 
provided in the SMT reports appeared adequate. 

Detailed management information dashboards have been developed which provide real time data outputs, tailored for each team.  The dashboard approach also 
allows the opportunity for more detailed interrogation of the underlying data. 

Observation Risk Recommendation Management Response 

Discussions with Regional Board members noted that 
whilst there was agreement that good quality 
information is being presented to the Regional Board 
and sub-committees some areas for improvement in 
the way data is presented were suggested, including 
better use of graphical trend analysis and more detailed 
explanation by management on how the data should be 
interpreted would make the reporting more relevant and 
impactful. 

Regional Board members 
do not receive sufficient 
information to monitor 
strategic performance 
effectively and / or 
support key decisions. 

R1 In order to further meet the 
management information needs of 
Regional Board members consider 
incorporating use of graphical trend 
analysis, supported by explanations 
from management on the relevance 
and impact of trends, when reporting 
performance data to the Regional 
Board and sub-committees. 

Agreed.  Leadership Team will 
consider the appropriate use of 
trend data in reports 

To be actioned by: Vice 
Principal – Finance and 
Resources 

No later than: 31 July 2021 

Grade 3 
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Objective 3: Appropriate management information is available which: reports on appropriate key performance indicators and, where applicable, on 
outputs, outcomes, and impacts; enables the impacts of key strategic and operational decisions to be measured; and assists in forecasting. 

We reviewed a range of management information, both financial and non-financial, which is provided to the Regional Board, its sub-committees, and the SMT. 
Most of this information was provided on a regular basis to each meeting of the Regional Board and sub-committees and was considered to be sufficiently timely. 
KPIs were included in a number of different reports which were accompanied with comparatives and benchmarks to assist in making comparisons.  Key data 
reported included student attainment, which is identified as a national priority and is reported regularly at various levels across the College (including curriculum 
teams, SMT, Executive Team and the Curriculum and Quality Committee).  A review of key MIS data on student performance is closely monitored by management 
and is a standing item on the SMT and the Curriculum and Quality Committee meeting agendas. 

There is also a range of other reports on performance including: 

• The monitoring schedule report on performance against the College strategies;

• Reporting of revenue and capital budget performance which is presented to the Finance and Resources Committee; and

• A range of statutory reports, such as the Equality Outcomes Report, which are prepared and published on the College website.

The Finance and Resources Committee receives quarterly Finance reports which include a summary of financial performance, projected outturn to the end of the 
year and supported by management commentary on significant variances and details of action taken or proposed to address unfavourable variances.  The level of 
detail reported was considered to provide a good level of information for financial analysis and consideration of expected outturn.  The Regional Board also 
receives a summary Finance update quarterly. 

In a normal year, curriculum data is collected at the end of the academic year and reported to the Regional Board in October.  Performance data for academic 
year 2019/20, as reported to the Regional Board in October 2020, was not as clear as in previous years as a significant number of students were unable to 
complete their courses until the end of the first quarter of academic year 2020/21 due to COVID-19 restrictions, meaning that student outcomes were not known. 

Due to COVID-19 restrictions and resulting challenges for the College and students in completing courses within academic year 2019/20, it is not possible to do 
any meaningful comparison of KPIs in 2019/20 with 2018/19 (pre-COVID), and similarly between 2020/21 and 2019/20 due to the exceptional circumstances and 
with no clear distribution of student outcomes in either year. 

During the first COVID-19 lockdown in 2020 the Scottish Government requested of the sector that no student be withdrawn from their course, which was a factor 
in skewed student outcomes being reported for 2019/20, with the number of students shown as completing but with no successful outcome increasing.  For 
2020/21 the College has followed this same guidance adopting a sympathetic approach with students not engaging with course work and choosing not to withdraw 
those students. 
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Objective 3: Appropriate management information is available which: reports on appropriate key performance indicators and, where applicable, on 
outputs, outcomes, and impacts; enables the impacts of key strategic and operational decisions to be measured; and assists in forecasting 
(continued). 

In May 2020, the SFC issued guidance stating that colleges did not need to formally report an updated ROA for 2019/20 or publish the data but could share these 
with SFC if they wished.  In the summer of 2020, the College drafted a ROA for 2020/21 in accordance with timescales and SFC requirements in previous years, 
however ahead of the 2020/21 academic year the SFC initially issued guidance to the sector that colleges did not need to produce a ROA.  In December 2020, the 
SFC amended its requirement requesting that colleges produce an interim ROA to capture, at a high-level   he c lleges’ c n  ibu i ns  i pac s and  u c  es and 
to provide assurance on the use of allocated funding in academic year 2020/21.  The College submitted an interim ROA for 2020/21 to the SFC in February 2021. 
In late March 2021, the SFC issued a draft report on the sector performance to colleges. 

Although the College did not formally report the final 2019/20 ROA outcomes to the SFC (due to students not completing in 2019/20 and overlapping into 2020/21 
and there being no clear cut-off for reporting the data) the College continued to report ROA data internally to management and to the Regional Board. 

For academic year 2020/21 student outcomes have continued to underperform in some areas due to continued impact of COVID-19 restrictions, mainly affecting 
practical courses which cannot be completed remotely.  Curriculum teams are due to reflect on KPIs at the end of June 2021 and will consider the impact of 
COVID on student outcomes and other College performance data. 

The Quality team is responsible for identifying and reporting benchmarking data, with high-level curriculum and Faculty benchmarking data reported to the 
Executive Team, SMT and Regional Board, and more detailed operational data reported to curriculum and Faculty teams.  Due to absence of SFC datasets being 
formally reported by the sector for academic year 2019/20 it has not been possible for the College to identify or report meaningful benchmarking data for 2019/20. 

The College Strategic Plan expires at the end of the 2020/21 academic year.  At the time of our audit the Executive Team and Regional Board had commenced 
work to refresh the plan.  Instead of developing a comprehensive three to five-year plan, the Regional Board and Executive Team have agreed to produce an 
interim two-year strategy to cover (what the sector is terming) the emergency years as the College looks to recover from the impact of COVID-19.  The Executive 
and College Leadership teams have been working together to draft an interim Strategic Plan which was taken to the Regional Board strategic event in late April 
2021 for discussion.  The interim plan acknowledged the impact of COVID and revisited the current Strategic Themes and Goals and recontextualise these within 
the period of COVID recovery.  An updated draft is to be presented to the Regional Board in June 2021 for further discussion. 

The College Strategic Plan 2018-2021 identifies key metrics for monitoring success of the strategic objectives.  However, we noted that key metrics have not been 
formally defined within each of the supporting strategies such as Business Development, Estates, Marketing and Communications and People.  Discussion with 
management noted that the KSIs included within the Strategic Plan, and reported within the annual financial statements, include high-level metrics which are used 
by the Regional Board and management to monitor performance of the supporting strategies. 

Development of refreshed supporting strategies was discussed by the Regional Board and management during the Regional Board strategic event in April 2021. 
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Objective 4: Processes in place to provide and disseminate management information are efficient. 

A range of processes are used to produce and disseminate management information.  Many of the collection processes de ive       he C llege’s business 
systems and databases which are populated through internal processes used to collect information, with other information coming from external sources.  MIS 
tools, such as Power BI, have been developed to improve efficiencies through use of bespoke reports and dashboard reporting displaying a variety of information 
      he C llege’s MIS sys e s. 

The Regional Board and sub-committee schedules of work set out the papers that are required to be produced for each Regional Board and sub-committee 
meeting.  The Regional Board Secretary sends out a call to staff to prepare the required papers, along with a deadline for providing these.  When papers are 
received the Regional Board Secretary collates these and prepares a meeting pack with electronic versions then e-mailed out to Regional Board and sub-
committee members and made available to management.  Management also have access to electronic copies of meeting papers.  Regional Board members are 
also able to access copies of meeting papers through a College online portal which allows the opportunity for Regional Board members to access papers 
electronically and download and bring the files to the meetings on their own devices.  We also noted that that there has been increased use of Microsoft Teams for 
sharing information and data for sub-committee meetings, particularly during the COVID-19 pandemic. 
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Level of Assurance 
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improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

Action Grades 

Priority 1 
Issue subjecting the organisation to material risk and which requires to be 
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Issue subjecting the organisation to significant risk and which should be 
addressed by management. 
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Overall Level of Assurance 

Risk Assessment 

Background 

Scope, Objectives and Overall Findings 

Management Summary 

 

Good System meets control objectives. 

 

There are no specific risks on the North East Scotland College (‘ he C llege’) S  a egic Risk Regis e  
that directly relate to this area however if appropriate controls were not in place it could impact on a 
number of risks including: 

5.3 - If regional demand reduces, THEN the credit target may not be achieved resulting in clawback 
and reduced funding in future years (risk rating: high); and 

6.7 - If Scottish Government guidance continues to prevent the holding of on Campus meetings and 
events e.g. Open Days, Career Events THEN the College's ability to deliver key business as usual 
activities and the meeting of enrolment targets will be negatively impacted (risk rating: moderate). 

 

As part of the Internal Audit programme at the College for 2020/21 we carried out a post-
implementation review of  he C llege’s Website Delivery Project.  Our Audit Needs Assessment 
identified this as an area where risk can arise and where Internal Audit can assist in providing 
assurances to the Principal and the Audit and Risk Committee that the related control environment is 
operating effectively and ensuring that risk is maintained at an acceptable level. 

 

The scope of this audit was to undertake a Post-Project Review to assess how well the Website 
Delivery Project was managed. 



Website Delivery Project VFM 

2 

Scope, Objectives and Overall Findings (Continued) 

Audit Approach 

Summary of Main Findings 

 

The table below notes the objectives for this review and records the results: 

Objective Findings 
Actions 

in 
progress The specific objectives of this audit 

were to: 
1 2 3 

1. review the management of the
completed project in terms of the
project success criteria and key
objectives as well as through the
various stages from inception to
completion and identify both
successful and less successful
aspects of the process.

Good 0 0 0 

2. identify lessons learnt that may be
applied to future projects. Good 0 0 0 

Overall Level of Assurance Good 

0 0 0 

System meets control objectives. 

 

From review of key project documentation and discussion with the Vice Principal (Curriculum and 
Quality), Director of Marketing and Communications and Design, Publicity and Advertising Manager 
we considered the above objectives and produced a summary report on our findings. 

 

Strengths 

• From discussions with members of the C llege’s Marketing and Communications team and
review of project documentation, we confirmed that the overall objectives of the website
project, which were outlined in the initial proposal and business case, have now largely been
achieved.  Some issues remain to be addressed regards improving website user
personalisation and linking the website to supporting College systems, with the Marketing and
Communications team working with the website developer and IT team to achieve workable
solutions.

• Through review of project documentation, we identified several areas of project management
good practice, including:

▪ establishment of a Project Initiation Document (PID) which defined the project scope,
proposed management, and overall success criteria that the project group could refer
back to during the project.  The PID contained the basic information of the project
such as context, scope, team, and collaboration.

▪ establishment of a Website Project Group constituted from key internal stakeholders.
▪ an outline business case, which included the justification for the project based on

costs and anticipated benefits.
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Summary of Main Findings (Continued)  

Strengths (continued) 

▪ a project timeline with defined project checkpoints for providing progress updates.
▪ a communication plan.
▪ an issues log: project issues that required any change approvals or any other issues

raised during the project.

• Several success factors associated with the website implementation were noted during our
review, including:

▪ improved data analytics.
▪ business continuity benefits, with the College able to leverage the improved website

functionality and capability to host virtual campus open days and the Modern
Apprenticeship Awards during COVID-19 lockdowns when campuses have been
closed to the public.

▪ compatibility with mobile devices.
▪ improved site visitor experience with smoother application process, with application

data captured and reported to the Student Recruitment and Admissions teams and
curriculum staff via Power BI.

▪ Improved information: separate web pages are now available giving information on
each campus, clearer information on potential progression pathways, and student
funding options.

▪ consistent and uniform College branding now displayed throughout website.

• A total budget of £100,000 was approved for the implementation of the system including the
procurement of the website developer and associated services.  From discussion with
Marketing and Communications staff, review of project documentation, and review of projects
costs posted in the finance system, we noted that project to date has been delivered in line
with the original budget, with total costs at the time of the audit amounting to approximately
£85,000.

Opportunities for improvement 

• One of the key requirements for the website outlined in the initial project proposal and
business case was to be able to provide website users with a bespoke, individualised website
experience similar to that users receive from other educational and commercial sites.  A
review of the functional specification and project documentation confirmed that
personalisation is a feature of the new website, however the implementation of the feature
was delayed in 2020 due to COVID-19.

• A formal post-implementation review has yet to be conducted for the website project but
through discussion with Marketing and Communications staff we noted that the final
components of the platform are still being developed and snagging issues addressed and that
a post-implementation review will be undertaken once these are completed.

Acknowledgements 

We would like to take this opportunity to thank the staff at the College who helped us during our audit. 
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Main Findings 

Objective 1: Review the management of the completed project in terms of the project success criteria and key objectives as well as through the various 
stages from inception to completion and identify both successful and less successful aspects of the process. 

The overall aim of the new website project was to deliver a new College website and associated marketing / brand activity by 1 November 2019. 

The website project was approved by the Executive Team and the Regional Board in early 2019, with funding secured from the North East Scotland Further 
Education Foundation to meet all costs.  It was noted that funding of up to £100,000 had been secured, with £60,000 stated as the total for stage one of the 
project. 

As part of the scoping exercise a detailed proposal was presented to the Regional Board and then subsequently to the North East Scotland Further Education 
Foundation as part of an application for funding for the project, which outlined: 

• the overall aim and vision for the new website;

• the project objectives and general requirements;

• intended benefits of the new website;

• outline of the project process and timeline; and

• proposed costs.

The project proposal was then used to inform the market research and procurement exercise for suppliers to design, develop and support the new website.  A 
robust procurement and selection exercise was undertaken in April 2019 which resulted in Blue2 being appointed in June 2019 as the most suitable supplier to 
meet the C llege’s requirements.  The website was developed during June to December 2019, with phase one of the project implemented in November 2019, and 
the second phase completed by January 2020, in time for the commencement of the student recruitment cycle for the 2020/21 academic year. 
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Objective 1: Review the management of the completed project in terms of the project success criteria and key objectives as well as through the various 
stages from inception to completion and identify both successful and less successful aspects of the process (continued). 

The overall objectives for the website project were: 

• to establish a sector-leading conte p  a y  eb p esence be i  ing     he ‘Regi n’s C llege’ and b and; 

• to provide a new media-rich site that is at the heart of a revised digital strategy – integrated with all online media and platforms;

• to improve visitor and applicant numbers, driving recruitment across all modes of study; and

• provide a customisable user experience and journey through to application and enrolment.

This would be achieved by: 

• new website: design, build and hosting;

• brand review, digital alignment, and persona segmentation consultation / focus groups;

• copywriting services (new copy and repurposing existing material);

• digital strategy / integrated social media support;

• media production (including photography and video); and

• training and support for handover to the Marketing and Communications team, IT, and other cross-College staff.

We n  ed  ha  use s’  equi e en s  e e es ablished  h  ugh di ec  discussi ns be  een Blue2 and  he Ma ke ing and C   unica ions team and surveys of focus 
groups which included students, lecturers and staff, and parents and guardians.  Blue2 then developed a detailed functional specification which was shared with 
users to obtain feedback and further input, with the functional specification then subject to further refinement.  User and functional acceptance testing were 
incorporated throughout the project plan and conducted at key milestones.  Results were then used to inform the next stage of development or used to loop back 
to the previous stage and make functional adjustments before re-testing. 

Website testing was performed in a secure test environment, with a target group of stakeholders used to confirm that the website achieved the desired benefits. 
Procedures were established to ensure that users were notified in advance of the new website launch.  User guidance and training was provided to Marketing and 
Communications staff who have assumed responsibility for website content management, with Blue2 providing ongoing platform support.  The website is also 
supported in-house by the IT team with the aim of ensuring that the website links effectively to other College systems. 

Through review of project documentation, we identified several areas of project management good practice, including: 

• establishment of a Project Initiation Document (PID) which defined the project scope, proposed management, and overall success criteria that the project
group could refer back to during the project.  The PID contained the basic information of the project such as context, scope, team, and collaboration;

• establishment of a Website Project Group, constituted from key internal stakeholders;

• an outline business case, which included the justification for the project based on costs and anticipated benefits;

• a project timeline with defined project checkpoints for providing progress updates;

• a communication plan; and

• an issues log: project issues that required any change approvals or any other issues raised during the project.
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Objective 1: Review the management of the completed project in terms of the project success criteria and key objectives as well as through the various 
stages from inception to completion and identify both successful and less successful aspects of the process (continued). 

Project management was conducted by Blue2 in consultation with the Marketing and Communications team and regular updates communicated to the Website 
Project Group. 

From discussions with members of the Marketing and Communications team, review of system reports and project documentation we confirmed that the overall 
objectives of the website project, which were outlined in the project proposal and business case, have largely been achieved.  Some issues were identified in 
relation to integrating the website platform to some of the other systems used by the College, such as user systems access not being fully developed, which the 
College continues to address internally with the IT team.  One of the key requirements for the website outlined in the initial project proposal and business case was 
to be able to provide website users with a bespoke, individualised website experience that users receive from other educational and commercial sites.  A review of 
the functional specification and project documentation confirmed that personalisation is a feature of the new website, however the implementation of the feature 
was delayed in 2020 due to COVID-19. 

A number of success factors associated with the website implementation were noted during our review, including: 

• Data Analytics: enhanced management information and data analytics is available to the Marketing and Communications team which better identifies
website and webpage footfall and website visitor information searches.  Information on potential subject area interest is now being fed back to curriculum
teams;

• Business continuity: the College has been able to leverage the improved website functionality and capability to host virtual campus open days and the
Modern Apprenticeship Awards during COVID-19 lockdowns when campuses have been closed to the public;

• Platform compatibility: the new website is mobile device enabled and works equally well on mobile and desktop platforms;

• Student Recruitment: the website now supports media rich content such as graphics, videos and social media links to support case studies highlighting
curriculum offerings.  Improved site visitor experience with smoother application process, with application data captured and reported to the Student
Recruitment and Admissions teams and curriculum staff via Power BI.  Student recruitment for 2020/21 showed that there was an increase in the
conversion rate of course enquiries and applications to enrolments, with a reduction in speculative enquiries suggesting that applicants have access to
improved course information on the website;

• Improved information: separate web pages are now available giving information on each campus, clearer information on potential progression pathways,
and student funding options;

• Content Management: the website is linked to the content management system used by the Marketing and Communications team to manage the creation
and modification of digital content; and

• Branding and Identity: consistent and uniform College branding now displayed throughout website.

Further development of the website remains ongoing and involves the continuous development of the platform to meet the College’s  equi e en s b  h n   and in 
the future.  This will include developing the website to provide different user groups access to other key College systems. 
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Objective 1: Review the management of the completed project in terms of the project success criteria and key objectives as well as through the various 
stages from inception to completion and identify both successful and less successful aspects of the process (continued). 

Mechanisms were established for obtaining staff and student feedback during development and post-implementation of the website.  We noted that feedback has 
been favourable overall, with users highlighting the improvements in website layout, accessibility to information, content, and mobile platforms as being the 
greatest benefits of the new website. 

A total budget of £100,000 was approved for the implementation of the system including the procurement of the website developer and associated services.  From 
discussion with management and a review of project documentation we noted that project to date has been delivered in line with the original budget, with total 
costs at the time of the audit amounting to approximately £85,000. 
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Objective 2:  Identify lessons learnt that may be applied to future projects. 

Our discussions with Marketing and Communications staff noted that implementation of the system was delivered with no significant issues, on time and within 
budget.  We understand that some minor teething issues were identified during the initial go-live stage, however the Marketing and Communications team worked 
closely with users and Blue2 to identify workable solutions. 

In line with project management good practice, we noted that stop and review stages were built into the website project timeline, which included regular review 
points before the website went ‘live’. 

We noted that a formal post-implementation review has yet to be conducted for the website project but through discussion with Marketing and Communications 
staff we noted that the final components of the platform are still being developed and snagging issues addressed and that a post-implementation review will be 
undertaken once these are completed. 

The C llege’s app  ach for the website project has been to allow the website performance to be monitored in a live environment to provide the project team with 
the opportunity to identify any issues which users may have with the website functionality, with any issues flagged and addressed as they arise.  These ‘snagging’ 
issues have been logged and listed by priority and website section and identify the amount of further development time and associated costs.  A review of the 
snagging log noted that there were 31 high priority issues to be addressed at the time of our audit in March 2021.  Addressing snagging issues was hampered 
during 2020 by the COVID-19 pandemic and the resulting impact this had on staff availability. 

From a review of the snagging log and discussion with Marketing and Communications staff we noted that these are mainly issues which have been identified by 
website users that are over and above the technical and functional specifications identified through stakeholder consultation at the start of the project, and not 
indicative of failures to deliver project objectives. 
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1. Management Summary

Introduction and Background 

Audit Scope and Objectives 

As part of the Internal Audit programme at North East Scotland C llege (‘ he C llege’)    
2020/21 we carried out a follow-up review of the recommendations made in Internal Audit reports 
issued during 2019/20 and reports from earlier years where previous follow-up identified that 
recommendations were outstanding.  These were: 

• 2020/05 – Business Development;

• 2020/07 – BYOD VFM;

• 2020/08 – IT Operations; and

• 2020/09 – Follow-Up Reviews.

Internal audit reports 2020/01 – Audit Needs Assessment and Strategic Plan 2019 to 2022, 
2020/02 – Annual Plan 2019/20 and 2020/06 – Financial Planning did not include any 
recommendations.  Recommendations included in internal audit reports 2020/03 – 2018/19 
Student Activity Data and 2020/04 – Student Support Funds 2018/09 have already been 
followed-up as part of the internal audit programme for 2020/21. 

The objective of our follow-up review was to assess whether recommendations made in previous 
reports have been appropriately implemented and to ensure that, where little or no progress has 
been made towards implementation, that plans are in place to progress them. 

Audit Approach 

For the recommendations made in the above reports we ascertained by enquiry whether they 
had been completed or what stage they had reached in terms of completion and whether the due 
date needed to be revised. 

Action plans from the original reports, updated to include a column for progress made to date, 
are appended to this report. 
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Overall Conclusion 

The College has made good progress in implementing the recommendations followed-up as part of 
this review with 9 of the 14 recommendations being categorised as ‘ ully i ple en ed’.  Three 
 ec   enda i ns have been assessed as ‘pa  ially i ple en ed’ and two as sh  ing ‘li  le    n  
progress made’.  These five recommendations will be subject to follow-up at a later date. 

Implementation of the recommendation assessed as showing little or no progress in report 2020/08 – 
IT Operations has been impacted by significant changes to delivery of services.  The recommendation 
will now be picked up as part of the IT and Technical Services (ITTS) self-evaluation process for 
2020/21 and be included as part of the ITTS enhancement plan for 2021/22, with a revised 
implementation date of 31 December 2021.  The recommendation assessed as showing little or no 
progress in report 2020/09 – Follow-Up Reviews relates to considering changing the Altens timetable 
in line with that of the other College campuses.  It has not been possible to proceed with the planning 
and consultation around this issue during the COVID-19 lockdown.  A revised implementation date of 
31 August 2022 has been set which also takes into account the timing of a management restructure. 

From Original Reports From Follow-Up Work Performed 

Area 
Rec’n 

Grades 

Number 

Agreed 

Fully 

Implement

ed 

Partially 

Implement

ed 

Little or No 

Progress 

Made 

Considered 

but not 

implemented 

Not yet past 

completion 

date 

Business 

Development 

1 - - - - - - 

2 - - - - - - 

3 4 4 - - - - 

Total 4 4 - - - - 

BYOD VFM 

1 - - - - - - 

2 1 - 1 - - - 

3 2 2 - - - - 

Total 3 2 1 - - - 

IT 

Operations 

1 - - - - - - 

2 2 1 - 1 - - 

3 1 1 - - - - 

Total 3 2 - 1 - - 

Follow-Up 

Reviews 

2019/20 

High - - - - - - 

Medium 1 - - 1 - - 

Low 3 1 2 - - - 

Total 4 1 2 1 - - 

Grand Total 14 9 3 2 - - 

Percentage 100% 64% 21% 14% 0% 0% 
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Overall Conclusion (Continued) 

The grades, as detailed below, denote the level of importance that should have been given to each 
recommendation within the internal audit reports: 

Gradings for recommendations from internal audit reports: 

The grades, as detailed below, denote the level of importance that should have been given to each 
recommendation as de ined by  he C llege’s p evi us In e nal Audi   s: 

Acknowledgments 

We would like to thank all staff for the co-operation and assistance we received during the course of 
our reviews. 

Priority 1 
Issue subjecting the College to material risk and which requires to be brought to 
the attention of management and the Audit Committee. 

Priority 2 
Issue subjecting the College to significant risk and which should be addressed by 
management. 

Priority 3 
Matters subjecting the College to minor risk or which, if addressed, will enhance 
efficiency and effectiveness. 

High 
Major weakness that we consider needs to be brought to the attention of the 

Audit & Risk Committee and addressed by senior management of the College 

as a matter of urgency. 

Medium 
Significant issue or weakness which should be addressed by the College as 

soon as possible. 

Low 
Minor issue or weakness reported where management may wish to consider 

our recommendation. 
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Appendix I - Updated Action Plan: Internal Audit Report 2020/05 – Business 

Development 

 

Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at May 2021 

R1 A cost v benefit analysis should be 
conducted to examine the commercial 
benefits which could accrue from additional 
investment in the Business Development 
Team. The outcome of this analysis should 
be reported to the appropriate budget holder 
for consideration. 

3 I agree with this statement. 
Potentially however we 
could outsource the activity 
of bid-writing as a starting 
point with minimal risk. 

Director of 
Business 
Development 

30 April 2020 External support was 
approved to assist with the 
submission of a Care tender 
which would otherwise not 
have been possible.  In 
addition, new Business 
Development resources 
were recruited which have 
significantly improved the 
capacity of the Business 
Development Team to 
undertake Flexible 
Workforce Development 
Fund (FWDF) work. 

Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at May 2021 

R2 Options to work more collaboratively 
with ASET should be explored in order to 
identify opportunities where the College may 
be able to service more    ASET’s 
customers. 

3 There are 2 aspects to 
consider here. NESCol 
delivering programmes to 
ASET customers from a 
differentiated portfolio (so as 
not to compete), but also to 
consider programmes which 
may already be in the ASET 
portfolio, but for customers 
which would not be on 
ASET’s exis ing     a ge  
list. 

Principal (initially) 
and then Director 
of Business 
Development. 

31 January 2020 
for initial 
discussions 

New governance 
arrangements were 
established during a recent 
NESCol / ASET meeting in 
April 2021; regular 
management meetings are 
to be held to respond to 
regional economic needs 
and new reporting 
mechanisms have been 
proposed along with a 5-
year strategic plan. 

At an operational level, there 
are regular meetings 
between NESCol and ASET 
staff on FWDF delivery 
progress and National 
Transition Training Fund 
(NTTF) opportunities are 
being co-delivered. 

Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at May 2021 

R3 Consideration should be given to the 
implementation of specific business 
development targets/KPIs for all faculties 
across the College (in line with the agreed 
Business Development Strategy) and a 
process should be implemented to allow 
monitoring of progress in delivering the 
targets set. 

3 Agreed.  Targets will help 
ensure focus remains on 
commercial activity as an 
equal partner to credit 
bearing activity.  This will be 
implemented alongside 
resource and budget 
planning. 

Director of 
Business 
Development 

Beginning of 
academic year 
commencing 1 
August 2020 

Income targets have been 
identified for 2021/22 
budgets and are due to be 
approved over the coming 
weeks.  A new 
organisational structure is 
currently being rolled out 
and these targets will sit with 
Directors of Learning and 
Heads of Faculty in these 
areas. 
 
Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 
Responsible 

Officer 
Agreed 

Completion Date 
Progress at May 2021 

R4 A Business Development awareness 
campaign should be developed and delivered 
across all faculties in the College, which will 
allow the content of the recently approved 
Business Development Strategy to be 
showcased to Heads of Faculties and 
Curriculum Managers (along with 
supplementary information, advice and 
guidance on how to maximise the potential 
commercial activity/revenue in their specific 
areas). 

3 To some extent this has 
already been done. The 
Business Development 
Strategy has been shared 
and presented to Faculty 
Managers and there is now 
ongoing meetings in place. 
The opportunity however 
exists to showcase BCD and 
faculty commercial work 
which can inspire others to 
innovate or seek out their 
own opportunities.  College 
Intranet space may be a 
good vehicle for this. 

Director of 
Business 
Development 

1 April 2020 The Business Development 
team has worked closely 
with the Marketing and 
Communications team on 
this.  Relevant content is 
now highlighted in the 
P incipal’s  eekly 
newsletter.  A recent good 
practice example was 
highlighting the Nautical 
 ea ’s successes in ge  ing 
100% achievement for the 
first time with Class 1 and 
Class 2 fishermen (despite 
remote learning) and this 
was shared widely including 
with Education Scotland. 

Fully Implemented 
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Appendix II - Updated Action Plan: Internal Audit Report 2020/07 – BYOD VFM 

Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R1 A BYOD Policy, supported 
by a training and awareness 
program, should be established 
which outlines to BYOD users the 
C llege’s expec a i ns a  und 
security, use of the College Wi-Fi 
network, data protection, BYOD 
compliance monitoring 
arrangements and penalty 
provisions for misuse. The BYOD 
Policy should clearly set out: the 
C llege’s supp    capaci y; exac ly 
how much support the College can 
reasonably supply to users; and 
how much the College expects 
users to be self-reliant. 

2 It is planned to revamp our BYOD 
policy as part of a suite of I.T. 
security policies that are required 
to meet the criteria outlined in the 
Scottish Government Cyber 
Resilience Framework. 

As a public sector organisation we 
are currently following the 
guidance of the Scottish 
Government and Scottish 
Government Cyber Resilience 
Unit in implementing the actions 
mandated under the framework. 

Paul Smith, 
Director of ITTS 
and Malcolm 
Johnson, 
Information 
Security Lead 

31 July 2020 The new BYOD policy has been 
drafted but is not yet live. 

A training and awareness 
programme is in place for 
students.  Training is included as 
part of the student induction and 
regular sessions are delivered by 
the Information Security Lead. 

Partially Implemented 

Revised Implementation Date: 
31 July 2021 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R1 (Continued) The updated BYOD policy will 
cover both staff and student 
responsibilities and our current 
training packages and awareness 
campaign will be reviewed to 
ensure they are aligned with the 
new policy. 

I.T. will work in partnership with
our data protection officer, student
funding, IT HelpZone and any
other departments as required to
ensure all relevant information is
included in the new policy.
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R2 BYOD procedures should be 
developed which ensure that 
students are not issued with 
vouchers entitling them to BYOD 
devices until evidence is presented 
to the Student Services team which 
confirms that the student has 
received bursary funding, or has 
paid the BYOD deposit and has 
established a direct debit payment 
plan. The Learner Information 
Team should establish protocols to 
ensure that BYOD students who 
have not applied for bursary 
funding (or who have set up direct 
debit payment plans) are identified 
before the end of October each 
year. 

3 The College implemented most of 
these recommendations prior to 
the start of AY 2019-20. 
Only students who have applied 
for Bursary are eligible to request 
a BYOD device.  If the award is 
assessed as successful and the 
student has enrolled, then the 
voucher is issued to the student 
so that they can collect a device. 

If students have applied for 
Bursary but it has not yet been 
assessed, and they have enrolled 
they have the can collect a device 
once they have paid the first 
instalment and completed a direct 
debit mandate for the remaining 
payments.  If their Bursary 
application is successful, then any 
payments made are refunded. 

If a student has applied for a 
Bursary, has been assessed but is 
not eligible to receive BYOD 
support then they must provide 
their own device and cannot 
obtain a device from College. 

Linda Taylor, 
Director of 
Student Access 
& Information 
and Alessia Du 
Plessis, Director 
of Learning 

31 July 2020 The BYOD processes have been 
updated again, primarily because 
of COVID-19 restrictions. 
Questionnaires are now sent to 
all applicants who receive an 
offer of a place on a course, to 
find out what level of digital skills 
they have, what devices they 
have access to, and what 
internet connectivity they have. 
The College aims to support any 
applicant who requires it.  If the 
applicant is enrolling on a 
Bursary funded BYOD course, 
then a device is not supplied 
unless their Bursary award is in 
place, an agreement for a loan 
device has been completed, or a 
payment plan is in place. 

Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R2 (Continued) Students are already reminded 
multiple times to apply for Bursary 
funding, using a variety of 
communication tools such as 
email, notification on MyNescol, 
face to face reminders from 
teaching staff, texts from funding 
staff, social media.  This risk is 
one that the College has decided 
to take, as the alternative is to 
withhold the delivery of a device to 
students which will have an impact 
on teaching and possibly student 
outcomes. 

We will investigate the possibility 
of issuing loan laptops in the short 
term to students who have applied 
for Bursary but have not yet been 
assessed. 

We previously considered issuing 
laptops with the intention of having 
them returned at the end of each 
academic year, but this was not 
deemed to be financially viable 
due to the amount of resource 
required to clean and rebuild the 
laptops over the summer. 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R3 Develop a programme of 

information and cyber security 

training for students to mitigate 

information security risks 

associated with the use of BYOD, 

covering: 

• the C llege’s IT secu i y
policies.

• cyber security risks and
strategies for defence,
covering internet safety,
mobile and BYOD, phishing,
and prevention against
malware.

• regular refresher training on
the security risks to the
College.

• promoting an incident
reporting culture.

3 There are a number of 
mechanisms in place at NESCol 
to raise awareness of cyber 
security and information security 
risks for students but it recognised 
that the College would benefit a 
more formal and structured 
approach to these activities. 

Currently we have mandatory 
cyber security training for staff in 
the form of a customised training 
package provided by UCISA. The 
training covers many aspects of 
cyber security including password 
management, phishing, social 
engineering and malware. This 
training will be made available to 
students through our Blackboard 
VLE and updated as required. 

It is planned to include this training 
as part of the student induction 
process. Our Information Security 
Lead runs an awareness 
campaign (Keep it Safe) that 
keeps our staff and students up to 
date with the latest threats and 
provides reminders of good 
practice. 

Paul Smith, 
Director of ITTS 
and Malcolm 
Johnson, 
Information 
Security Lead 

31 July 2020 The UCISA Information Security 
Awareness training package is 
now available for all students and 
cyber security training is included 
as part of student induction.  The 
training material is reviewed and 
updated annually. 

The C llege’s ‘Keep I  Sa e’ 
Information Security campaign 
content is delivered to both staff 
and students. 

The Information Security Lead 
delivers sessions to both staff 
and students regularly. 

Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R3 (Continued) Updates are sent to student on the 
MyNESCol student portal, on 
screens throughout our campuses 
and presentations have been 
made at student events as part of 
national and European cyber 
security awareness campaigns. 
We plan to review the content and 
delivery mechanisms for this 
campaign to ensure we have a 
consistent message that goes to 
both staff and students in the 
organisation. 

Our I.T. HelpZone is available for 
all students to get advice about 
cyber security and we have a 
dedicated page on the student 
portal with information about 
staying safe online and using 
digital tools. We plan to build the 
relationship with the HelpZone 
and out Information Security Lead 
to ensure relevant and consistent 
advice is communicated. The 
creation of a new BYOD policy for 
both staff and students will guide 
our activities in this area. 
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Appendix III - Internal Audit Report 2020/08 – IT Operations 

Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R1 In order to achieve the expected 
maturity level for IT Operations, the 
College should: 

• Define the expectations, objectives,
and scope of the IT Operations,
specifically the IT Service Desk, in line
with the requirements of the College.

• Define the services provided by the IT
Operations team to the College and
document the processes associated
with the delivery of these services.

• IT Operations should create and
publish a detailed service catalogue
for the Service Desk that clearly
defines expectations, targets, and
service level objectives for call
resolution.

2 The observations noted are 
accurate and the 
recommendations detailed are 
accepted. Expectations, scope, 
and objectives of the I.T. 
Operations function will be 
reviewed to ensure they meet the 
needs of the College. They will be 
documented and shared on our 
staff Intranet and Student Portal. 

Paul Smith, 
Director of 
ITTS 

31 March 
2021 

Initial process reviews were 
initiated but not completed. 
Significant changes to 
delivery of services 
necessitated a delay in 
carrying out these reviews 
and producing a service 
catalogue. 

This recommendation will now 
be picked up as part of the 
ITTS self-evaluation process 
for 2020/21 and be included 
as part of the ITTS 
enhancement plan for 
2021/22. 

Little or No Progress Made 

Revised Implementation 
Date: 31 December 2021 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R1 (Continued) Service definitions will be created 

for the service desk, systems 

maintenance, and infrastructure 

maintenance. Relevant 

documentation will be published 

on the staff intranet and student 

portal. Processes to be reviewed 

will include: 

• Incident management

• Problem management

• Event management

• Access management

• Request fulfilment

• Change management

• Asset & configuration

management

• Knowledge management

A full service catalogue will be 

created and published for 

detailing all services, 

expectations, and service level 

objectives. Consideration of SLA 

targets and performance metrics 

will be managed under 

recommendation 2. 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R2 The College should: 

• Establish and agree with the College a
set of defined metrics and key
performance indicators, which reflect
the customer focussed approach of
the IT Operations team, in order to
monitor and assess the performance
of the service.

• Define the operational requirements
for achieving the defined metrics and
implement a procedure to monitor and
report on performance issues as they
are encountered.

2 The observations noted are 
accurate and the 
recommendations detailed are 
accepted with a note of caution 
around implementation of agreed 
and published SLAs. 

The incident focused SLA from a 
previous outsourced I.T. support 
service drove some behaviours 
that are not aligned with our 
current approach. Some care 
would be needed when agreeing 
and publishing SLAs allowing our 
service to remain flexible, agile 
and customer focused. Current 
metrics used internally within I.T. 
will be reviewed and a suggested 
set will be taken to the wider 
organisation for discussion. We 
will use our existing I.T. Action 
Team as the vehicle for these 
discussions. 

Once agreed, any changes to 
operational requirements to allow 
delivery will be identified. 
Monitoring and reporting will be 
through our existing ITTS 
dashboards, I.T. Action Team and 
Leadership Team with the 
information to be surfaced agreed 
with each group. 

Paul Smith 
Director of 
ITTS 

31 March 
2021 

A metrics review was 
completed by IT and a set of 
KPIs were presented to and 
approved by the IT action 
team. 

Monitoring and reporting is 
driven by information from the 
IT Service Management tool 
and surfaced in a Power BI 
dashboard. 

The dashboard is accessed 
by all IT action team members 
and the group will review the 
KPIs used annually. 

Fully Implemented 
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Original Recommendation Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 
Progress at May 2021 

R3 Review ITIL 4 training 
opportunities for IT Operations staff. 

3 An interesting an informative 
observation around the 
differences between ITIL v3 and 
v4 and certainly it seems our 
service has naturally evolved into 
one more aligned with v4. 

The recommendation is accepted 
and opportunities to explore ITIL 
v4 training for I.T. operations staff 
will be reviewed by the 
management team. 

Paul Smith, 
Director of 
ITTS 

31 December 
2020 

ITL V4 foundation training has 
been completed by all IT 
operations staff. 

The opportunity for this 
training has now been 
extended to other members of 
the ITTS team including 
multimedia support to ensure 
the service offered is 
consistent. 

Fully Implemented 
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Appendix IV - Internal Audit Report 2020/09 – Follow-Up Reviews 

2018/19 - NESCOL@Altens 

Original Recommendation Priority 
Original 

Management 
Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 

Progress Previously 
Reported 

Progress at May 
2021 

We recommend that the College 
consider changing the Altens 
timetable in line with that of the 
other College campuses. This 
should include a review and 
evaluation if this would be possible 
and the effects it may have. 

Medium Agreed. The College 

has already instigated 

a review of timetabling 

arrangements across 

all campuses in order 

to accommodate 

changes to staff terms 

and conditions 

brought about by 

NJNC-related 

changes. 

Director of 
Learning 

August 2020 April 2020 
Review of timetabled 
day is planned for 
whole College as a 
result of changes to 
lecturing staff terms 
and conditions so 
review for Campus will 
be incorporated as 
part of this process. 

Not Yet Passed 
Completion Date 

No further progress to 
date.  It has not been 
possible to proceed 
with the planning and 
consultation around 
this issue whilst the 
majority of staff have 
been working from 
home.  The intention 
remains to pursue this 
action and it is 
included in a revised 
action plan for the 
Campus. 
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2018/19 - NESCOL@Altens 

Original Recommendation Priority 
Original 

Management 
Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 

Progress Previously 
Reported 

Progress at May 
2021 

(Continued) These changes will be 
in place by 1st August 
2019. It is further 
anticipated that a 
more comprehensive 
review of timetabling 
at Altens will be 
conducted, and fully 
impact assessed, 
throughout AY 2019-
20 to support 
improvements to 
student experiences. 

A management 
restructure is also 
underway and so any 
change will follow the 
completion of the 
restructure and 
consolidation of 
working practices 
following lifting of 
COVID restrictions. 

Little or No Progress 
Made 

Revised 
Implementation 
Date: 31 August 2022 
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2018/19 – Risk Management 

Original Recommendation Priority 
Original 

Management 
Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 

Progress Previously 
Reported 

Progress at May 
2021 

We recommend that the College 
provide a further Risk Management 
Workshop to Board members. 

Low Further risk 

management training 

will be provided to 

Members as part of 

 he Regi nal B a d’s 

training and 

development 

programme for 

AY2019-20. 

Regional 
Chair with 
Secretary to 
the Board 

July 2020 April 2020 
This has still to be 
progressed. 
Discussions had been 
held to potentially 
incorporate training as 
pa       he B a d’s 
Strategy Event in April 
2020-due to the 
COVID-19 pandemic 
the event has been 
postponed and the 
delivery of this training 
will require to be 
reconsidered. 

Little or No Progress 
Made 

Revised Completion 
Date: 31 December 
2020 

A further Risk 
Management session 
was held with Board 
members in March 
2021. 

Fully Implemented 
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2017/18 – GDPR Compliance 

Original 
Recommendation 

Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 

Progress 
Previously Reported 

Progress at May 
2021 

We recommend that the 
College ensure compliance 
checks are completed 
following the completion of 
the GDPR work plan. 

Low Agreed. Completion of the 
legally required Article 30 
register of processing activity 
will form the basis of 
compliance spot checks. As the 
data processing for each faculty 
and department is recorded, 
assessed and confirmed for 
compliance against all relevant 
criteria (such as lawful basis for 
processing, privacy notices, 
DSAs, etc), this will be noted 
and dated in the Article 30 
register. The register includes a 
‘Revie  Da e’ c lu n   hich 
indicates when compliance 
checks are due by the DPO. 

Data 
Protection 
Officer 

31 July 2019 April 2020 
The College data 
audit work has 
commenced and is 
following a timetable 
and plan agreed by 
the Leadership Team. 
As the audit work is 
used to populate the 
Article 30 register, it 
will in turn be used to 
schedule compliance 
checks. 

In addition, the 
HEFESTIS DPO-
share compliance 
audit toolkit has not 
yet been finalised but 
is scheduled for 
completion by mid-
2020. This toolkit will 
form the basis of 
NESCol compliance 
checks. 

The College data 
audit work has been 
delayed due to 
changing priorities as 
a result of the 
COVID-19 pandemic. 
It has now resumed 
with a revised 
timetable and will be 
completed as agreed 
by the Leadership 
Team. 

Once completed, the 
HEFESTIS DPO-
share compliance 
toolkit (now 
completed) will be 
utilised as a 
compliance checker, 
College-wide and for 
individual faculties 
and departments. 
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2017/18 – GDPR Compliance 

Original 
Recommendation 

Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 

Progress 
Previously Reported 

Progress at May 
2021 

(Continued) This is being scheduled 6 
months from completion and will 
be conducted on a rolling basis 
as each faculty and department 
activity is recorded. For 
example, compliance work has 
now been completed with the 
Hair & Beauty teams. This is 
noted in the Article 30 register 
and compliance checks will be 
due in July 2019. 
In addition, as part of the 
HEFESTIS DPO-share, the 
College DPO is working on a 
compliance audit process which 
can be implemented by all 
Scottish colleges and can be 
adopted by NESCol once 
completed. 

Partially 
Implemented 
Revised Completion 
Date: 31 December 
2020 

A compliance audit 
action plan will be 
drafted by the DPO 
for presentation to, 
and agreement from, 
the Leadership Team. 

The data audit 
returns for support 
teams should be with 
the DPO by 31 Oct 
2021, and for 
curriculum teams by 
31 Dec 2021. 

Partially 
Implemented 

Revised Completion 
Date: 31 December 
2021 
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2017/18 – GDPR Compliance 

Original 
Recommendation 

Priority 
Original Management 

Comments 

Responsible 
Officer 

Agreed 
Completion 

Date 

Progress 
Previously Reported 

Progress at May 
2021 

2017/18 
We recommend that the 
College continue to work 
through the GDPR work 
plan and ensure all actions 
are completed. 

2018/19 
We repeat our original 
recommendation. 

Low Agreed. The College is working 
to the GDPR work plan (as 
initiated by the Scottish 
Colleges Information 
Governance Group (SCIGG) 
and to its own internal work 
plan, both of which have been 
aligned for consistency of 
approach. 

Tasks have been prioritised and 
are addressed on a rolling 
basis. Progress towards the 
work plan will be ongoing, as 
current tasks are completed and 
new tasks are added (as 
legislative requirements are 
implemented, case law 
decisions are made, and new 
processing takes place). All 
original tasks are expected to 
be complete by end 2019. 

Data 
Protection 
Officer 

31 December 
2019 

April 2020 
Work on the College 
GDPR action plan 
continues, with 41/72 
actions fully complete 
and the remainder 
partially complete. 
The remaining 
actions have been 
incorporated into 
other pieces of 
College work (such 
as the Cyber 
Essentials + 
programme) and as 
such as monitored as 
part of that. 

Partially 
Implemented 

Revised Completion 
Date: 31 December 
2020 

Work has progressed 
with 65 of 72 actions 
completed and the 
remaining seven 
partially completed. 

Partially 
Implemented 

Revised completion 
date: 31 December 
2021 
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About this report

This report has been prepared in accordance with Terms of Appointment Letter from Audit Scotland dated 31 May 2016 
through which the Auditor General for Scotland has appointed us as external auditor of North East Scotland College (“the 
College”) for financial years 2016/17 to 2020/21. As a result of the impact of Covid-19 our appointment was extended by a 
further 12 months to include the financial year 2021/22. We undertake our audit in accordance with the Public Finance and 
Accountability (Scotland) Act 2000 and our responsibilities as set out within Audit Scotland’s Code of Audit Practice (the Code), 
issued on 26 May 2016.

This report is for the benefit of the College and is made available to the Auditor General for Scotland and Audit Scotland 
(together the Recipients). This report has not been designed to be of benefit to anyone except the Recipients. In preparing this
report we have not taken into account the interests, needs or circumstances of anyone apart from the Recipients, even though 
we may have been aware that others might read this report. 

Any party other than the Recipients that obtains access to this report or a copy (under the Freedom of Information Act 2000, 
the Freedom of Information (Scotland) Act 2002, through a Recipient's Publication Scheme or otherwise) and chooses to rely on
this report (or any part of it) does so at its own risk. To the fullest extent permitted by law, Ernst & Young LLP does not assume 
any responsibility and will not accept any liability in respect of this report to any party other than the Recipients.

Complaints

If at any time you would like to discuss with us how our service to you could be improved, or if you are dissatisfied with the 
service you are receiving, you may take the issue up with Stephen Reid who is our partner responsible for services under 
appointment by Audit Scotland, telephone 0131 777 2839, email sreid2@uk.ey.com. If you prefer an alternative route, please 
contact Hywel Ball, our Managing Partner, 1 More London Place, London SE1 2AF. We undertake to look into any complaint 
carefully and promptly and to do all we can to explain the position to you. Should you remain dissatisfied with any aspect of our 
service, or with how your complaint has been handled, you can refer the matter to Diane McGiffen, Audit Scotland, 4th Floor, 
102 West Port, Edinburgh, EH3 9DN. Alternatively you may of course take matters up with our professional institute. We can 
provide further information on how you may contact our professional institute.

Contents
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1. Executive summary

Purpose of this report

In accordance with the Public Finance and Accountability (Scotland) Act 
2000, Audit Scotland appointed EY as the external auditor of North East 
Scotland College (“the College”) for the five year period 2016/17 to 
2020/21. As a result of the impact of Covid-19 our appointment was 
extended by a further 12 months to include the financial year 2021/22. 

This Annual Audit Plan, prepared for the benefit of College management 
and the Audit and Risk Committee, sets out our proposed audit approach for 
the audit of the financial year ending 31 July 2021, the fifth year of our 
appointment. In preparing this plan, we have updated our understanding of 
the College through planning discussions with management, review of 
relevant documentation and committee reports, and our general 
understanding of the environment in which the College is operating.

A key objective of our audit reporting is to add value by supporting the 
improvement of the use of public money. We aim to achieve this through 
sharing our insights from our audit work, our observations around where 
the College employs best practice and where processes can be improved. 
We use these insights to form our audit recommendations to support the 
College in improving its practices around financial management and control, 
as well as around key aspects of the wider scope dimensions of audit. These 
are highlighted throughout our reporting together with our judgements and 
conclusions regarding arrangements.

After consideration by the College’s Audit and Risk Committee, the plan is 
provided to Audit Scotland and published on their website.

Scope and Responsibilities

This Annual Audit Plan covers the work that we plan to perform to provide 
you with our opinion on whether the College’s financial statements (the 
financial statements) give a true and fair view of the College’s affairs as at 
31 July 2021 in accordance with applicable law and the financial reporting 
framework. We also report on the regularity of transactions, as required by 
the Scottish Funding Council.

We undertake our audit in accordance with the Code of Audit Practice (‘the 
Code’), issued by Audit Scotland in May 2016; International Standards on 
Auditing (UK); relevant legislation; and other guidance issued by Audit 
Scotland. The Code sets out the responsibilities of both the College and the 
auditor, more details of which are provided in Appendix A. 

Our key contacts:

Stephen Reid

Partner
sreid2@uk.ey.com

Grace Scanlin

Senior Manager
Grace.Scanlin@uk.ey.com

Our independence

We confirm that we 
have undertaken client 
and engagement 
continuance 
procedures, which 
include our assessment 
of our continuing 
independence to act as 
your external auditor.

http://opentext/OTCSdav/nodes/3254434/mailto:sreid2@uk.ey.com
mailto:Grace.Scanlin@uk.ey.com
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Our Financial Statement Audit

We are responsible for conducting an audit of the financial statements of 
the College. We provide an opinion as to:

• whether they give a true and fair view in accordance with the Further
and Higher Education (Scotland) Act 1992 and directions made
thereunder by the Scottish Funding Council of the state of the College’s
affairs as at 31 July 2021 and its surplus or deficit for the year then
ended;

• have been properly prepared in accordance with United Kingdom
Generally Accepted Accounting Practice, including FRS 102: The
Financial Reporting Standard applicable in the UK and Ireland; and

• whether they have been properly prepared in accordance with the
Further and Higher Education (Scotland) Act 1992 and directions made
thereunder issued by the Scottish Funding Council, the Charities and
Trustee Investment (Scotland) Act 2005 and regulation 14 of The
Charities Accounts (Scotland) Regulations 2006 (as amended).

We also review and report on the consistency of the other information 
prepared and published by the College along with the financial statements. 

Materiality

Materiality levels have been set at the planning stage of the audit as 
follows:

Wider Scope audit

Our responsibilities extend beyond the audit of the financial statements. 
The Code requires auditors to provide judgements and conclusions on the 
four dimensions of wider scope public audit:

• Financial management;

• Financial sustainability;

• Governance and transparency; and

• Value for money.

Our audit work over the wider scope audit dimensions complements our 
financial statements audit. We have updated our understanding of the risks 
impacting the College through discussions with management, review of 
relevant committee reports, and our knowledge of the education sector.

Materiality at an individual account level

£769,000
2% of the College’s gross forecast 
expenditure

Planning Materiality

£1,025,000
Tolerable Error

Level that we will report 
misstatements to committee

Nominal amount

£51,000

Based on considerations around the expectations of financial statement 
users and qualitative factors, we apply a lower materiality level to the 
audited section of the Remuneration Report. We also apply professional 
judgement to consider the materiality of related party transactions to both 
parties. 
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Audit Risk Dashboard

Key Financial Statement Risks

Wider Scope Risks

In accordance with ISA (UK) 240, we consider the presumed fraud risk in respect 
of improper income recognition. In the public sector, this requirement is modified 
by Practice Note 10 issued by the Financial Reporting Council, which states that 
auditors should also consider the risk that material misstatements may occur by 
the manipulation of expenditure recognition. During 2020/21, we will consider the 
impact of additional Covid-19 income streams on the College.

Fraud Risk: 

Risk of fraud in revenue and 
expenditure recognition 

As identified in ISA (UK) 240, management is in a unique position to perpetrate 
fraud due to the ability to manipulate accounting records directly or indirectly and 
prepare fraudulent financial statements by overriding controls that would 
otherwise appear to be operating effectively. 

Fraud Risk: 

Misstatement due to fraud 
or error

The full impact of the global pandemic on the College’s education and financial 
plans has continued to evolve throughout 2020/21.  In the short term, 
government funding, including furlough income, and direct financial support from 
the Scottish Funding Council has eased acute financial pressures.  The College has 
also managed the move to blended learning well, with limited deferrals to 
2021/22. 

The College is due to prepare an updated financial forecast in June 2021.  Our 
expectation is that this will highlight an improved financial position, but continue 
to reflect financial pressures in the medium to long term.  The College has 
implemented a voluntary severance scheme for the period June 2020 to March 
2022.  The College also has plans in place to increase the proportion of its income 
that comes from sources other than the Scottish Funding Council. The current 
levels of funding create a risk that the College will not be able to develop viable 
and sustainable financial plans over the medium to long term. 

Financial Sustainability: 

Medium Term Financial 
Planning

The value of property, plant and equipment (PPE) represent significant balances in 
the College’s financial statements. Management is required to make material 
judgemental inputs, including the assessment of any required impairment, and to 
apply estimation techniques to calculate the year-end balances recorded in the 
balance sheet.

Inherent risk: 

Valuation of property, plant 
and equipment

Accounting for the Local Government Pension Scheme (LGPS) involves significant 
estimation and judgement and therefore management engages an actuary to 
undertake the calculations on their behalf. The North East Scotland Pension Fund 
triennial valuation was completed as at 31 March and will therefore inform the 
valuation as at 31 July 2021. 

ISAs (UK) 500 and 540 require us to undertake procedures on the use of 
management experts, the assumptions underlying fair value estimates, and the 
valuation of the College’s share of scheme assets and liabilities at the year end.

Inherent risk:

Valuation of pension assets 
and liabilities
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Audit Context

In accordance with the principles of the Code, our audit work considers key 
developments in the sector. We obtain an understanding of the strategic 
environment in which the College operates to inform our audit approach.

The context for financial sustainability in the FE sector

As we noted within our Annual Audit Report, during 2020, the Scottish Funding 
Council released three reports considering the future of colleges and universities.  
In October 2020 the Scottish Funding Council (SFC) published their review of 
coherent provision and sustainability which considered how best the SFC can fulfil 
its mission of securing coherent provision by post-16 education bodies, and the 
undertaking of research in these changing times. The review covered future 
provision, delivery, outcomes and targets, funding models and support for 
research activity across the college and university sector in Scotland. 

Specifically, as part of this review, the SFC published their updated analysis of the 
sector within their report, The Financial Sustainability of Colleges and Universities 
in Scotland. This reflects on the specific financial challenges the sector was facing 
prior to the impact of Covid-19, including cost pressures from cost of living pay 
awards, employers’ pension contributions, maintaining the college estate and the 
UK’s exit from the European Union, and notes that colleges were already 
implementing transformation plans to address those challenges.  Covid-19 has, in 
some cases, resulted in the delay of these transformation plans, particularly 
where they relate to severance and commercial income growth.  The main impact 
of Covid-19 is considered to be felt most by the sector during the 2020/21 
financial and academic year. 

Recognising the financial challenges facing colleges in the upcoming period, the 
SFC has identified a number of actions to further support colleges including:

• Targets – SFC will not recover funds for shortfalls against outcome agreement
targets where these are related to Covid-19;

• Capital Funding – £2.3 million of additional funding for colleges has been
awarded to support the provision of ICT equipment to help tackle digital
poverty. In addition, the SFC announced £6.5 million of additional capital
funding to support the economic recovery in 2020/21;

• Cash advances – SFC has provided flexibility in grant drawdowns to several
colleges encountering liquidity challenges; and

• Flexibilities in relation to Flexible Workforce Development Fund, Student
Support funds and credits.

We will continue to review the full impact of the financial savings requirements 
outlined in the Financial Forecast Return (FFR) against the College’s strategic 
objectives as part of our work on financial sustainability.

2. Sector developments
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Additional Funding for Colleges 2020/21

Additional non-recurring Covid-19 support funding was announced as part of 
the Scottish Government’s budget update statement on 16 February 2021. This 
included an additional £60 million for further and higher education, specifically 
to support universities and colleges maintain research activity, project jobs, help 
students and boost research and knowledge exchange. 

The SFC subsequently announced additional funding of £15.3 million for 
colleges on 24 March 2021, applicable for the financial year 2020/21. The SFC 
noted that this funding will help address the major impact that Covid-19 has had 
on colleges, including:

• Reduced income, including from commercial contracts and residencies,
affecting research funding and putting jobs at risk;

• Additional costs such as adjustments to campuses and facilities to allow for
social distancing; and

• General weakening of financial sustainability.

Recognising that all colleges are facing financial pressures, the additional £15.3 
million has been allocated to colleges in proportion to their respective core 
teaching grant allocations for Academic Year 2020/21. The conditions of the 
grant funding are further outlined within the SFC’s Additional funding for 
Colleges in FY 2020/21 report, as well as confirmation that the release of this 
additional funding is to be used for FY 2020/21. 

2021/22 Budget

The SFC announced the indicative funding allocations for the Academic Year 
2021/22 on 24 March 2021. The indicative funding allocations set out are 
based on the Scottish Government’s draft budget 2021/22 announcement on 
28 January 2021 which was approved by the Scottish Parliament on 9 March 
2021. The approved Scottish Budget 2021/22 set a College Resource 
(Revenue) budget for the financial year 2021/22 of £675.7 million, an increase 
of £35.7 million (5.6%) from 2020/21. 

The SFC provides indicative funding allocations to help colleges plan for the 
forthcoming academic year, with final funding allocations to be published by the 
end of May 2021. The SFC’s indicative funding announcement notes that:

• The SFC’s revenue budget for 2021/22 has increased by 10.8% (£70.2
million) from AY 2020/21;

• Teaching funding has been increased by 8% (£29.8 million);

• Student support funding has increased by 1.9% (£2.6 million), and there is
additional student support contingency funding set aside;

• The other programme funding budget, which includes national sector-wide
services and strategic projects, has increased by £13.1 million;

• Student activity (credit) volume for the sector has been increased by 3.6%
(circa 63,000 credits), largely as a result of creditors for Foundation
Apprenticeships and deferred students; and

• Capital funding has decreased by £2 million, with sector-wide capital
maintenance reducing by 6.2% (£1.8 million).
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Financial statements and accounting

Introduction 

The annual financial statements enables the College to demonstrate 
accountability for, and its performance in the use of its resources. They are 
prepared in accordance with proper accounting practice and applicable 
law.

Audit Opinion

We are responsible for conducting an audit of the financial statements of 
the College. We will provide an opinion on the financial statements as to:

• whether they give a true and fair view in accordance with the Further
and Higher Education (Scotland) Act 1992 and directions made
thereunder by the Scottish Funding Council of the state of the College’s
affairs as at 31 July 2021 and its surplus or deficit for the year then
ended;

• have been properly prepared in accordance with United Kingdom
Generally Accepted Accounting Practice, including FRS 102: The
Financial Reporting Standard applicable in the UK and Ireland; and

• whether they have been properly prepared in accordance with the
Further and Higher Education (Scotland) Act 1992 and directions made
thereunder issued by the Scottish Funding Council, the Charities and
Trustee Investment (Scotland) Act 2005 and regulation 14 of The
Charities Accounts (Scotland) Regulations 2006 (as amended).

We also report on the regularity of transactions, as required by the Scottish 
Funding Council, and review and report on the consistency of the other 
information prepared and published by the College along with the financial 
statements. 

Other Statutory Information

The management commentary and narrative reporting continues to be an 
area of increased scrutiny as a result of rising stakeholder expectations, 
including continuing interest by the Financial Reporting Council. We will 
therefore continue to work with the finance team to support the continued 
improvement of the financial statements, including narrative disclosures, in 
2020/21.  

3. Financial Statement Risks



North East Scotland College Annual Audit Plan 2020/219

Audit Approach

We determine which accounts, disclosures and relevant assertions could 
contain risks of material misstatement. Our audit involves: 

• Identifying and assessing the risks of material misstatement of the
financial statements, whether due to fraud or error, design and
perform audit procedures responsive to those risks, and obtain audit
evidence that is sufficient and appropriate to provide a basis for our
opinion.

• Obtaining an understanding of internal control relevant to the audit in
order to design audit procedures that are appropriate in the
circumstances, but not for the purpose of expressing an opinion on the
effectiveness of the College’s internal control.

• Evaluating the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made
by management.

• Concluding on the appropriateness of management’s use of the going
concern basis of accounting.

• Evaluating the overall presentation, structure and content of the
financial statements, including the disclosures, and whether the
financial statements represent the underlying transactions and events
in a manner that achieves fair presentation.

• Obtaining sufficient appropriate audit evidence regarding the financial
information of the entities or business activities within the College.

• Reading other information contained in the financial statements,
including the board’s statement that the annual report is fair, balanced
and understandable, the Audit and Risk Committee reporting
appropriately addresses matters communicated by us to the
committee and reporting whether it is materially inconsistent with our
understanding and the financial statements.

• Maintaining auditor independence.

• Substantive tests of detail of transactions and amounts. For 2020/21
we plan to follow a predominantly substantive approach to the audit as
we have concluded this is the most efficient way to obtain the level of
audit assurance required to conclude that the financial statements are
not materially misstated.
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Materiality

For the purposes of determining whether the financial statements are free 
from material error, in accordance with ISA (UK) 320 we define materiality 
as the magnitude of an omission or misstatement that, individually or in the 
aggregate, in light of the surrounding circumstances, could reasonably be 
expected to influence the economic decisions of the users of the financial 
statements. 

Our evaluation of it requires professional judgement and necessarily takes 
into account qualitative as well as quantitative considerations implicit in the 
definition. We would be happy to discuss expectations regarding our 
detection of misstatements in the financial statements if required.

Rationale

Planning materiality (PM) – the amount over which we anticipate 
misstatements would influence the economic decisions of a user of the 
financial statements. For planning purposes, materiality for 2020/21 has 
been set at £1.025 million. This represents approximately 2% of the College’s 
forecast expenditure for the year.

Planning Materiality

£1,025,000

Materiality Level

Tolerable error (TE) – materiality at an individual account balance, which is 
set so as to reduce to an acceptably low level that the aggregate of 
uncorrected and undetected misstatements exceeds PM. We have set it at 
£769,000 which represents 75% of planning materiality. 

Tolerable Error

£769,000

Summary of Audit Differences (SAD) Nominal amount – the amount below 
which misstatements whether individually or accumulated with other 
misstatements, would not have a material effect on the financial statements. 
The Code requires that auditors report at no more than £250,000. We have 
set it at £51,000, which represents 5% of planning materiality.

Summary of Audit 
Differences

£51,000

The bases for the materiality outlined are consistent with our approach in 
previous years. Factors which we consider include the perspectives and 
expectations of users of the financial statements as well as our risk assessment 
as to the likelihood of material misstatements arising in the financial 
statements. 

Based on these considerations, we apply lower materiality levels to the 
following areas we consider to be material by nature rather than size:

• Remuneration Report; and

• Related Party Transactions.

We will therefore review the disclosures related to the above areas in greater 
detail compared to the materiality thresholds outlined above.

The amount we consider material at the end of the audit may differ from our 
initial determination. At the end of the audit we will form, and report to you, our 
final opinion by reference to all matters that could be significant to users of the 
financial statements, including the total effect of any audit misstatements, and 
our evaluation of materiality at that date. 
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Going Concern compliance with ISA 570

We outlined in our 2019/20 reporting to the committee the impact that the 
Covid-19 pandemic had on the further education sector, and the increased levels 
of uncertainty within the forecasts used as part of the College’s going concern 
assessment. As a result, in 2019/20, we placed additional focus on significant 
judgements made to conclude whether events or conditions indicate that a 
material uncertainty existed that may cast significant doubt on the College’s 
ability to continue as a going concern. The judgements made determined the 
appropriate disclosures to be made in the financial statements, and allowed us to 
consider the impact on our audit opinion.  

A revised auditing standard relating to our work on going concern, ISA 570, is 
effective for the audit of the  College’s 2020/21 financial statements. The 
revised standard increases the work we have been traditionally required to 
perform when assessing whether the College is a going concern. It means UK 
auditors will follow significantly stronger requirements than those required by 
current international standards, and much more in line with the required work 
undertaken by management and the audit team in 2019/20.

The revised standard requires:

• challenge of management’s identification of events or conditions impacting
going concern, more specific requirements to test management’s resulting
assessment of going concern, an evaluation of the supporting evidence
obtained which includes consideration of the risk of management bias;

• greater work for us to challenge management’s assessment of going concern,
thoroughly test the adequacy of the supporting evidence we obtained and
evaluate the risk of management bias. Our challenge will be made based on
our knowledge of the College obtained through our audit, which will include
additional specific risk assessment considerations which go beyond the
current requirements;

• improved transparency with a new reporting requirement for public interest
entities, listed and large private companies to provide a clear, positive
conclusion on whether management’s assessment is appropriate, and to set
out the work we have done in this respect. While the College is not one of
these three entity types listed, we will ensure compliance with any updated
reporting requirements;

• a stand back requirement to consider all of the evidence obtained, whether
corroborative or contradictory, when we draw our conclusions on going
concern; and

• necessary consideration regarding the appropriateness of financial statement
disclosures around going concern.

A revised version of Practice Note 10 Audit of Financial Statements and 
Regularity of Public Sector Bodies in the UK (PN 10) was issued in November 
2020. A significant aspect of PN 10 is the guidance on applying ISA (UK) 570 
Going Concern to the public sector.  This notes the importance of the applicable 
financial reporting framework in determining the extent of the auditor’s 
procedures.  Our work will also take cognisance of recent guidance issued by 
Audit Scotland. As in prior years, due to the anticipated continuation of service 
provision, the going concern basis of accounting will continue to be appropriate 
for the College. 

Auditing standards have 
been revised in 
response to 
enforcement cases and 
well-publicised 
corporate failures 
where the auditor’s 
report failed to highlight 
concerns about the 
prospects of entities 
which collapsed shortly 
afterwards. 
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Covid-19 - Impact on Financial Statements

In our reporting throughout 2020, we outlined how the ongoing disruption to 
daily life and the economy as a result of the Covid-19 virus was having a 
pervasive impact upon the preparation of financial statements for all bodies 
across the further education sector, and will do so for the foreseeable future. 
Financial statements now need to reflect the impact of Covid-19 on the College’s 
financial position and performance. There continues to be a wide range of ways 
in which Covid-19 can impact the financial statements, potentially impacting the 
accounting and disclosure requirements throughout. We have outlined through 
this report how these may include, at a minimum:

• Management’s assessment of going concern.

• Revenue recognition accounting for where activity has materially changed
and where new income streams have occurred such as from government
support.

• The valuation of fixed assets, in particular the ongoing use of the College
estate.

• The valuation of future pension liabilities and scheme assets.

• Potential impairment of receivables.

• Financial statement disclosures, including the Annual Governance Statement.

We will report on the full impact of Covid-19 on the College’s financial 
statements, and how we have responded to the additional risks of misstatement, 
as part of our reporting at the yearend to the committee, including 
supplementing this audit planning report with any material changes to our 
detailed risk assessment and audit approach for the yearend audit, where 
required. 

Covid-19 – Impact on Audit Process

The extensive nature of the Covid-19’s impact on the financial statements and 
underlying accounting arrangements drives our assessment that the risk is 
considered pervasive to the financial statement audit. In addition to the impact 
on the financial statements themselves, the disruption caused by Covid-19 may 
impact on management’s ability to produce financial statements and our ability 
to complete the audit to the planned timetable. For example, it will continue to 
be more difficult than usual for finance teams to collate and for us to access the 
supporting documentation necessary to support our audit procedures. As with 
the 2019/20 audit, this will need to be mitigated by additional audit procedures 
to respond to the additional risks caused by the factors noted above.

We have outlined the planned timing for the key deliverables of the audit process 
in Appendix D. These reflect the agreed intention to continue to work closely 
with management to review timeframes and logistics for the completion of the 
audit in 2020/21. All deadlines will continue to be reviewed throughout the year 
as circumstances change, however the FRC and Audit Scotland have made clear 
that any deadlines are secondary to the primacy of audit quality and ensuring 
completeness of work regardless of the environment in which audit takes place.  

We will aim to take a pragmatic and flexible approach in the current 
environment.  
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Significant Risks

We have set out the significant risks (including fraud risks) identified for the 
current year audit along with the rationale and expected audit approach. The 
risks identified may change to reflect any significant findings or subsequent 
issues we identify during the audit.

Significant Risk - Risk of fraud in income and expenditure recognition

Under ISA 240 there is a presumed risk that income may be misstated due to 
improper recognition of revenue. In the public sector, this requirement is 
modified by Practice Note 10, issued by the Financial Reporting Council, which 
means we also consider the risk that material misstatements may occur by the 
manipulation of expenditure recognition. 

Work we will undertake: 

• review and test all relevant income and 
expenditure policies against the relevant 
accounting standards and SORP

• review, test and challenge management 
around any accounting estimates on 
income and expenditure recognition for 
evidence of bias

• develop a testing strategy to test all 
material income and expenditure streams

• test all material grant income with 
performance conditions to ensure the 
income is recognised correctly in line with 
the outlined requirements

• review and perform focused testing on 
income and expenditure around the year 
end to ensure correct recognition around 
cut-off between financial periods

• perform testing for any evidence of 
clawback of income where conditions for 
entitlement have not been met

• review and develop a testing strategy for 
Covid-19 related income streams, 
including furlough income and additional 
Covid-19 related grant income

• assess and challenge manual adjustments 
or journal entries by management around 
the year end for evidence of management 
bias and evaluation of business rationale 
and evidence

We consider there to be a 
specific risk around SFC 
income and expenditure 
recognition through:

• Incorrect income and 
expenditure cut-off 
recognition to alter the 
College’s financial position 
around the financial year 
end.

• Incorrect recognition 
applied to grant income 
with conditions.

We also recognise a revenue 
recognition risk for other SFC 
grants where performance 
conditions are in place, tuition 
fee income and other grants 
and operating income in 
respect of possible 
manipulation of cut-off around 
the financial year end.  

We recognise the same risk 
around incorrect recognition of 
other operating expenditure in 
line with Practice Note 10. 

Other than income and 
expenditure recognition, 
we have not identified any 
specific areas where 
management override will 
manifest as a significant 
fraud risk, however we will 
continue to consider this 
across the financial 
statements throughout the 
audit. 
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Fraud Risk – Misstatement due to fraud or error

Management has the primary responsibility to prevent and detect fraud. It is 
important that management, with the oversight of those charged with 
governance, has put in place a culture of ethical behaviour and a strong control 
environment that both deters and prevents fraud.

Based on the requirements of auditing 
standards our approach will focus on:

• identifying fraud risks during the planning
stages

• inquiry of management about risks of fraud
and the controls put in place to address
those risks including segregation of duties

• consideration of the effectiveness of
management’s controls designed to address
the risk of fraud

• determining an appropriate strategy to
address those identified risks of fraud

• performing mandatory procedures
regardless of specifically identified fraud
risks, including testing of journal entries and
other adjustments in the preparation of the
financial statements

• specific focus on the accounting for any
identified key areas of judgement and
estimates in the financial statements and
significant and unusual transactions. This
will include consideration of any provisions
requiring to be made as at the balance sheet
date for any restructuring arrangements
entered into by the College, as applicable.

From 2020/21, our work around estimates in 
particular will be required to comply with the 
requirements around the revised ISA (UK) 540.

The risk of management 
override is pervasive to the 
audit and impacts the testing 
of all areas. Our responsibility 
is to plan and perform audits to 
obtain reasonable assurance 
about whether the financial 
statements as a whole are free 
of material misstatements 
whether caused by error or 
fraud. 

As auditor, we approach each 
engagement with a questioning 
mind that accepts the 
possibility that a material 
misstatement due to fraud 
could occur, and design the 
appropriate procedures to 
consider such risk. This takes 
account of the fact that 
management are in a unique 
position to override controls 
which otherwise appear to be 
operating effectively. 

We will report our findings in these areas to you within our 2020/21 
Annual Audit Report.
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Inherent Risk – Valuation of Property, Plant & Equipment

The College’s property portfolio totals £101.7 million as at 31 July 2020 
(2018/19 £97.6 million), with the major elements of this being in respect of land 
and buildings. Land and buildings are revalued to fair value with a full revaluation 
taking place at least every five years and an interim valuation at year 3.  

Our approach will focus on:

• analysis of the source data and inquiries as 
to the procedures used by management’s 
specialist to establish whether the source 
data is complete

• assessment of the reasonableness of the 
assumptions and methods used, including 
their compliance with the SORP

• consideration of the appropriateness of 
the timing of when the specialist carried 
out the work

• assessment of whether the substance of 
the specialist’s findings are properly 
reflected in the financial statements

• consideration of the material uncertainty 
that management’s specialist may add to 
their valuation reports due to Covid-19, 
and the potential impact on our audit 
approach and opinion. We may consult as 
required.  

• assessment of the potential for 
impairment across the College estate that 
has not been reflected in the financial 
statements

• assessment whether assets sold or held for 
sale have been correctly processed in the 
financial statements through testing of 
accounting entries

• assessment of the College’s backlog 
maintenance estates plans, including 
consideration of whether backlog 
maintenance expenditure in the year has 
been correctly accounted for as capital or 
revenue expenditure. 

The College is required to 
consider annually that the 
valuation of the College estate 
remains appropriate outside of 
formal revaluation cycles. 

Management engaged external 
valuers to conduct a full 
valuation of the land and 
buildings estate as at 31 July 
2020, which resulted in a 
valuation gain of £3.7 million in 
2019/20. 

The College has an updated 
Capital Strategy and expects to 
conclude the sale of Balgownie
Centre prior to the end of the 
financial year. 

Given the significance of the 
balance within the financial 
statements, and the number of 
assumptions that are made in 
the valuation, we assign a higher 
inherent risk to property, plant 
and equipment.  The impact of 
Covid-19 on the use of assets 
and future plans means that we 
will place significant scrutiny on 
management’s assessment of 
impairment.  

We do not, however, at this 
stage, have any specific 
concerns in relation to 
management’s approach to 
property valuations. 

The valuation of property, 
plant and equipment is 
assessed as an inherent 
risk. Management involves 
specialists in the 
preparation of these 
accounting valuations. We 
utilise our own specialists, 
as appropriate, to support 
the core audit team in the 
performance of audit 
procedures on these 
balances.



North East Scotland College Annual Audit Plan 2020/2116

Inherent Risk – Valuation of Pension Liabilities

The College participates in two pension schemes: the North East Scotland 
Pension Fund (NESPF), and the Scottish Teachers Superannuation Scheme 
(STSS). While both are defined benefit pension schemes, the College is unable 
to identify its share of the underlying assets and liabilities of the STSS scheme 
on a consistent and reasonable basis and therefore, the scheme is accounted 
for as if it were a defined contribution scheme. 

Our approach will include:

• obtaining an actuarial report at the
year end date for the scheme and
considering the reasonableness and
consistency of assumptions
underpinning such reports, in light of
guidance available

• performing substantive testing on the
verification of the pension assets, by
engaging with the auditor of North East
Scotland Pension Fund in line with the
assurance protocols laid out by Audit
Scotland for IAS 19

• engage our actuarial specialists to
assess the work of the actuary
(Mercer), including the assumptions
they have used and their assessment of
the liability due to recent legal rulings
including McCloud and Goodwin

• we will also review the calculation of
the College’s valuation of future early
retirement liabilities at 31 July 2021

• review and test the accounting entries
and disclosures made within the
College’s financial statements in
relation to IAS 19.

Triennial valuations of Scottish 
Local Government Pension 
Schemes (LGPS) were completed 
in March 2021. This will identify 
the funding level in each scheme 
and inform future funding and 
investment strategies as well as 
determining the level of employer 
and employee contribution rates 
from 2021/22 onwards.

NESPF is accounted for as a 
defined benefit scheme.  The net 
pension liabilities on the balance 
sheet arising from participation in 
the scheme at 31 July 2020 were 
£31.8 million (2018/19: £24.9 
million). 

In addition, the College recognises 
a provision for future early 
retirement liabilities, totalling 
£6.5 million as at 31 July 2020. 

Accounting for this scheme 
involves significant estimation and 
judgement, including financial and 
demographic assumptions. The 
College engages an actuary to 
undertake the calculations on 
their behalf. 

ISAs (UK) 500 and 540 require us 
to undertake procedures on the 
use of management experts and 
the assumptions underlying fair 
value estimates.

The Further and Higher 
Education SORP and the 
SFC Accounts Direction 
require the College to 
make extensive 
disclosures within the 
financial statements 
regarding its membership 
of the North East 
Scotland Pension Fund. 

The information 
disclosed is based on the 
report issued by the 
College’s actuary. 
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Other audit considerations

We also plan and perform certain general audit procedures on every audit which 
may not be directly related to financial statement account assertions. Examples 
of such procedures includes compliance with applicable laws and regulations, 
litigation and claims and related parties.

Accounting Framework: Updated SFC Accounts Direction

The SFC’s Accounts Direction is published annually in July and provides colleges 
with guidance on disclosure requirements for the financial statements. We will 
work with management during 2020/21 to ensure the correct application of new 
requirements. 

Changes to Auditing Standards

A revised ISA (UK) 701 applies from 2020/21 and aims to secure enhancements 
to auditor reporting.  Our Annual Audit Report will therefore include:

• a description of the most significant assessed risks of material misstatement
that were identified by the auditor which had the greatest effect on the
overall audit strategy, the allocation of resources in the audit, and directing
the efforts of the audit team;

• how each of the above significant risks of material misstatement was
addressed including, as a new requirement of the ISA, significant judgements
made with respect to each one;

• specifying the materiality threshold for the financial statements as a whole
and, as new requirements, specifying performance materiality and providing
an explanation of the significant judgments in determining these amounts;
and

• an overview of the scope of the audit, including an explanation of how it
addressed each of the significant assessed risks of material misstatement and
how it was influenced by the auditor’s application of materiality.

ISA(UK) 540 on accounting estimated was issued in December 2019. Guidance 
on inherent risk factors relevant to the public sector includes examples to be 
considered such as:  

• a very high degree of estimation uncertainty caused by the need to project
forecasts far into the future, such as liabilities relating to defined benefit
pension schemes

• areas where there may be a lack of available comparators for estimates that
are unique to the public sector, such as the valuation of important public
assets

• the existence of possible constructive obligations created by political
statements or past practice of carrying out actions that may be expected of
public authorities but are not required by law; and

• political uncertainty and the possibility of future changes in public policy
having an impact on the assumptions used to prepare accounting estimates.
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Use of specialists

When auditing key judgements, such as the valuation of property, plant and 
equipment, defined benefit pension scheme assets and liabilities, or certain 
assets and liabilities, we are often required to rely on the input and advice 
provided by specialists who have qualifications and expertise not possessed by 
the core audit team. In accordance with Auditing Standards, we will evaluate 
each specialist’s professional competence and objectivity, considering their 
qualifications, experience and available resources, together with the 
independence of the individuals performing the work.

We also consider the work performed by the specialist in light of our knowledge 
of the College’s business and processes and our assessment of audit risk in the 
particular area. For example, we would typically perform the following 
procedures:

• Analyse source data and make inquiries as to the procedures used by the 
specialist to establish whether the source data is relevant and reliable.

• Assess the reasonableness of the assumptions and methods used.

• Consider the appropriateness of the timing of when the specialist carried out 
the work.

• Assess whether the substance of the specialist’s findings are properly 
reflected in the financial statements.

Internal audit 

We will review the internal audit plan and the results of internal audit’s work, 
including the discussion of audit findings at the Audit and Risk Committee and 
management’s response to findings. We will reflect the findings from internal 
audit reports, together with reports from any other work completed in the year, 
in our plan for the audit, where they raise issues that could have an impact on 
the financial statements or our wider responsibilities.

Cyber Security

As outlined by Audit Scotland within their report Fraud and Irregularity Update 
2019/20, the Covid-19 pandemic has brought significant challenges across the 
public sector as bodies have sought to continue to deliver services during 
extremely difficult times. In such emergency situations, existing controls may 
be compromised and it can be difficult to put in place robust controls for new 
processes. 

The report highlights that there has been an increase in cybercrime, as more 
public sector staff connect remotely, including the use of various online video 
conferencing services for meetings which pose security issues. The report also 
highlights an increase in phishing emails and scams which, if accessed, allow 
fraudulent access to public sector systems.

We will discuss with management their assessment of whether internal controls 
at the College are sufficiently robust to mitigate the risk of cyber attacks. 
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Other audit responsibilities

Under the terms of our appointment, our role and responsibilities include a 
number of other assurance activities. This includes the provision of 
information to support Audit Scotland national reports and studies.

Anti-money laundering

The Money Laundering, Terrorist Financing and Transfer of Funds 
(Information on the Payer) Regulations 2017 came into force on 26 June 
2017 and replace The Money Laundering Regulations 2007. The regulations 
impose an obligation on the Auditor General to inform the National Crime 
Agency if he knows or suspects that any person has engaged in money 
laundering or terrorist financing. As appointed auditor we will consider 
arrangements for the College to identify and report any instances of money 
laundering in line with Audit Scotland reporting arrangements. 

Data analytics

Where possible and appropriate, we will use our bespoke data analysers to 
enable us to capture whole populations of your financial data, in particular 
covering journal entries and payroll transactions. These analysers help 
identify specific exceptions and anomalies within populations of data to focus 
substantive audit tests more effectively than traditional audit sampling. 

We will report the findings of our work, including any significant weaknesses 
or inefficiencies identified and recommendations for improvement, to 
management and the Audit and Risk Committee through the yearend audit 
reporting process. 
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Together the Accounts Commission and the Auditor General for Scotland 
agreed the four dimensions set out in the Code which comprise the wider scope 
audit. These are:

• Financial Management;

• Financial Sustainability;

• Governance and Transparency; and

• Value for money.

Basis for risk assessment

The Code sets out an expectation that ‘significant’ risks identified through our 
planning process that relate to the wider scope dimensions will be 
communicated with you. 

As part of our risk assessment procedures, we have reviewed each dimension 
to assess potential areas of risk.  We set out our areas of focus, along with any 
specific significant risks relating to each dimension below.  

Financial Management

The financial management dimension considers the effectiveness of financial 
management arrangements, including whether there is sufficient financial 
capacity and resources, sound budgetary processes and whether the control 
environment and internal controls are operating effectively. 

In our 2019/20 Annual Audit Report, we concluded that the College’s financial 
management arrangements were satisfactory overall.  An established budget 
setting and monitoring framework is in place which includes Board and Finance 
& Resources Committee consideration of financial updates throughout the year. 
This monitoring includes expenditure against budget and the forecast outturn 
for the year. 

We recognise that financial management arrangements will continue to evolve 
as part of the College’s ongoing response to Covid-19 and therefore we will 
additionally consider: 

• How internal control arrangements are being adapted and monitored to
respond to ongoing remote working arrangements;

• How the College has responded to budgetary pressures including the loss of
non-SFC income; and

• How financial reporting to the Board and Finance & Resources Committee
adapted to reflect up to date information on funding streams.

Covid-19 is a pervasive 
risk that impacts all wider 
scope dimensions. This 
will be an area of audit 
focus for 2020/21 
considering how the 
College has adapted and 
the implications for the 
College’s finances.

Wider Scope
Risks and approach

4. Wider Scope Dimensions:
Risk assessment and approach
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Financial Sustainability

Financial sustainability considers the medium and longer term outlook for the 
College to determine if planning is effective to support service delivery.  We 
focus on the arrangements to develop viable and sustainable financial plans.

In 2019/20, the College prepared a three-year financial forecast for the period 
2020 to 2023 and submitted these to the SFC in the form of the template 
Financial Forecast Return (‘FFR’). The forecast is based on assumptions 
provided by the SFC in addition to College specific assumptions for areas such 
as other income and staff numbers, as included within the College’s Budget 
2020/21 and Financial Plan 2021/22 to 2022/23. 

The full impact of the global pandemic on the College’s education and 
financial plans has continued to evolve throughout 2020/21.  In the short 
term, government funding, including furlough income, and direct financial 
support from the Scottish Funding Council has eased acute financial 
pressures.  The College has also managed the move to blended learning well, 
with limited deferrals to 2021/22. 

The College is due to prepare an updated financial forecast in June 2021.  
Our expectation is that this will highlight an improved financial position, but 
continue to reflect financial pressures in the medium to long term.  The 
College has implemented a voluntary severance scheme for the period June 
2020 to March 2022.  The College also has plans in place to increase the 
proportion of its income that comes from sources other than the Scottish 
Funding Council. The current levels of funding create a risk that the College 
will not be able to develop viable and sustainable financial plans over the 
medium to long term. 

Our work for the year will consider:

• Has the College revised medium term financial plans to take account of the 
materialising risks in relation to Covid-19 and has appropriate scenario 
planning taken place? 

• Where gaps in financial plans are identified, is the College proactively 
engaging with the Scottish Funding Council and other stakeholders to 
address these gaps?

Medium Term Financial 
Sustainability
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Governance and Transparency

Governance and transparency is concerned with the effectiveness of scrutiny and 
governance arrangements, leadership and decision making, and transparent 
reporting of financial and performance information.

In our 2019/20 Annual Audit Report we concluded that the College had in place 
the key requirements for good governance, and concluded that these key 
features of good governance remained in place and were operating effectively 
throughout the Covid-19 lockdown. We concluded that the Annual Governance 
Statement materially complied with the SFC’s 2019/20 Accounts Direction. 

The Board commissioned an Effectiveness Review, which was prepared by the 
College’s internal auditors in March 2021.  The Review confirmed that the 
College demonstrates a high degree of compliance with the Code of Good 
Governance for Scotland’s Colleges and that there is a high degree of satisfaction 
amongst the Members of the Regional Board in terms of the governance 
framework and the way in which this is being applied in practice.

The College’s Audit and Risk Committee has an independent chair. Standing 
Orders regulate how the business of the College is conducted, and detailed terms 
of reference are in place for the Board’s standing committees. The College 
continues to embed its risk management arrangements, including updating and 
reporting on the Strategic Risk Register to the Audit and Risk Committee. 

As a result of the Covid-19 pandemic, the College established a Chairs Committee 
consisting of the Chair and Vice Chair of the Regional Board, the Principal and 
Chief Executive, and the Chairs of various committees. The aim of this Committee 
is to act on behalf of the Regional Board in any matter which, in the judgement of 
the Regional Board, requires urgent attention or decision. It was adopted as a 
permanent aspect of the College’s governance arrangements by the Board in 
October 2020.

Our work for the year will consider:

• How the College ensured the quality of arrangements to support good
governance during the Covid-19 pandemic, including ensuring that there is
sufficient transparency around governance and decision making
arrangements?

• Is the Annual Governance Statement within the financial statements complete
and does it reflect key matters impacted by Covid-19, such as delays in the
completion of internal audit work and non-compliance with the code of good
governance where actions were not able to be implemented?

• Progress against prior year audit recommendations from both internal and
external audit, including the College’s arrangements for ensuring these are
monitored and reported on a routine basis.

• Internal audit arrangements during 2020/21, including whether the internal
audit programme was able to be completed.

We will continue to 
consider how 
governance 
arrangements were 
adapted during the 
Covid-19 pandemic.
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In line with auditing standards, as part of our consideration of the College’s 
governance arrangements, we will be writing to the College Audit and Risk 
Committee to confirm how those charged with governance ensure oversight of 
management and appropriate governance arrangements are in place. This is 
not reflective of specific risks identified at the College, but rather in line with 
our process to annually make formal inquiries beyond standard management 
meetings and representations. 

Value for money

In our 2019/20 Annual Audit Report we concluded that the College’s 
arrangements for ensuring value for money were appropriate. There is clear 
and timely report against performance indicators, and annual performance 
reports are published on the College’s website. 

The Strategic Plan has been in place for the period 2018 to 2021.  A number 
of both key strategic indicators and annual priorities have been impacted by 
the Covid-19 global pandemic and the subsequent closure of the College in 
March 2020. As a result, annual priorities which were not able to progress 
have been rolled forward to AY2020-21. The College Board considers regular 
updates against the Strategic Plan throughout the year, including updates on 
the agreed annual priorities.

Our work for the year will consider whether:

• The College used resources effectively to help support students and other 
stakeholders during the Covid-19 pandemic and evaluates how lessons 
learned during the pandemic could be used to support changes to service 
delivery.

• The College has arrangements to ensure value for money through the use 
of public funds, including a robust procurement framework that is used by 
all employees and is subject to regular scrutiny, and a robust governance 
process for the approval of exit arrangements. 
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E – Audit fees
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Each body, through its chief executive or accountable officer, is responsible for 
establishing arrangements to ensure the proper conduct of its affairs including the 
legality of activities and transactions, and for monitoring the adequacy and 
effectiveness of these arrangements. Audited bodies should involve those charged 
with governance (including Audit and Risk Committees or equivalent) in monitoring 
these arrangements.

Audited Body’s Responsibilities

Corporate Governance

Audited bodies must prepare an annual report and accounts containing financial 
statements and other related reports. They have responsibility for:

• preparing financial statements which give a true and fair view of their financial 
position and their expenditure and income, in accordance with the applicable 
financial reporting framework and relevant legislation.

• maintaining accounting records and working papers that have been prepared to an 
acceptable professional standard and support their financial statements and related 
reports disclosures.

• ensuring the regularity of transactions, by putting in place systems of internal 
control to ensure that they are in accordance with the appropriate authority.

• maintaining proper accounting records.

• preparing and publishing, along with their financial statements, an annual 
governance statement, management commentary (or equivalent) and a 
remuneration report that are consistent with the disclosures made in the financial 
statements. Management commentary should be fair, balanced and understandable 
and also clearly address the longer-term financial sustainability of the body.

• Management, with the oversight of those charged with governance, should 
communicate clearly and concisely relevant information to users about the entity 
and its financial performance, including providing adequate disclosures in 
accordance with the applicable financial reporting framework. 

Audited bodies are responsible for developing and implementing effective systems of 
internal control as well as financial, operational and compliance controls. These 
systems should support the achievement of their objectives and safeguard and secure 
value for money from the public funds at their disposal. They are also responsible for 
establishing effective and appropriate internal audit and risk-management functions.

Financial Statements and 
related reports

Audited bodies are responsible for establishing arrangements for the prevention and 
detection of fraud, error and irregularities, bribery and corruption and also to ensure 
that their affairs are managed in accordance with proper standards of conduct by 
putting proper arrangements in place.

Standards of conduct / 
prevention and detection of 
fraud and error

Audited bodies are responsible for putting in place proper arrangements to ensure that 
their financial position is soundly based having regard to:

• such financial monitoring and reporting arrangements as may be specified

• compliance with any statutory financial requirements and achievement of financial 
targets

• balances and reserves, including strategies about levels and their future use

• how they plan to deal with uncertainty in the medium and longer term

• the impact of planned future policies and foreseeable developments on their 
financial position.

Financial Position

The Scottish Public Finance Manual sets out that accountable officers appointed by the 
Principal Accountable Officer for the Scottish Administration have a specific 
responsibility to ensure that arrangements have been made to secure best value. 

Best Value
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The FRC Ethical Standard and ISA (UK) 260 “Communication of audit 
matters with those charged with governance”, requires us to communicate 
with you on a timely basis on all significant facts and matters that bear upon 
our integrity, objectivity and independence. The Ethical Standard, as revised 
in June 2016, requires that we communicate formally both at the planning 
stage and at the conclusion of the audit, as well as during the course of the 
audit if appropriate.  The aim of these communications is to ensure full and 
fair disclosure by us to those charged with your governance on matters in 
which you have an interest.

Required communications

Planning stage Final stage

► The principal threats, if any, to 
objectivity and independence 
identified by Ernst & Young 
(EY) including consideration of 
all relationships between you, 
your affiliates and directors 
and us;

► The safeguards adopted and 
the reasons why they are 
considered to be effective, 
including any Engagement 
Quality review;

► The overall assessment of 
threats and safeguards;

► Information about the general 
policies and process within EY 
to maintain objectivity and 
independence.

► Where EY has determined it is 
appropriate to apply more 
restrictive independence rules 
than permitted under the 
Ethical Standard

► In order for you to assess the integrity, objectivity and 
independence of the firm and each covered person, we are 
required to provide a written disclosure of relationships (including 
the provision of non-audit services) that may bear on our 
integrity, objectivity and independence. This is required to have 
regard to relationships with the entity, its directors and senior 
management, its affiliates, and its connected parties and the 
threats to integrity or objectivity, including those that could 
compromise independence that these create.  We are also 
required to disclose any safeguards that we have put in place and 
why they address such threats, together with any other 
information necessary to enable our objectivity and independence 
to be assessed;

► Details of non-audit services provided and the fees charged in 
relation thereto;

► Written confirmation that the firm and each covered person is  
independent and, if applicable, that any non-EY firms used in the 
group audit or external experts used have confirmed their 
independence to us;

► Written confirmation that all covered persons are independent;

► Details of any inconsistencies between FRC Ethical Standard and 
your  policy for the supply of non-audit services by EY and any 
apparent breach of that policy; 

► Details of any contingent fee arrangements for non-audit services 
provided by us or our network firms; and

► An opportunity to discuss auditor independence issues

We confirm that we have undertaken client and engagement continuance procedures, which 
include our assessment of our continuing independence to act as your external auditor.

In addition, during the course of the audit, we are required to communicate with you whenever any 
significant judgements are made about threats to objectivity and independence and the 
appropriateness of safeguards put in place, for example, when accepting an engagement to provide 
non-audit services.

We also provide information on any contingent fee arrangements, the amounts of any future services 
that have been contracted, and details of any written proposal to provide non-audit services that has 
been submitted;

We ensure that the total amount of fees that EY and our network firms have charged to you and your 
affiliates for the provision of services during the reporting period, analysed in appropriate 
categories, are disclosed. 
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Overall, we consider that the safeguards that have been adopted appropriately 
mitigate the principal threats identified and we therefore confirm that EY is 
independent and the objectivity and independence of Stephen Reid, your audit 
engagement partner, and the audit engagement team have not been compromised.

Overall Assessment

A self interest threat arises when EY has financial or other interests in the Group.  
Examples include where we have an investment in your company; where we receives 
significant fees in respect of non-audit services; where we need to recover long 
outstanding fees; or where we enter into a business relationship with you.  At the time 
of writing, there are no long outstanding fees.

We believe that it is appropriate for us to undertake permissible non-audit services and 
we will comply with the policies that you have approved.  

None of the services are prohibited under the FRC’s Ethical Standard and the services 
have been approved in accordance with your policy on pre-approval. In addition, when 
the ratio of non-audit fees to audit fees exceeds 1:1, we are required to discuss this 
with our Ethics Partner, as set out by the FRC Ethical Standard, and if necessary agree 
additional safeguards or not accept the non-audit engagement. At the time of writing, 
the current ratio of non-audit fees to audit fees is approximately 0% (Appendix E), and 
will continue to be monitored through the audit engagement. No additional safeguards 
are required.

A self interest threat may also arise if members of our audit engagement team have 
objectives or are rewarded in relation to sales of non-audit services to you.  We 
confirm that no member of our audit engagement team, including those from other 
service lines, has objectives or is rewarded in relation to sales to you.

There are no other self interest threats at the date of this report.

Self interest threats

Self review threats arise when the results of a non-audit service performed by EY or 
others within the EY network are reflected in the amounts included or disclosed in the 
financial statements.

There are no self review threats at the date of this report.

Self review threats

Partners and employees of EY are prohibited from taking decisions on behalf of 
management of the Group. Management threats may also arise during the provision of 
a non-audit service in relation to which management is required to make judgements 
or decision based on that work.

There are no management threats at the date of this report.

Management threats

Other threats, such as advocacy, familiarity or intimidation, may arise.

There are no other threats at the date of this report.
Other threats

We highlight the following significant facts and matters that may be reasonably 
considered to bear upon our objectivity and independence, including the 
principal threats, if any.  We have adopted the safeguards noted below to 
mitigate these threats along with the reasons why they are considered to be 
effective. However we will only perform non–audit services if the service has 
been pre-approved in accordance with your policy.

Relationships, services and related threats and safeguards
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Overall, we consider that the safeguards that have been adopted appropriately 
mitigate the principal threats identified and we therefore confirm that EY is 
independent and the objectivity and independence of Stephen Reid, your audit 
engagement partner, and the audit engagement team have not been compromised.

► Extraterritorial application of the FRC Ethical Standard to UK PIE and its worldwide
affiliates;

► A general prohibition on the provision of non-audit services by the auditor (or its
network) to a UK PIE, its UK parent and worldwide subsidiaries;

► A narrow list of permitted services where closely related to the audit and/or
required by law or regulation;

► Absolute prohibition on the following relationships applicable to UK PIE and its
affiliates, including material significant investees/investors:

► Tax advocacy services

► Remuneration advisory services

► Internal audit services

► Secondment/loan staff arrangements

► An absolute prohibition on contingent fees;

► Requirement to meet the higher standard for business relationships i.e. business
relationships between the audit firm and the audit client will only be permitted if it
is inconsequential;

► Permitted services required by law or regulation will not be subject to the 70% fee
cap;

► Grandfathering will apply for otherwise prohibited non-audit services that are open
at 15 March 2020 such that the engagement may continue until completed in
accordance with the original engagement terms;

► A requirement for the auditor to notify the Audit and Risk Committee where the
audit fee might compromise perceived independence and the appropriate
safeguards;

► A requirement to report to the Audit and Risk Committee details of any breaches of
the Ethical Standard and any actions taken by the firm to address any threats to
independence. A requirement for non-network component firm whose work is used
in the group audit engagement to comply with the same independence standard as
the group auditor. Our current understanding is that the requirement to follow UK
independence rules is limited to the component firm issuing the audit report and not
to its network. This is subject to clarification with the FRC.

Summary of key changes

► We will continue to monitor and assess all ongoing and proposed non-audit services
and relationships to ensure they are permitted under FRC Revised Ethical Standard
2019 which has been effective from 1 August 2020.

► At the time of writing this report (May 2021) we do not currently provide any non-
audit services which would be prohibited under the new standard.

Next steps

The Financial Reporting Council (FRC) published the Revised Ethical Standard 
2019 in December and it will apply to accounting periods starting on or after 15 
March 2020. A key change in the new Ethical Standard will be a general 
prohibition on the provision of non-audit services by the auditor (and its 
network) which will apply to UK Public Interest Entities (PIEs). A narrow list of 
permitted services will continue to be allowed. 

New UK Independence Standards
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Required communication Our reporting to you

Terms of engagement / Our responsibilities

Confirmation by the Audit and Risk Committee of acceptance of terms of engagement 
as written in the engagement letter signed by both parties.

Our responsibilities are as set out in our engagement letter.

Audit Scotland Terms of 

Appointment letter – audit 

to be undertaken in 

accordance with the Code 

of Audit Practice

Planning and audit approach 

Communication of the planned scope and timing of the audit, any limitations and the 
significant risks identified.

Annual Audit Plan

Significant findings from the audit

• Our view about the significant qualitative aspects of accounting practices including 
accounting policies, accounting estimates and financial statement disclosures

• Significant difficulties, if any, encountered during the audit

• Significant matters, if any, arising from the audit that were discussed with 
management

• Written representations that we are seeking

• Expected modifications to the audit report

• Other matters if any, significant to the oversight of the financial reporting process

Annual Audit Plan

Annual Audit Report

Going concern

Events or conditions identified that may cast significant doubt on the entity’s ability to 
continue as a going concern, including:

• Whether the events or conditions constitute a material uncertainty

• Whether the use of the going concern assumption is appropriate in the preparation 
and presentation of the financial statements

• The adequacy of related disclosures in the financial statements

Annual Audit Report

Misstatements

• Uncorrected misstatements and their effect on our audit opinion, unless prohibited 
by law or regulation 

• The effect of uncorrected misstatements related to prior periods 

• A request that any uncorrected misstatement be corrected 

• Corrected misstatements that are significant

• Material misstatements corrected by management

Annual Audit Report

Fraud 

• Enquiries of the Audit and Risk Committee to determine whether they have 
knowledge of any actual, suspected or alleged fraud affecting the entity

• Any fraud that we have identified or information we have obtained that indicates 
that a fraud may exist

• Unless all of those charged with governance are involved in managing the entity, 
any identified or suspected fraud involving:

a. Management; 

b. Employees who have significant roles in internal control; or 

c. Others where the fraud results in a material misstatement in the financial 
statements

• The nature, timing and extent of audit procedures necessary to complete the audit 
when fraud involving management is suspected

• Any other matters related to fraud, relevant to Audit and Risk Committee 
responsibility

Annual Audit Report
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Required communication Our reporting to you

Related parties

Significant matters arising during the audit in connection with the entity’s related 
parties including, when applicable:

• Non-disclosure by management

• Inappropriate authorisation and approval of transactions

• Disagreement over disclosures

• Non-compliance with laws and regulations

• Difficulty in identifying the party that ultimately controls the entity

Annual Audit Report or as 
occurring if material.

Consideration of laws and regulations 

• Audit findings regarding non-compliance where the non-compliance is material and
believed to be intentional. This communication is subject to compliance with
legislation on tipping off

• Enquiry of the Audit and Risk Committee into possible instances of non-compliance
with laws and regulations that may have a material effect on the financial
statements and that the Audit and Risk Committee may be aware of

Annual Audit Report or as 
occurring if material. 

Independence 

Communication of all significant facts and matters that bear on EY’s, and all individuals 
involved in the audit, objectivity and independence

Communication of key elements of the audit engagement partner’s consideration of 
independence and objectivity such as:

• The principal threats

• Safeguards adopted and their effectiveness

• An overall assessment of threats and safeguards

• Information about the general policies and process within the firm to maintain
objectivity and independence

Communication whenever significant judgements are made about threats to objectivity 
and independence and the appropriateness of safeguards put in place.

Annual Audit Plan

Annual Audit Report

Internal controls

Significant deficiencies in internal controls identified during the audit

Annual Audit Report

Representations

We will request written representations from management and/or those charged with 

governance.

Annual Audit Report

Subsequent events

Where appropriate, asking the Audit and Risk Committee whether any subsequent 

events have occurred that might affect the financial statements.

Annual Audit Report

Material inconsistencies and misstatements

Material inconsistencies or misstatements of fact identified in other information which 
management has refused to revise

Annual Audit Report

Fee Reporting

• Breakdown of fee information when the audit plan is agreed

• Breakdown of fee information at the completion of the audit

• Any non-audit work

Annual Audit Plan

Annual Audit Report
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Audit Activity Deliverable Timing

• Walkthrough Visit
Completion of internal 

documentation
June 2021

• Issue opinion on the College’s 
financial statements

Submit Audit Scotland 
minimum dataset request

TBC

Appendix D: Timing and 
deliverables of the audit

We deliver our audit in accordance with guidance from Audit Scotland. We 
would note that we continue to operate in a Covid-19 environment and 
therefore continue to experience delays in audit processes. The delivery of 
deadlines will be reviewed through the year as circumstances change, however 
the FRC has made clear that any deadlines are secondary to the primacy of 
audit quality and ensuring completeness of work regardless of the environment 
in which audit takes place. We will work with management and the committee 
secretariat to agree a timetable for the completion of the audit that ensures a 
smooth governance process. 
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• Year-end substantive audit 
fieldwork on unaudited 
financial statements

Audited Financial 
Statements

TBC

• Audit planning and setting 
scope and strategy for the 
2020/21 audit

Annual Audit Plan May 2021

JAN

APR

MAY

JUN

SEP

OCT

NOV

DEC

• Conclude on results of audit 
procedures

Issue Annual Audit 
Report

TBC

• Review of current issues 
impacting the College

• Review of reported frauds

Quarterly current issue 
return submission

Quarterly fraud return 
submission

Quarterly 

Quarterly 
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Audit Fees
2020/21 2019/20

Component of fee:

Auditor remuneration – expected fee £33,760 £32,780

Additional audit procedures (see below) £2,000 £10,000

Audit Scotland fixed charges:

Pooled costs £2,180 £1,870

Contribution to Audit Scotland costs £1,420 £1,790

Total fee £39,360 £46,440

The audit fee is determined in line with Audit Scotland’s fee setting arrangements, set out in recent 
communications to all audited bodies in line with their publication on ‘Our Approach to setting audit fees’ 
(http://www.audit-scotland.gov.uk/uploads/docs/um/audit_fee_approach.pdf).

The expected fee for each body, which for 2020/21 has been set centrally by Audit Scotland, assumes that 
it has sound governance arrangements in place and operating effectively throughout the year, prepares 
comprehensive and accurate draft financial statements and supporting schedules, and meets the agreed 
timetable for the audit. It also assumes there is no major change in respect of the scope of work in the year 
and an unqualified audit opinion resulting from the audit.

Should any of these circumstances not be in place throughout the audit, it is expected that additional costs 
will be incurred through the course of the audit which will be subject to recovery in line with the agreed 
process and rates set out by Audit Scotland. Under this process, fees can be agreed between the auditor 
and audited body by varying the auditor remuneration by up to 20% above the level set, or more with the 
approval of Audit Scotland. The fee variation of £2,000 outlined above reflects our assumed additional 
work which will be required around the College’s financial sustainability risk outlined in this planning report 
and going concern audit procedures.

All fee variations will depend on the progress made by management in providing robust impact assessments 
and supporting schedules in line with the underlying accounting requirements outlined by the Scottish 
Funding Council and Audit Scotland guidance. We will continue to consider the impact of Covid-19 on the 
audit throughout 2020/21. Should additional audit requirements arise we will raise these with management 
through the course of the audit and agree variations as appropriate, and report the final position to the 
Audit and Risk Committee with our annual audit report. 

http://www.audit-scotland.gov.uk/uploads/docs/um/audit_fee_approach.pdf
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• Identify and assess the risks of material misstatement of the financial statements,
whether due to fraud or error, design and perform audit procedures responsive to
those risks, and obtain audit evidence that is sufficient and appropriate to provide a
basis for our opinion.

• Obtain an understanding of internal control relevant to the audit in order to design
audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of the College’s internal control.

• Evaluate the appropriateness of accounting policies used and the reasonableness of
accounting estimates and related disclosures made by management.

• Conclude on the appropriateness of the going concern basis of accounting.

• Evaluate the overall presentation, structure and content of the financial statements,
including the disclosures, and whether the financial statements represent the
underlying transactions and events in a manner that achieves fair presentation.

• Read other information contained in the financial statements, the Audit and Risk
Committee reporting appropriately addresses matters communicated by us to the
Committee and reporting whether it is materially inconsistent with our understanding
and the financial statements; and

• Maintaining auditor independence.

In addition to the key areas of audit focus outlined within the plan, we have to 
perform other procedures as required by auditing, ethical and independence 
standards and other regulations. We outline the procedures below that we will 
undertake during the course of our audit.

Our responsibilities  required 
by auditing standards

For the purposes of determining whether the accounts are free from material error, we 
define materiality as the magnitude of an omission or misstatement that, individually or in 
the aggregate, in light of the surrounding circumstances, could reasonably be expected to 
influence the economic decisions of the users of the financial statements. Our evaluation 
of it requires professional judgement and necessarily takes into account qualitative as 
well as quantitative considerations implicit in the definition. We would be happy to discuss 
with you your expectations regarding our detection of misstatements in the financial 
statements. 

Materiality determines the locations at which we conduct audit procedures and the level 
of work performed on individual account balances and financial statement disclosures.

The amount we consider material at the end of the audit may differ from our initial 
determination. At this stage it is not feasible to anticipate all of the circumstances that 
may ultimately influence our judgement about materiality. At the end of the audit we will 
form our final opinion by reference to all matters that could be significant to users of the 
accounts, including the total effect of the audit misstatements we identify, and our 
evaluation of materiality at that date.

Purpose and evaluation of 
materiality

Audit Quality Framework / 
Annual Audit Quality Report

Audit Scotland are responsible for applying the Audit Quality Framework across all audits. 
This covers the quality of audit work undertaken by Audit Scotland staff and appointed 
firms. The team responsible are independent of audit delivery and provide assurance on 
audit quality to the Auditor General and the Accounts Commission. 

We support reporting on audit quality by proving additional information including the 
results of internal quality reviews undertaken on our public sector audits. The most 
recent audit quality report can be found at: Quality of public audit in Scotland annual 
report 2019/20 | Audit Scotland (audit-scotland.gov.uk).

EY has policies and procedures that instil professional values as part of firm culture and 
ensure that the highest standards of objectivity, independence and integrity are 
maintained. Details of the key policies and processes in place within EY for maintaining 
objectivity and independence can be found in our annual Transparency Report which the 
firm is required to publish by law. The most recent version of this Report is for the year 
ended 30 June 2020: EY UK Transparency Report 2020 | EY UK

https://www.audit-scotland.gov.uk/report/quality-of-public-audit-in-scotland-annual-report-201920
https://www.ey.com/en_uk/who-we-are/transparency-report-2020
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1. Introduction 
 

1.1 The purpose of this document is to present for consideration by management and the Audit and 
Risk Committee the annual operating plan for the year ended 31 July 2022.  The plan is based 
on the proposed allocation of audit days for 2021/22 set out in the Audit Needs Assessment 
and Strategic Plan 2019 to 2022.  The preparation of the Strategic Plan involved dialogue with 
management, and the Audit and Risk Committee approved the plan at its meeting on 10 July 
2019. 

1.2 The annual operating plan for 2021/22 shows two changes to the allocation set out in the above 
Strategic Plan.  These changes were requested by College management and discussed with 
the Audit and Risk Committee when agreeing the 2020/21 annual operating plan: 

• due    a delay in  he C llege’s   n  evie     i s Cu  iculu  Plan  a  ive-day internal audit 
review of Curriculum Planning, originally planned for 2020/21, was deferred to 2021/22; 
and 

• a five-day internal audit review of Risk Management / Business Continuity was originally
planned for 2021/22 but was moved to the 2020/21 internal audit programme.

1.3 A copy of the revised Strategic Plan is included at Section 2 of this report. 

1.4 At Section 3 of this report, with the exception of the proposed Business Process Review, we 
have set out the outline scope and objectives for each audit assignment to be undertaken 
during 2021/22, together with the proposed audit approach.  These have been arrived at 
following discussion with the Vice Principal Finance & Resources.  The outline scopes will be 
refined and finalised after discussion with responsible managers in each audit area.  Further 
discussion is required with the College Executive Team to identify the most appropriate area to 
cover as part of the Business Process Review. 

1.5 Separate reports will be issued for each assignment with recommendations graded to reflect 
the significance of the issues raised.  In addition, audit findings will be assessed and graded on 
an overall basis to denote the level of priority that should be given to each report. 
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2. Strategic Plan 2019 to 2022 
 

Proposed Allocation of Audit Days 

Actual Actual Planned 

Category Priority 19/20 20/21 21/22 

Days Days Days 

Reputation 

Publicity and Communications Gov M 

Health and Safety Gov M 

Student Experience 

Curriculum planning Perf M 5 

Quality Perf L 

Student support Perf M 5 

Student recruitment and retention Fin/Perf H*** 

Students Association Gov M 

Staffing Issues 

Staff recruitment and retention Perf M/L 4 

Staff development Perf M 

Workforce planning Perf M 

Payroll Fin M 4 

Estates and Facilities 

Building maintenance Fin/Perf H/M*** 

Estates and facilities contract VFM Fin/Perf M 5 

Estates strategy / capital projects Fin/Perf H/M*** 

Space management Perf H*** 

Asset / fleet management Perf M 

Financial Issues 

Budgetary control Fin H 4 

Financial planning Fin H 4 

Student fees and contracts / registry Fin M 

General ledger Fin M 

Procurement and creditors / purchasing Fin M 4 

Debtors/ Income Fin M 

Cash & Bank / Treasury management Fin M 

Commercial Issues 

Business Development Fin/Perf H/M 5 

International Activities Gov/Fin/Perf M 

ASET Gov/Fin/Perf H/M 5 
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Proposed Allocation of Audit Days (Continued) 

Actual Actual Planned 

Category Priority 19/20 20/21 21/22 

Days Days Days 

Organisational Issues 

Risk Management* Perf M 5 

Business Continuity* Perf M 

Corporate Governance Gov M 6 

Corporate Planning Perf M 

Performance reporting / KPIs Perf M 5 

Partnership Working Gov/Perf M 

Equalities Gov M 

Information and IT 

IT network arrangements** Perf M 6 

BYOD VFM Perf/Fin M 5 

Data protection** Gov H 

FOI Gov L 

Systems development / implementation Perf M 

Website delivery project VFM Perf / Gov M 4 

IT strategy Perf M 

IT operations Perf M 5 

Other Audit Activities 

Credits audit Required 7 7 7 

Student Support Funds Required 8 8 8 

Management and Planning  ) 5 5 5 

External audit / SFC ) 

Attendance at Audit & Risk Committee ) 

Follow-up reviews Various 3 2 2 

Audit Needs Assessment 3 

Business Process Review (TBC) 5 

_____ _____ _____ 

Total 
 45  61  50 

==== ==== ==== 

Key 

Category: Gov – Governance; Perf – Performance; Fin – Financial 

Priority: H – High; M – Medium; L – Low 

*, ** these assignments will be linked 

*** coverage of these High or Medium / High topics has not been incorporated into the 3-year 
programme of work based on the analysis of previous internal audit coverage which was conducted as 
part of our audit needs analysis exercise.  This detail was included in internal audit report 2020/01 - 
ANA and Strategic Plan 2019 to 2020, which was approved by the Audit and Risk Committee in July 
2019.  The previous internal audit reports which covered these topics were Course Viability and the 
Review of the Fraserburgh Estates project in 2016/17, and Student Records and Enrolment, 
Attendance & Applications, Estates Management, Staff and Room Utilisation reviews conducted in 
2018/19.  
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3. Outline Scope and Objectives 

Audit Assignment: Curriculum Planning 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days: 5 

Scope 

This audi   ill c nside   he key  isks in  ela i n     he C llege’s cu  iculu  planning p  cess. 

Objectives 

The objective of the audit will be to ensure that: 

• the core College curriculum is aligned with national priorities and the needs of regional industry,
employers and individual learners;

• there is a process in place to review and refresh existing programmes on a regular basis;

• adequate controls are in place over the development of new programmes including the preparation
of a business case, costing and pricing; and

•  he cu  iculu  planning p  cess  akes su  icien  c gnisance     he C llege’s C edi s  a ge . 

Our audit approach will be: 

Interviews will be held with the Vice Principal Curriculum & Quality and other relevant managers and staff 
to assist in documenting the systems and processes in place.  A detailed assessment of the key internal 
controls will be performed, and an audit testing programme will be devised thereon. 
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Audit Assignment: Payroll 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days: 4 

Scope 

This audi   ill c nside   he key in e nal c n   ls in place  ve   he C llege’s spend  n s a   c s s    
approximately £30m per annum (including ASET).  Our audit will cover the procedures in place within 
both Human Resources (HR) and Finance. 

Objectives 

The objective of our audit will be to obtain reasonable assurance that systems are sufficient to ensure: 

• correct calculation of gross pay and deductions;

• correct calculation of employer national insurance and superannuation contributions;

• part-time lecturers, overtime and staff expenses payments are properly authorised;

• approval and checking of changes to employee standing data;

• starters and leavers are properly treated and enter and leave the system at the correct dates; and

• proper authorisation, processing and recording of payments.

Our audit approach will be: 

From discussion with HR and Payroll staff, and review of procedures documentation, we will identify the 
key in e nal c n   ls in place  i hin  he C llege’s HR / Payroll system and compare these with expected 
controls.  We will report on any areas where expected controls are found to be absent or where controls 
could be further strengthened. 

Compliance testing will then be carried out to ensure that the controls in place are operating effectively, 
concentrating on starters, leavers and variations to pay. 
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Audit Assignment: Estates and Facilities Contract VFM 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days: 5 

Scope 

The College has outsourced facilities management services for its main campuses and satellite 
buildings.  The following services are included in the scope of the facilities management contract: 

• Management – including provision of a Property & Facilities Manager and on-site support team to

provide the services, including the provision of 24-hour emergency call-out services; and the

management and monitoring of services provided by external contractors and suppliers;

• Property and Facilities Management Services – including the provision of a manned service desk

based within the College; a team of technically trained staff and access to professional services;

Revenue Monitoring System; Response Repair and Emergency Repairs; and Planned

Maintenance of Plant, Services & Equipment; and

• Cleaning Services -- all daily and periodical cleaning as required.

This audit will review the arrangements in place to monitor the performance of the contractor against 
the terms of the facilities management contract, with a particular focus on response and emergency 
repairs and planned maintenance. 

Objectives 

The objective of the audit will be to determine whether appropriate controls have been put in place to 
ensure that the contractor is meeting its key responsibilities under the facilities management contract 
and providing the College with value for money. 

Our audit approach will be: 

We will review the terms of the facilities management contract to identify the key contractor 
responsibilities.  Through discussion with the Vice Principal Finance & Resources, Property & Facilities 
Manager and other relevant managers and staff, and review of documentation, we will then establish 
what systems and controls have been put in place to ensure that these responsibilities are met.  We will 
report on any areas where expected controls are found to be absent or where controls could be further 
strengthened. 

Compliance testing will be carried out where necessary to ensure that the controls in place are 
operating effectively. 
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Audit Assignment: Procurement and Creditors / Purchasing 

Priority: Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days: 4 

Scope 

This audit will focus on the systems of internal control in place for the ordering of goods and services 
and the payment of invoices. 

We will also consider whether the procurement strategy followed and procedures in place support best 
value purchasing across the College in relation to non-pay spend. 

Objectives 

The specific objectives of the audit will be to ensure that: 

•  he C llege’s P  cu e en  P licy  Strategy and procurement guidance are comprehensive, kept
up-to-da e and in line  i h  he P  cu e en  Re     (Sc  land) Ac  2014 (‘ he Ac ’) and The
P  cu e en  (Sc  land) Regula i ns 2016 (‘ he Regula i ns’);

• procurement procedures ensure that:

 areas of high spend across the College are monitored appropriately;

 opportunities for pooling of expenditure are identified in order to achieve best value; and

 collaborative procurements and frameworks available to the College are utilised where
appropriate; 

• purchase orders are completed for relevant purchases and are approved by members of staff
with sufficient delegated authority prior to issue to suppliers, with the risk of unauthorised and
excessive expenditure being minimised;

•  he C llege’s p  cu e en  guidance on quotes and tenders are being complied with;

• all liabilities are fully and accurately recorded;

• all payments are properly authorised, processed and recorded; and

• appropriate controls are in place over the amendment of standing supplier data on the finance
system.

Our audit approach will be: 

From discussions with Procurement staff, and a sample of budget holders, we will establish what 
procurement strategies, procedures and monitoring arrangements are in place within the College.  
These will then be evaluated to establish if they follow recognised good practice. 
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Audit Assignment: 
Procurement and Creditors / Purchasing 
(Continued) 

Our audit approach will be: 

Specifically, we will seek to establish whether the procurement procedures ensure that areas of high 
spend across the College are monitored appropriately, identifying opportunities for pooling of 
expenditure in order to achieve best value, and ensuring that joint purchasing arrangements available to 
the College are utilised where appropriate. 

We will also document controls in place within the purchasing / payments system through interviews 
with Finance staff and also seek to establish whether the expected key controls are in place by 
reference to standard control risk assessment templates.  We will also perform compliance testing 
where considered necessary to determine whether key controls are working effectively, including 
selecting a sample of items of expenditure from the financial ledger and testing to ensure compliance 
with the College’s Financial Regula i ns and P  cedu es. 
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Audit Assignment: ASET 

Priority: High / Medium 

Fieldwork Timing TBC 

Audit and Risk Committee Meeting: TBC 

Days: 5 

Scope 

This audit will review and assess the processes and procedures in place  i hin  he C llege’s wholly 
owned subsidiary company Aberdeen Skills and Enterprise Training Limited (ASET) to generate 
commercial income and mitigate key risks in relation to its commercial activites. 

Objectives 

The scope of this audit will be to provide reasonable assurance that: 

• ASET has an effective strategic and operational planning process in place, including for the
identification of key markets and training courses;

• The key risks and opportunities are identified (including potential risks arising from contract
disputes) and mitigated / exploited;

• There is effective pricing in the marketplace, with full cost recovery as the target and careful
consideration being given to activity which does not meet this target;

• Management information, including financial information on each specific activity, is adequate
and easily accessible to all relevant staff;

• There is an effective governance and oversight process in place to monitor ASET activities by its
Board of Directors and onward to the Regional Board; and

• Appropriate systems and procedures are in place to manage intellectual property risks covering
areas such as: ownership; identification; application approval; and maintenance.

Our approach will be: 

From discussion with the ASET Chief Executive Officer and other relevant managers and staff, and 
review of relevant documents, we will establish the key controls in place within the above areas, 
consider their adequacy and undertake testing to confirm their effectiveness.  
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Audit Assignment: Credits Audit 

Priority: Required audit 

Fieldwork Timing 9 August 2021 

Audit and Risk Committee Meeting: November 2021 

Days: 7 

Scope 

Credits Audit Guidance, issued by SFC, requests that colleges obtain from their auditors assurances as 
to the reasonableness of procedures used in the compilation of the Credits related element of the FES 
return. 

Objectives 

To obtain reasonable assurance that: 

• the student data returns have been compiled in accordance with all relevant guidance;

• adequate procedures are in place to ensure the accurate collection and recording of the data;
and

• the FES return contains no material misstatements.

Our audit approach will be: 

Through discussion with College staff, and review of relevant documents, we will record the systems 
and procedures used by the College in compiling the returns and assess and test their adequacy.  We 
will carry out further detailed testing, as necessary, to enable us to conclude that the systems and 
procedures are working satisfactorily as described to us. 

Detailed analytical review will be carried out obtaining explanations for significant variations from 
p evi us yea ’s ac ivi y. 

Our testing will be designed to cover the major requirements for recording and reporting fundable 
activity identified at Annex C to the Credits Audit Guidance and the key areas of risk identified in Annex 
D. 

We will also review the final error report from the FES on-line checks. 
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Audit Assignment: Student Support Funds 

Priority: Required audit 

Fieldwork Timing 30 August 2021 

Audit and Risk Committee Meeting: November 2021 

Days: 8 

Scope 

We  ill ca  y  u  an audi   n  he C llege’s s uden  supp     unds      he yea  ended 31 July 2021 and 
provide an audit certificate.  Three specific fund statements will require an audit: 

• Further Education Discretionary Fund, Further and Higher Education Childcare Fund and Bursary
Return;

• Higher Education Discretionary Fund; and

• Education Maintenance Allowance (EMA) Return.

Objectives 

The audit objectives will be to obtain reasonable assurance that: 

• the College complies with the terms, conditions and guidance notes issued by the SFC, SAAS
and the Scottish Government;

• payments to students are genuine claims for hardship, childcare, bursary or EMA, and have been
processed and awarded in accordance with College procedures; and

• the information disclosed in each of the returns for the year ended 31 July 2021 is in agreement
with underlying records.

Our audit approach will be: 

• Reviewing new guidance from the SFC, SAAS and the Scottish Government and identifying
internal procedures through discussion with College staff, and review of relevant documents;

• Agreeing income to letters of award;

• Reconciling expenditure through the financial ledger to returns, investigating reconciling items;

• Reviewing for large or unusual items, obtaining explanations where necessary; and

• Carrying out detailed audit testing, on a sample basis, on expenditure from the funds.

Audit guidance issued by SFC  ill be u ilised.  This includes ‘A eas     isk and audi  c nside a i ns’     
bursaries and for the discretionary funds and childca e  and ‘Guidance  n  he audi   equi e en s    
EMA.’ 
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Audit Assignment: Follow-Up Reviews 

Priority: Various 

Fieldwork Timing April 2022 

Audit and Risk Committee Meeting: May 2022 

Days: 2 

Scope 

This review will cover reports from the 2020/21 internal audit programme and reports from earlier years 
where previous follow-up identified recommendations outstanding. 

Objectives 

To establish the status of implementation of recommendations made in previous internal audit reports. 

Our audit approach will be: 

• for the recommendations made in previous reports ascertain by enquiry or sample testing, as
appropriate, whether they have been completed or what stage they have reached in terms of
completion and whether the due date needs to be revised; and

• prepare a summary of the current status of the recommendations for the Audit and Risk Committee.
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Executive Summary: 

The Board approved the College’s Risk Register at its meeting of 16 December 

2020.  The Risk Register has been kept under review by the Leadership Team.  

Since approval by the Board, the following change has been made: - 

 The residual impact of Risk 5.10 has been downgraded from 4 to 2,

recognising recent communication from SFC indicating that ESF funding will

be underwritten by SFC and that colleges will not suffer clawback.

The Leadership Team is also currently considering how the proposal for mandatory 

GTC membership for lecturers may impact on the College’s ability to recruit and 

retain staff.  Should this be deemed a significant risk, it will be added to a future 

iteration of the Strategic Risk Register, along with mitigation and further actions, as 

appropriate.   

Recommendation: It is recommended that the Committee discuss the Strategic 

Risk Register and approve current Risk Status’, along with any further actions 

required. 



Previous Committee Recommendation/Approval (if applicable): Regional Board 

16 December 2020 

Equality Impact Assessment: 

Positive Impact ☐ 

Negative Impact ☐ 
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NORTH EAST SCOTLAND COLLEGE STRATEGIC RISK REGISTER
Last considered by Audit & Risk Committee: 02/12/20

Strategic Risk Appetite - Cautious

1

1.1 COVID-19
IF the future skills needs of the region are not clear THEN ensuring that 
the College's curriculum contributes to national and regional 
economic recovery will be challenging

VP C&Q 4 5 20

Engagement with SDS and industry partners, Use 
of available intelligence and data, 
Identification of NESCol Business Priorities - 
Curriculum, Participation in Regional Economic 
Strategy Group, ACC Socio Economic Rescue 
Plan, Regional Learning & Skills Partnership, 
Curriculum Quality & Student Support 
Committee, Campus Futures

3 5 15 2 2 4 Above 
Target

TREAT - Improved market intelligence and 
data sharing with partners, Refreshed 
curriculum planning process, New Stakeholder 
Engagement Plan, Continuation of Business 
Priorities work - Curriculum Area Recovery 
Plans, Course Discontinuance Criteria, Review 
College's strategy for distance learning

VP C&Q/Directors of 
Learning/Director of Business 
Development

Continuous Regional Board, Curriculum & 
Quality Committee

1.2 COVID-19

IF the region continues to experience economic shocks and 
challenges due to the COVID-19 pandemic and oil & gas downturn 
THEN the College may face detrimental impacts on its functions and 
services

Leadership Team 4 4 16 External engagement activities, Scenario 
planning 5 4 20 4 2 8 Above 

Target

TREAT - Horizon scanning, Contingency 
planning, Leadership Team review of lessons 
learned to date, Curriculum portfolio review - 
increased flexibility, upskilling & retraining 
opportunities

Leadership Team Continuous Regional Board

1.3 COVID-19
If the College continues to work remotely for a further extended 
period THEN staff could be reluctant to return to pre-COVID working 
arrangements

Director of People Services 4 3 12
Regular communication with all staff through 
their line manager and 'all staff' briefings, 
Regular discussions with LJNC

4 3 12 2 2 4 Above 
Target

TREAT - Update flexible working arrangments 
and policies in line with national agreements Director of People Services 01/08/2021 Regional Board, Human Resources 

Committee

2

2.1

IF the College is not able to recruit, retain and develop appropriately 
qualified staff, THEN this will adversely impact on the learner 
experience and the College's ability to deliver the curriculum of the 
future

Principal 3 4 12

People Strategy, Recruitment & Selection 
Policy, Strategy & Procedure, Induction 
arrangements, Organisational Development 
and Learning Technologies activities

2 3 6 2 2 4 Above 
Target

TREAT - Implement refreshed approach to 
organisational development, Continue to 
promote College successes through proactive 
marketing and PR campaigns to increase 
attractiveness to employers, Refreshed 
approaches to Workforce Planning and Talent 
Management.

Director of People Services Continuous Human Resources Committee

2.2 IF No-deal Brexit restricts the free movement of the workforce THEN the 
College may not be able to recruit to key roles

VP F&R/Director of People 
Services 3 3 9 Workforce planning, Talent management, 

Widening recruitment pools 4 3 12 4 3 12 On 
Target

TOLERATE - Monitoring of Home Office 
guidance

VP F&R/Director of People 
Services

Continuous Regional Board, Human Resources 
Committee

2.3 IF staff are not fully motivated and engaged in delivering the best 
learner experience, THEN students may not achieve desired outcomes Principal 3 3 9

Organisational development and Learning 
Technologies activities, Staff consultation 
events, College meetings and briefings, All Staff 
Development Days, Regular LJNC meetings, 
Continued commitment to IiP

3 3 9 2 2 4 Above 
Target

TREAT - Learning and development activities, 
Online Leadership Team Q&A sessions, Further 
enhancement of staff communication 
mechanisms

Principal Continuous Curriculum & Quality Committee, 
Human Resources Committee

2.4
IF national collective bargaining agreements do not provide required 
flexibility THEN the College may not be able to meet delivery 
requirements in AY2020-21 and AY2021-22

Principal 3 4 12

Effective partnership working with local TU 
representatives, Engagement with Employers' 
Association, TU Nominees observing Regional 
Board Meetings until expected new legislation 
is enacted

5 4 20 2 2 4 Above 
Target

TREAT - Implement temporary local 
agreements reached with LJNC, Enhanced 
Staff Communication Strategy 

Principal with Director of 
People Services

Continuous Regional Board, Human Resources 
Committee

2.5 COVID-19

IF Scottish Government guidance continues to advise for an extended 
period of time that staff should work from home where possible THEN 
staff morale, productivity and the quality of the learner experience 
may be negatively affected

Leadership Team 3 3 9

Extensive staff guidance, Home working 
procedures, Clear communication methods, 
College systems to support remote teaching 
and working, Health & Wellbeing Strategy & 
Plan, Effective staff consultation and feedback 
mechanisms, Employers' Association 
membership, Contributing to national working 
groups to influence national outcomes where 
possible

4 3 12 4 1 4 Above 
Target

TREAT - Consideration of working patterns, 
Consider potential longer term wellbeing 
issues 

Leadership Team 31/10/2020 Human Resources Committee

2.6 COVID-19
IF teaching staff are lacking in knowledge/experience/confidence to 
facilitate blended education for a prolonged duration THEN learner 
engagement and outcomes will be negatively affected

Director of People Services 
with VP C&Q and Directors 
of Learning

4 4 16

Curriculum Planning & Delivery Handbook, Staff 
training for blended delivery, Learning 
Technologies activities, Formal homeworking 
procedures, Health & Wellbeing Strategy and 
Plan

3 4 12 1 2 2 Above 
Target

TREAT - Ensure teaching staff complete 
Teaching Online @ NESCol Blackboard Course, 
Ongoing monitoring of student feedback on 
learning experience, Undertake College-wide 
evaluation of curriculum team current 
practice

Directors of Learning, 
Director of Quality

31/07/2021 Curriculum & Quality Committee

2.7 IF staff do not deliver teaching methods that are engaging and 
effective THEN students are less likely to achieve a successful outcome

Directors of Learning 2 3 6

Learning & Teaching Strategy, Lesson 
observations, Learning & Development 
activities, Internal audits, Programme review, 
Student feedback

2 3 6 2 2 4 Above 
Target

TREAT - Implement refreshed approach to 
organisational development, Undertake 
College-wide evaluation of curriculum team 
current practice

Director of People Services 
with VP C&Q and Directors 
of Learning

Continuous Curriculum & Quality Committee

2.8
IF students do not engage with formal representation processes and 
activities THEN the learner voice will not be considered as part of the 
College's quality improvement agenda 

Director of Learning 
(Enterprise, Innovation and 
Aberdeen Futures), Director 
of Quality

4 3 12

Student Engagement Action Group (SEAG), 
Student Engagement Framework, Student 
induction process, Student focus groups, 
Student surveys

3 3 9 2 3 6 Above 
Target

TREAT - Regular communications, SA Action 
Plan

Director of Learning 
(Enterprise, Innovation and 
Aberdeen Futures)

Continuous Curriculum & Quality Committee

2.9
IF the Students' Association (SA) does not continue to be pro-active in 
engaging with the College, THEN the learner experience will likely be 
diminished

Director of Learning 
(Enterprise, Innovation and 
Aberdeen Futures)

4 2 8

Financial and ET support to SA, Partnership 
Agreement, SA contributions at Board and 
Committee meetings and Board Strategy 
Events, Student Engagement Action Group 
(SEAG), Student Engagement Framework

3 2 6 2 2 4 Above 
Target

TREAT - Review of SA structure and purpose, 
Review College's representation models, SA 
Action Plan

Director of Learning 
(Enterprise, Innovation and 
Aberdeen Futures)

Continuous Curriculum & Quality Committee

Target Total 
(max=25)

Above/ 
On 

Target
Further Actions Action Owner Planned Action 

Completion Date Reported to

Strategic Goal 1: Deliver high quality, accessible and inclusive learning and training opportunities, which transform lives and which support the economic and social development of our region. Risk Appetite - Cautious

Strategic Goal 2: Develop the skills, talents and potential of all of the people who come to college either to learn or to work.  Risk Appetite - Moderate

Original 
Impact      
(1 - 5)

Original 
Rating 

(max=25)

Target 
Impact     
(1 - 5)

Ref
Movement 
since last 

review
Objectives and Risks Risk Owner

Original 
Likelihood (1 - 

5)

Approved by Regional Board: 16/12/20

Last reviewed by Leadership Team: 20/05/21

Current Controls
 Current 

Likelihood (1 - 
5)

Current 
Impact     
(1 - 5)

Current 
Rating 

(max=25)

Target 
Likelihood (1 - 

5)

Agenda Item 8 - Appendix 1



3

3.1 IF employers do not successfully engage with NESCol, THEN the 
College will not be able to identify and meet their needs

VP C&Q/Director of Business 
Development/Directors of 
Learning

3 4 12

Business Development Strategy, Marketing & 
Communciations Strategy, Engagement with 
industry groups and employers, Employer 
engagement events, Stakeholder consultations

3 3 9 2 2 4 Above 
Target

TREAT - Strengthen partnership working to 
address regional skills shortages and to deliver 
the Regional Economic and Skills Strategies, 
Promote successes to employers, Maximise 
benefits from AGCC and SCDI membership 
and events, New Stakeholder Engagement 
Plan

VP C&Q/Director of Business 
Development/Directors of 
Learning

Continuous Curriculum & Quality Committee

3.2 IF local schools do not work closely with NESCol, THEN effective learner 
pathways will not be delivered throughout the region

VP C&Q/Directors of 
Learning/Director of Business 
Development

4 3 12
Engagement with LAs, Schools Liaison Team, 
Partnership Agreements, Regional Learning & 
Skills Partnership, Mapping of learner pathways

3 3 9 1 3 3 Above 
Target

TREAT - Strengthen curriculum planning process 
for schools provision, Develop model with 
schools for co-creation of pathways, Lobbying 
senior local authority partners re: need for 
closer alignment of FA provision.

VP C&Q/Directors of 
Learning/Director of Business 
Development

Continuous Curriculum & Quality Committee

3.3

IF universities do not work closely with NESCol, THEN improvements to 
widening access, improving articulation and increasing the efficiency 
and effectiveness of the learner journey In the region will not be 
achieved

VP C&Q/Directors of 
Learning/Director of Business 
Development

3 3 9
Articulation Agreements, Joint Planning & 
Delivery Board with RGU, Ongoing strategic 
dialogue

2 3 6 1 2 2 Above 
Target

TREAT - Joint marketing campaigns, Enhance 
opportunities for articulation with universities 
out with the local region

VP C&Q/Directors of 
Learning/Director of Business 
Development

Continuous Curriculum & Quality Committee

3.4

IF the impact of Brexit decreases the number of international students 
in the region THEN the College may face increased competition with 
the two local Universities and experience a decrease in ESOL and 
nautical applications

Principal 2 5 10

Monitoring of Brexit developments, College's 
Brexit Action Log, Partnership working, 
Consideration of SFC and Colleges Scotland 
guidance, Lobbying of Government

4 3 12 3 2 6 Above 
Target

TOLERATE - Continue to monitor impacts of 
Brexit, Marketing campaign on the College's 
USP

Principal 30/09/2021 Regional Board, Curriculum & 
Quality Committee

3.5

IF national agencies seek to strengthen their influence over regional 
development priorities THEN the College may face increased 
bureaucracy, capacity pressures related to partnership working and 
requirements to respond to conflicting priorities

Executive Team 3 4 12

Engagement with national agencies, Reviews 
of policy changes, Reviews of key external 
reports and identification of potential impacts 
on the College

2 4 8 1 3 3 Above 
Target

TREAT - Strengthening of engagement with 
agencies - relationship management, sharing 
of data; challenging and 'push back' when 
required

Executive Team Continuous Regional Board

4

4.1

IF the College does not have sufficient capacity to address the wide-
ranging and complex needs of the student body, THEN the health and 
wellbeing of students will be negatively affected leading to 
diminished learner experiences and outcomes

VP C&Q/Directors of 
Learning/Director of Student 
Access & Information

4 4 16

Access & Inclusion Strategy, Whole-College 
Student Support Model,  Student feedback, 
Staff training and upskilling, Regular review of 
policies and procedures, Use of Student 
Information Portal (SIP) and online referral 
systems, Promotion of Together All, Student 
Counselling Service, Signposting to external 
organisations, Wellbeing, Safeguarding & 
Support Plan, Framework for Supporting 
Successful Students

3 3 9 2 3 6 Above 
Target

TREAT - Review usage of Student Support 
Services and new online booking system. 
Monitor effectiveness of current remote 
student support model, Seek student 
wellbeing feedback

VP C&Q/Directors of 
Learning/Director of Student 
Access & Information

Continuous Curriculum & Quality Committee

4.2 IF student outcomes do not improve as planned THEN the College's 
ability to achieve its SFC activity target will be reduced Leadership Team 4 3 12

Effective student information, advice, guidance 
and support, Course design, Engaged and 
motivated staff, Appropriate staffing levels, 
Reporting and monitoring of KPIs (KPI Meetings), 
Improved credits forecasting model, Learning 
development activities, Framework for 
Supporting Successful Students, SFC funding to 
support digital provision, Tailored messaging in 
internal and external communication to 
provide reassurance about the College's 
approach to blended learning

5 4 20 2 3 6 Above 
Target

TREAT - Additions to curriculum offer to support 
regional reskilling & retraining needs - new part-
time courses Strengthen KPI monitoring and 
reporting process, Develop approaches to 
reducing early withdrawal.

Leadership Team Continuous Curriculum & Quality Committee

4.3

IF the SFC does not provide sufficient capital maintenance funding to 
maintain modern fit-for-purpose buildings, infrastructure and 
equipment, THEN the quality of the student experience will be 
reduced

VP F&R/Director of Quality 4 4 16

Outcome agreement process and 
engagement with SFC, Business cases for capital 
projects, Resource planning, Regular condition 
and structural surveys

4 3 12 2 3 6 Above 
Target

TREAT - Develop new College Estates Strategy 
to implement a phased approach to 
improving the College estate.

VP F&R Continuous Finance & Resources Committee

4.4
IF an emergency/disaster/significant systems failure occurs THEN the 
learner experience, learner outcomes, and the generation of credits 
will be negatively impacted upon

Principal 3 5 15

Business Continuity Plan, Scenario and desktop 
exercises, Insurance on buildings and 
equipment, IT disaster recovery arrangements, 
College systems to support remote teaching 
and working

4 5 20 1 5 5 Above 
Target

TREAT - Refresh Business Continuity Plan and 
supporting documentation, Improve staff 
awareness of College Business Continuity Plan 
and emergency responses.

Principal Continuous Regional Board

4.5 IF an individual is harmed or property is damaged THEN the College 
may face litigation or criminal prosecution and reputational damage

Principal/VP F&R 3 5 15

Robust health and safety management system, 
Regular review of arrangements, Strict 
adherence to processes, policies and 
procedures, Effective monitoring systems, Staff 
training, Health & Safety Committee, 
Compliance with Bsi Standards, Staff training

2 5 10 1 5 5 Above 
Target

TREAT - Continue staff training and awareness 
raising. VP F&R Continuous Regional Board

4.6 COVID-19

IF the region experiences further waves of the COVID-19 pandemic 
THEN the College may need to revert to a closed campus operating 
model negatively impacting on delivery of courses and the overall 
learner experience

Leadership Team 4 4 16

Scenario planning, Weekly Leadership Team 
meetings, Ongoing review of all available 
guidance, Refreshed approach to business 
continuity

4 3 12 3 2 6 Above 
Target

TREAT - Leadership Team review of lessons 
learned to date, Strive to influence change 
with more presence and contributions at 
national networking groups

Leadership Team 31/07/2021 Regional Board

4.7 COVID-19
IF the Scottish Government Levels System is kept in place for an 
extended period of time THEN the College may not be able to 
complete delivery for all enrolled students

VP C&Q with Directors of 
Learning & Director of 
Business Development

4 5 20

Scenario planning, Ongoing monitoring 
processes, Ongoing review of available 
guidance, Risk assessments, Blended learning 
model

5 4 20 4 2 8 Above 
Target

TREAT - Undertake scenario planning exercise 
re: completion of AY2020-21 programmes, 
Review of risk assessments and room 
capacities in line with updated guidance, 
Review of planned unit delivery and 
assessment schedule to prioritise key units

VP C&Q with Directors of 
Learning & Director of 
Business Development

31/07/2021 Regional Board, Curriculum & 
Quality Committee

4.8 COVID-19
IF capacity limitations dictate that courses require content to be 
condensed and delivered online THEN this may lead to insufficient 
delivery time and de-motivated or anxious students

VP C&Q with Directors of 
Learning 5 4 20

Review of Programmes of Study prior to start of 
AY, Timetabled Academic Guidance, Student 
Support Services

4 4 16 3 2 6 Above 
Target

TREAT - Review of planned unit delivery and 
assessment schedule to prioritise key units, 
Student feedback

VP C&Q with Directors of 
Learning & Director of 
Business Development

31/07/2021 Curriculum & Quality Committee

4.9 COVID-19

IF the College cannot guarantee the quality of the learning 
experience for certain cohorts (e.g. schools. FAs, regulated 
qualifications) THEN it may not be possible/ethical to deliver some 
courses

VP C&Q with Directors of 
Learning & Director of 
Business Development

4 4 16 Engagement with LAs, Schools Liaison Team, 
Scenario planning 3 4 12 2 2 4 Above 

Target
TREAT - Identification of alternative 
qualifications, Joint risk assessment with LAs

VP C&Q with Directors of 
Learning & Director of 
Business Development

31/07/2021 Curriculum & Quality Committee

4.10 COVID-19
IF the College's blended delivery model is unattractive to some 
learners THEN a decrease in student retention and applications may be 
experienced

VP C&Q with Directors of 
Learning 3 4 12

Increased provision of academic guidance, 
Monitoring of online student attendance and 
engagement

4 4 16 2 2 4 Above 
Target

TREAT- Promotion of good news stories/case 
studies re: learner experience, Sharing of good 
practice across curriculum teams

Director of M&C, Directors of 
Learning, Director of Business 
Development, Director of 
Quality

30/09/2021 Regional Board, Curriculum & 
Quality Committee

Strategic Goal 3: Work with our partners to deliver positive and sustainable change for the individuals, communities and businesses in our region.  Risk Appetite - Open

Strategic Goal 4: Deliver an excellent learning environment and experience leading to successful outcomes for all learners.  Risk Appetite - Cautious



4.11 COVID-19

IF ongoing impacts of the pandemic cause reputational damage to 
the College's School LInks programme THEN there may be a lower 
uptake for these programmes in future years and enrolments from 
School Links pipelines may decrease

VP C&Q/Directors of 
Learning/Director of Business 
Development 

4 4 16
Engagement with LAs and headteachers, 
Schools Liaison Team, Targeted marketing - 
school pupils and their parents

4 4 16 2 2 4 Above 
Target

TREAT - Ongoing engagement with LAs, 
Promotion of School Links programme

VP C&Q, Director of M&C, 
Schools Liaison Team

Continuous Regional Board, Curriculum & 
Quality Committee

4.12 COVID-19

IF there is a lack of flexibility from awarding bodies for the assessment 
and modification of AY2020-21 qualifications THEN this will negatively 
impact on the number of students who will complete by the end of 
AY2020-21

VP C&Q/Director of 
Quality/Directors of Learning 4 5 20 Ongoing engagement with awarding bodies, 

Participation in quality related sector networks 3 3 9 2 2 4 Above 
Target

TREAT - Continue to work with the awarding 
bodies and apply sector pressure on the 
release of guidance to support the completion 
of qualifications

VP C&Q/Director of Quality 31/07/2021 Regional Board, Curriculum & 
Quality Committee

4.13 COVID-19
IF the College is prevented from identifying an appropriate start date 
for AY2021-22 THEN the capacity to provide necessary learning to 
deferred AY2020-21 students will be compromised

Leadership Team 3 5 15

Internal scenario planning exercise to forecast 
potential impact on new academic year from 
deferrals and plan alternative models for block 
1 AY2021-22, Participation in national planning 
group to influence key enabling partners e.g. 
SAAS, SFC and Scottish Government 

2 4 8 1 1 1 Above 
Target

TREAT - Ongoing review and refinement of 
scenario plans, Focus on maximising 
completion of student work prior to summer to 
minimise carry-over into AY2021-22, Ongoing 
participation in national planning to ensurre 
alignment across the sector 

VP C&Q 31/07/2021 Regional Board, Curriculum & 
Quality Committee

4.14 NEW

IF the current industrial action by EIS-FELA continues for an 
extended period or an agreement is reached that limits the 
College's deployment of staff THEN service delivery may be 
disrupted

Executive & Leadership 
Teams

5 4 20
Engagement with Colleges Scotland and 
the Employers' Association, LJNC 
engagement, All Staff communications

4 4 16 4 4 16 On 
Target

Continue to engage with Colleges 
Scotland and national negotiations

Principal & Chief 
Executive/Regional Chair

Continuous Regional Board, Human 
Resources Committee

5

5.1
IF the College receives insufficient SFC income THEN the College's 
ability to achieve a balanced budget will be adversely affected and 
future credits targets may be reduced

Leadership Team 4 5 20

Outcome Agreement process and 
engagement with SFC, Activity planning and 
reporting processes, Recruitment Strategy and 
supporting Marketing Campaign, Applications 
monitoring, Early Withdrawal target, Forecasting 
model incl. risk matrix

5 3 15 1 4 4 Above 
Target

TREAT - Contingency planning for the College 
failing to meet its credits target, Seek 
additional sources of funding, Develop 
approaches to reduce early withdrawal, Use 
of Voluntary Severance Schemes, 
Implementation of Staff Flexible Working, 
Recruitment Freeze

VP F&R Continuous
Finance & Resources Committee, 
Curriculum & Quality Committee, 
Regional Board

5.2 IF sufficient non-SFC income levels are not achieved THEN the College 
will not be able to financially invest in innovation, staff and facilities

VP F&R/VP C&Q/Director of 
Business Development 4 5 20

Business Development Strategy, 
Employer/client engagement, Save Well-Spend 
Well initiative (Value for money)

5 4 20 1 4 4 Above 
Target

TREAT - Work with BCD and Faculties to 
increase commercial engagements and wider 
funding opportunities, Continue to explore 
alternative funding streams, Continue to look 
for alternative funding streams, including 
making use of the Government's Furlough 
Scheme while it is available

VP F&R/VP C&Q/Director of 
Business Development

Continuous Finance & Resources Committee

5.3 IF regional demand reduces, THEN the credit target may not be 
achieved resulting in clawback and reduced funding in future years

Leadership Team 4 5 20
Marketing & Communications Strategy, 
Engagement with CPPs, schools and employers, 
Data analysis, Effective marketing

4 4 16 2 3 6 Above 
Target

TREAT - Contingency planning for the College 
failing to meet its credits target, Improved 
identification and use of market research and 
intelligence

VP F&R Continuous Curriculum & Quality Committee

5.4
IF candidate numbers are insufficient to meet SDS targets in relation to 
Modern Apprenticeships (MAs) and Foundation Apprenticeships (FAs), 
THEN the allocation of future places may be reduced

VP F&R/VP C&Q/Director of 
Business Development 4 4 16

Effective marketing, Good relationships with 
key stakeholders e.g. local authorities, schools, 
universities and employers,  Effective forward 
planning

3 4 12 2 3 6 Above 
Target

TREAT - Continue promotion of benefits of 
undertaking an FA to school pupils, parents & 
employers. Develop model with schools for co-
creation of pathways, Lobbying senior LA 
partners re: need for closer alignment of FA 
provision. Continue to promote MA places 
with employers incl. access to existing FT 
student cohort who may have already 
completed parts of MA framework, Promote 
AAA opportunity as an added incentive to 
reduce impact of redundancies

VP F&R/VP C&Q/Director of 
Business Development

Continuous Curriculum & Quality Committee

5.5 COVID-19
IF challenges arise around the delivery of undelivered AY2019-20 and 
AY2020-21 FWDF activity THEN the College may be unable to retain 
FWDF funding and experience reputational damage with employers

Director of Business 
Development 4 4 16

Effective Marketing.  Maintaining strong 
relationships with existing Apprenticeship Levy 
payers and identify new.  Issue Associate Trainer 
tender to increase breadth of portfolio and 
capacity for delivery of commercial 
programmes

5 4 20 2 3 6 Above 
Target

TREAT - Continue to lobby Scottish 
Government and SFC to protect funding to 
support regional economic recovery, 
Additional targeting of small businesses as now 
eligible for funding

Director of Business 
Development

31/07/2021 Regional Board, Finance & 
Resources Committee

5.6

IF the opening up of the Flexible Workforce Development Fund to 
private training providers leads to employers focusing on specialisms 
rather than general training THEN the College's customer list could 
diminish leading to increased competition for securing employers and 
related funding

Director of Business 
Development 5 3 15

Lobbying Scottish Government through 
Colleges Scotland & Business Development 
Directors Network, Portfolio reviews to ensure 
offer remains relevant, attractive and 
competitive to employers, Ongoing 
identification of new employers (incl. SMEs)

3 4 12 1 3 3 Above 
Target

TREAT - Employer Engagement Strategy, 
Sourcing of additional associate assessors, Seek 
to maintain consistent messaging across 
college sector to protect FWDF college 
funding

Director of Business 
Development

Continuous Regional Board, Finance & 
Resources Committee

5.7

If the SFC require the College to reduce its credits tariff for full-time FE 
programmes from 18 to 16 credits from AY2021-22 THEN it may not 
meet its credits target and programmes may lack sufficient content for 
students personal development and successful progression

VP C&Q/Directors of 
Learning 4 4 16 Ongoing engagement with SFC, Business Priority 

Planning, Activity Planning, Resource Planning 4 4 16 4 2 8 Above 
Target

TREAT - Continue to highlight to SFC risks 
related to this change Executive Team Continuous Regional Board, Curriculum & 

Quality Committee

5.8 COVID-19

If Foundation Apprenticeship qualifications cannot be completed in 
AY2020-21 THEN they may lose credibility and appeal for pupils and 
their parents leading to a decrease in demand for AY2021-22, 
negatively affecting income streams 

VP F&R/VP C&Q/Director of 
Business 
Development/Directors of 
Learning

3 4 12 Engagement with Awarding Bodies and SDS 3 4 12 1 3 3 Above 
Target

TREAT - Continue lobbying of Awarding Bodies 
and SDS to ensure alternative assessment 
options are in place to maximise completions

Director of Business 
Development

31/07/2021 Regional Board, Curriculum & 
Quality Committee

5.9 NEW
IF the Oil & Gas industry does not recover to pre COVID-19 
levels THEN gift aid received by the College from ASET will be 
significantly reduced

Principal & Chief 
Executive, Vice Principal 
Finance & Resources

4 3 12

5-year plan to reduce College's reliance on 
gift aid, Memorandum of Understanding 
between College and ASET, Regular 
engagement between Principal and ASET 
Chief Exectutive, Reporting of ASET 
performance and strategy to Regional 
Board, College-nominated Director on 

4 2 8 3 2 6 Above

Closer working between College and ASET 
to jointly address opportunities and 
strengthen resiliance & sustainability, 
Review of the Memorandum of 
Understanding between the College and 
ASET

Principal & Chief 
Executive, Vice Principal 
Finance & Resources

Continuous Regional Board, Finance & 
Resources Committee

5.10 IF the College cannot obtain documentation to meet ESF 
requirements THEN income may be subject to SFC clawback

Director of Student 
Access & Information 4 4 16 Engagement with CEFLG and SFC 4 2 8 3 3 9 Above

Continue to lobby CEFLG/SFC to relax 
conditions to take account of COVID-19 
restrictions

Principal & Chief 
Executive/Vice Principal 
Finance & 
Resources/Director of 
Student Access & 
Information

31/07/2022 Regional Board, Finance & 
Resources Committee

Strategic Goal 5: Optimise the use of our available resources to deliver financial and environmental sustainability.  Risk Appetite - Averse



5.11 NEW
IF the College cannot obtain required documentation from 
sufficient numbers of students to meet ESF Credit Target THEN 
income will be subject to SFC clawback

Director of Student 
Access & 
Information/Vice 
Principal Finance & 
Resources

4 4 16 Engagement with CEFLG and SFC 4 4 16 3 3 9 Above

Continue to lobby SFC on redsitribution of 
ESF credits across sector.   Continue to 
lobby CEFLG/SFC to relax conditions to 
take account of COVID-19 restrictions

Principal & Chief 
Executive/Vice Principal 
Finance & 
Resources/Director of 
Student Access & 
Information

31/07/2022 Regional Board, Finance & 
Resources Committee

5.12 NEW

IF the current industrial action by EIS-FELA continues for an 
extended period or an agreement is reached that limits the 
College's deployment of staff THEN service delivery may be 
disrupted

Executive & Leadership 
Teams

4 4 16
Engagement with Colleges Scotland and 
the Employers' Association, LJNC 
engagement, All Staff communications

4 4 16 3 3 9 Above Continue to engage with Colleges 
Scotland and national negotiations

Principal & Chief 
Executive/Regional Chair

Continuous Regional Board, Human 
Resources Committee

6 Other. Risk Appetite - Avoid

6.1

IF staff do not adhere to key statutory obligations and legislative 
requirements, including the Equality Act 2010, Freedom of Information 
(Scotland) Act 2002, General Data Protection Regulation (GDPR) THEN 
the College may face significant financial penalties and/or 
reputational damage may occur

Principal 3 4 12

Legal advice, Comprehensive policies and 
procedures, Internal audits, Staff training, Data 
Protection Officer, Engagement with key 
external stakeholders (Advance HE, SPSO & 
Scottish Information Commissioner)

4 2 8 1 4 4 Above 
Target

TOLERATE - Provide up-to-date staff training on 
legislative requirements and related College 
policies.

Executive Team Continuous Regional Board

6.2

IF the College fails to equality impact assess key decisions and policy 
changes THEN it may disadvantage those with certain protected 
characteristics and/or vulnerable groups and individuals and 
negatively affect the College's reputation regarding access and 
inclusion

Regional Board/ Executive 
Team/ Leadership Team 3 4 12

EIA standing item at Leadership meetings, EIA 
section of Board cover papers, Equality Impact 
Assessment Review Group as sub-group of 
Equalities Committee

2 4 8 1 4 4 Above 
Target

TREAT- Complete work of Equality Impact 
Assessment Review Group, incl enhanced staff 
guidance for completion of EIA foms

Director of Learning 
(Equalities, Analytics and 
Altens Futures)

31/07/2020 Regional Board

6.3
IF the College is the victim of a cyber attack THEN the College may 
experience IT systems outages and/or data security breaches, both 
resulting in significant business disruption

VP F&R 3 5 15

IT Strategy, IT Security Policy, Internal audits, 
Robust systems testing, Appropriate physical 
security and use of preventative technologies, 
Resilient architecture of links between sites, 
Monitoring of threat levels through partners, Use 
of cloud-based services, Staff and student 
training & awareness campaigns 

4 4 16 3 3 9 Above 
Target

TREAT – Complete work to improve IT business 
continuity and disaster recovery 
arrangements. Continue working with the 
HEFESTIS service to achieve the objectives set 
out in the Scottish Government Cyber 
Resilience Framework, Complete suite of new 
supporting suite of sub-policies for IT Security 
Policy, Exercise Cyber Security Incident 
Response Plans, Identify and deploy additional 
security soloutions IPS/IDS/data exfiltration 
detection/device encryption

Director of IT & Technical 
Services

Continuous Regional Board

6.4 COVID-19

IF COVID-19 and No-deal Brexit affect the supply chain for equipment, 
including global component shortages, THEN the College’s ability to 
procure the necessary equipment, including BYOD devices, for 
successful delivery of services will be impacted

VP F&R 4 4 16

Working with sector colleagues, vendors, 
partners and procurement framework providers 
to understand risk and lead times for key 
equipment 

4 3 12 3 2 6 Above 
Target

TEEAT - Contingency planning, Review of 
suppliers to identify possible alternatives

VP F&R with relevant 
Leadership Team members

31/12/2020 Regional Board, Finance & 
Resources Committee

6.5

IF staff do not adhere to required data processing arrangements THEN 
the College may experience unavailability or loss of personal data, 
with potential for monetary fines of up to 4% of turnover, reputational 
damage and normal business processes being negatively impacted or 
ceasing altogether

VP F&R 4 4 16
DPO in place, DP and IT Security policy and 
procedures in place, GDPR action plan, Staff 
training

4 3 12 2 2 4 Above 
Target

TREAT - Complete work on the GDPR action 
plan; continue the rolling programme of staff 
training; contribute to the completion of 
actions to Achieve Cyber Essentials Plus 
Accreditation; complete data audit work to 
populate the Register of Processing Activity 
(RoPA); contribute to records management 
work (esp. retention and disposal of records)

Director of Student Access & 
Information

Continuous Regional Board

6.6
IF the College experiences a number of positive COVID-19 cases, staff 
or students, THEN it may be required to operate a temporary closed 
campus model 

Leadership Team 4 5 20

Clear guidance on symptoms, reporting 
procedures, required behaviours, 
Implementation of social distancing measures 
including reconfigured classrooms & public 
spaces and one way routes, Increased cleaning 
and hygiene practices, Campus Priority Plans

4 5 20 2 5 10 Above 
Target

TREAT- Reinforcement of required behaviours, 
Regular reviews of measures in place to 
identify any required improvements, 
Leadership Team review of lessons learned to 
date, Continue to build relationship with NHS 
Health Protection Team

Leadership Team Continuous Regional Board

6.7 COVID-19

IF Scottish Government guidance continues to prevent the holding of 
on Campus meetings and events e.g. Open Days, Career Events THEN 
the College's ability to deliver key business as usual activities and the 
meeting of enrolment targets will be negatively impacted

Leadership Team 5 3 15
Enhanced digital marketing activity, including 
social media campaigns and a programme of 
virtual events, supported by PR and advertising

4 3 12 4 2 8 Above 
Target

TREAT - Develop programme of virtual open 
days and events, Create recorded material for 
input to schools career activity

Director of M&C  30/09/2021 Regional Board



Likelihood Risk Control

5
Almost 
certain 5 Critical
80% +

4 Very likely 4 Significant
60% - 80%

3 Likely 3 Moderate
40% - 60%

2 Unlikely 2 Minor
20% - 40%

1
Very 
unlikely 1 Marginal
Less than 
20%

Risk Appetite

AVOID - No appetite. Not prepared to accept any risks

AVERSE - Prepared to accept only the very lowest levels of risk, with 
the preference being for ultra-safe delivery options, while recognising 
that these will have little or no potential for reward/return.

CAUTIOUS - Willing to accept some low risks, while maintaining an 
overall preference for safe delivery options despite the probability of 
these having mostly restricted potential for reward/return.

MODERATE - Tending always towards exposure to only modest levels of 
risk in order to achieve acceptable, but possibly unambitious 
outcomes.

OPEN - Prepared to consider all delivery options and select those with 
the highest probability of productive outcomes, even when there are 
elevated levels of associated risk.

HUNGRY - Eager to seek original/creative/pioneering delivery options 
and to accept the associated substantial risk levels in order to secure 
successful outcomes and meaningful reward/return.

Small but noticeable effect on the 
objective , making it fully achievable 
but with some minor difficulty/cost

TOLERATE - Accept the Risk, subject to monitoring

Peripheral effect upon the objective, 
impacting only in  minor way upon 
achievement

Impact

Substantial effect upon the 
objective, thus making it extremely  
difficult/costly  to achieve

TERMINATE - Eliminates the risk completely

Considerable effect on the 
objective, making it more difficult 
/costly to achieve

TRANSFER - Passes the Risk to a third party, who bears or shares the impact

Evident and material effect on the 
objective, making it fully achievable 
only with some moderate additional 
difficulty or cost

TREAT - Containment. Reduces the likelihood and/or the impact.
Contingent. Establishes a contingency to be enacted should the Risk happen
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AUDIT & RISK COMMITTEE 

Meeting of 2 June 2021 

Title: Code of Good Governance for Scotland’s Colleges – Compliance Check 

Author: Susan Lawrance Contributor(s): 

Type of Agenda Item: 

For Decision ☐ 

For Discussion ☒ 

For Information ☐ 

Reserved Item of Business  ☐ 

Purpose: To enable the Committee to consider the Board’s performance and 

compliance with the Code of Good Governance for Scotland’s Colleges over the 

last 12 months. 

Linked to Strategic Goal: 

Linked to Annual Priority: 

Executive Summary: 

It is a condition of the Financial Memorandum with the SFC that governing bodies 

comply with the principles of good governance set out in the Code of Good 

Governance for Scotland’s Colleges.  Colleges are required to include a statement 

in their annual Financial Statements confirming compliance, providing an 

explanation in the event that its practices are not consistent with particular 

principles. 

In setting the Programme of Business for the Audit & Risk Committee for AY2020-21, 

it was agreed that an annual compliance check of the Board’s performance 

against the Code should again be undertaken as has occurred since AY2017-18. 

Attached as Appendix 1 is a summary table, prepared by the Secretary to the 

Board, providing information on Board activities and behaviours demonstrating 

compliance against each of the Code’s individual criteria. 

Recommendation: 

It is recommended that the Committee consider the information provided. 

Previous Committee Recommendation/Approval (if applicable): 

None 

Equality Impact Assessment: 



Positive Impact ☐ 

Negative Impact ☐ 

No Impact ☐ 

Evidence: 
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Code of Good Governance Criteria Evidence 

LEADERSHIP AND STRATEGY 
1. Board decisions and behaviour reflects the

Boards Code of Conduct and Nine Principles
of Public Life.

• Evidenced in Board and Committee minutes
• Internal and external Board induction process highlighted Code and Principles

2. We determine the vision, direction,
educational character, values and ethos of
the College.

• Board Strategy Events are key to this – Event held in November 2020, which
included presentation on SFC Phase 1 Review from K Watt (Chief Executive of SFC).

• Strategy Event held in April 2021 to review draft Internal Strategic Plan 2021-23 and
Supporting Strategies.

• Board’s Interim Strategic Plan for the period 2021-2023 captures vision, direction
and informs key College approaches, processes and practices

• Supporting Strategies presented for approval at Committee Meetings in May and
June 2021.

• Board asked to approve Interim Strategic Plan at their June 2021 meeting.
• Board approves and is involved in development of the Outcome Agreement,

document for AY2020-21 not yet approved as process changed due to COVID-19
pandemic.

3. Our performance management system is
adequate, identifying KPIs and we monitor
progress.

• Data DashBoard using Microsoft Power Bi enhanced, providing ‘live’ data which
can be filtered as required and is accessible by Regional Board through COLIN

• Credits planning and forecasting improved throughout AY20-21, with updates
provided at each Board Meeting.

• College’s annual KPI publication includes sector benchmarking information, with an
internal version produced to include sector benchmarking information at team and
unit level to feed into quality improvement processes

• The Board at its meeting in October 2019 agreed that it would be beneficial for
Members to be provided with a briefing on data sets and benchmarking
information.  The Curriculum & Quality Committee also made a request for a
workshop on the interrogation and use of PI data by the College.  Proposed to
incorporate this into the now cancelled Strategy Event in April 2020, this will be
revisited during AY2021-22.

4. Relevant stakeholders are engaged in
compiling the outcome agreement.

• Outcome Agreement discussed with Community Planning Partnerships
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Code of Good Governance Criteria Evidence 

• Ongoing external engagement activities fed into Outcome Agreement process as
appropriate

5. We provide leadership on ethics, equalities,
diversity and staff welfare.

• The Board, at its December 2020 meeting, appointed its next Equality and Diversion
Champion.  The Board agreed the new Champion commenced in December to
allow the outgoing Champion to support fully the new appointee.

• Both Champions jointly facilitated a number of student focus groups on the theme
of equality, diversity and inclusion.

• Board reviews and approves the College’s Equality and Diversity Policy, Equality
Outcomes, and Mainstreaming Report, and Equal Pay Policy & Statement

6. We have regard to the social and economic
needs of our area.

• Key discussions held at Board Strategy Events
• Reflected upon as part of Board and Committee business
• College works closely with the two local Community Planning Partnerships
• College is a key member of the Regional Economic Strategy Group.
• College co-chairs, with SDS, the Regional Learning and Skills Partnership.
• Post pandemic the College has been heavily involved in many regional partnership

discussions regarding economic recovery.
• The skills, networks and experiences of Board Members, established and new, add

additional social and economic contextual information to Board and Committee
discussions.

QUALITY OF THE STUDENT EXPERIENCE 
1. The voice of students and the quality of their

experience is central to our decisions
including monitoring student surveys and any
resulting action plans.

• Students’ Association has a standing item – Activity Report- at meetings of the
Curriculum & Quality Committee

• Students’ Association regularly asked to present at Strategy Events
• Students’ Association President has contributed to College “all staff” webinars.
• Curriculum & Quality Committee review the results of the First Impressions and

Student Satisfaction & Engagement Surveys
• Curriculum & Quality Committee received collated feedback from student-related

quality processes – focus groups, peer-led reviews, lesson observations

2. We have open ongoing engagement with
students, working in partnership and

• Board Members interact with students through attendance at College virtual
events
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Code of Good Governance Criteria Evidence 

encouraging a strong independent student 
association having regard to the Student 
Association Framework. 

• Board awareness of Framework
• Strategy Event in November 2020 focused theme on The Students’ Association’s

Role in supporting attainment. 
• Regular meetings held between Students’ Association and Executive Team
• Revised Student Partnership Agreement shared at C&Q Committee in February

2021.
• A refreshed approach to Campus Visits due to commence on the day of the

March 2020 Board Meeting - this has had to remain on hold due to the Covid-19
pandemic with attendance at virtual events.

• SA President has contributed to College “all staff” webinars.

3. Our Students’ Association is adequately
resourced, operates fairly and in a democratic
manner, fulfilling its duties; it has a written
constitution that the Board has reviewed in the
last five years.

• Board approved revised Students’ Association Constitution at their December
Board Meeting.

• Curriculum & Quality Committee considers Association’s budget proposal prior to its
inclusion in the College budget

• Association Activity Report is a standing item at meeting of the Curriculum & Quality
Committee

4. We are aware of and foster good relationships
with partner organisations that help us provide
coherent learning, including employability

• Good relationships are maintained with the two local universities, two local
authorities and regional schools

• Events are held with the local authorities and regional schools e.g. Developing the
Young Workforce, Apprenticeships

• Enhanced partnership working agreement with RGU.
• The College partnership with RGU has been strengthened through the

development of a Joint Planning and Delivery Board with suggested pilot projects
fully supported by SFC.

• New and successful external engagement approaches have been developed
and an External Engagement Strategy is near completion.

• New Technology centre featuring new equipment, multi-media and flexible
furniture (sitting alongside Fujitsu Innovation Hub in Fraserubrgh) to engage with
staff, students and local community (able to accommodate 60 learners) to be
introduced in AY2021/22.

• Stakeholder bulletins launched in 2021 (monthly circulated to more than 500
stakeholders).
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Code of Good Governance Criteria 
 

Evidence 

• Strategy Event in November 2020 focused on theme of engagement, with session 
on Students’ Association Role; communications strategy and stakeholder 
engagement. 

• Strategy Event in November 2020 – a presentation was received from SFC Chief 
Executive on SFC Phase 1 Review.  
 

 

5. Mechanisms ensure effective oversight of 
quality and inclusiveness of learning. 

• Regional Board approve the College’s Evaluative Report & Enhancement Plan and 
receive an interim progress update and end of year progress update 

• Revised Learning & Teaching Strategy being presented for approval to June 2021 
Curriculum and Quality Committee. 

• Board approve the College’s Access & Inclusion Strategy (refreshed draft Strategy 
shared with Board March 2020) 

• Curriculum Business Priority Planning regularly reported to Regional Board and its 
Committees 

• KPI performance reported to the Regional Board and its Committees throughout 
the year, with any associated actions highlighted.  

• The College’s new Interim approach to self-evaluation will be shared with the 
Curriculum and Quality Committee in June 2021. 

 
   

ACCOUNTABILITY 
1. We fulfil our primary accountability to our 

funding body by:  
a. delivering our outcome agreement. 
b. fulfilling our statutory duty and terms of our 

grant. 
 

• The College negotiated, and met, its reduced Credit Target in AY2019-20. 
• The College has already achieved its AY2020-21 Credits Target.  
• Annual returns to SFC completed by required deadlines and reported to Audit & 

Risk Committee 
• College’s Financial Statements for the year to 31 July 2020 include statement that 

the College complies with all the principles of the 2016 Code of Good Governance 
for Scottish Colleges, and it has complied throughout the year ended 31 July 2020. 

• Annual Certificate of Assurance for AY2019-20 completed with no areas of concern 
highlighted 

 
2. We fulfil our accountability to students, public, 

employers and our community for provision of 
• Board and Committee meeting agendas, papers and minutes publicity available 

on College website 
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Code of Good Governance Criteria Evidence 

education that enhances social and 
economic wellbeing. 

• Key strategy and evaluation documents – Strategic Plan, Outcome Agreement,
Evaluative Report & Enhancement Plan – also available on College website

• Partnership working between the Board and key regional stakeholders to address
social and economic wellbeing issues

3. We manage conflicts of interest and disclose
our register of interests.

• Declaration of potential conflicts of interest is a standing item on Board and
Committee agendas

• Register of Interests maintained and reviewed twice a year, and made available
on College website (last reviewed March 2021) – due to be reviewed again in June
2021.

4. Our decision making is transparent, informed,
rigorous and timely and associated
documentation is adequate.

• Board and Standing Committee agendas, minutes and papers published on
College website – accessible by public, staff and students (with exception of
reserved items)

• Programme of Meetings and Programmes of Business reviewed annually to ensure
there is alignment with the College’s planning and business cycles ensuring that
decision making is timely and that “the Board is serving the College rather than the
College serving the Board” – amendments implemented for AY2020-21.

5. Our scheme of delegation to staff and
committees is clear and fit for purpose with
appropriate two way communication with the
Board.  We ensure:
a. we have audit, remuneration, finance and

nominations/appointments committees.
b. the staff charged with advising each

committee are clear.
c. committee minutes go to the next meeting

of the Board.

• The Governance Manual contains Schemes of Delegation, and Terms of Reference
for the Board and its Committees

• The Board operates the following Committees: Audit & Risk, Curriculum & Quality,
Finance & Resources, Remuneration and Selection & Appointments

• Committee Terms of Reference include details of the senior staff member(s) who
provide objective, specialist advice to support the Committee to discharge its
remit

• Committee minutes go to the next meeting of the Board as part of the ‘Report by
Committee Chairs’

• Chairs Committee with agreed Terms of Reference established in light of the
circumstances the College is operating in due to COVID-19 pandemic

6. We set the risk appetite, balancing risk and
opportunity and this is known to senior staff.

• The Board approved a refreshed approach to risk management at Strategy Event
in November 2017
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• New Strategic Risk Register, including an overall risk appetite and a risk appetite for
each Strategic Goal, developed and approved by Regional Board in June 2018

• College’s Risk Management Policy, approved by the Regional Board, includes a
Risk Appetite Statement

• The Leadership Team is aware of the College’s risk appetite through its regularly
review of the Strategic Risk Register

7. We ensure sound risk management and
supporting review systems.

• Internal Audit of Risk Management undertaken in June 2019 with outcome of
‘Strong’ and 3 low recommendations

• Strategic Risk Register reviewed regularly by Leadership Team – this was previously
undertaken by the Senior Executive Team, its reallocation to the Leadership Team
ensures there is wider collective ownership of the document and risk across all
areas of the College are recorded

• Strategic Risk Register is a standing item for meetings of the Audit & Risk Committee
• Scenario planning undertaken for AY2020-21 and AY2021-22 in light of the Covid-19

pandemic to continue to ensure key risks and related mitigating actions are being
comprehensively identified and shared regularly with the Board.

• Risk Management Training provided in March 2021 by MHA Henderson Loggie to
support further consideration of how the College’s key risks are recorded and
managed.

8. The Audit Committee:
a. Reviews the comprehensiveness, reliability

and integrity of all our assurances on the
governance, risk and control frameworks,
engaging with internal and external
auditors and monitoring any actions
recommended.

b. Members are all non-executive, objective
and independent with at least one having
recent relevant financial or audit
experience.

• Audit & Risk Committee approves the annual Internal Audit Programme and the
scope for each internal audit, and receives the reports from each internal audit to
enable recommendations to be considered and approved

• Audit & Risk Committee approves the annual External Audit Plan, carried out online
for AY2021-21.

• A Member of the Committee is a chartered accountant, with other Members
having significant financial and audit experience through job roles

• Audit & Risk Committee Members meet privately with both the internal and external
auditors at the May meeting of the Committee
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Code of Good Governance Criteria 
 

Evidence 

c. Can hold all or some of its meetings in 
private, meeting internal and external 
auditors privately at least once a year. 
 

9. The Remuneration Committee: 
a. Members understand their role and are 

trained in it: the chair is not also Board 
chair. 

b. Implements a procedure agreed by the 
Board for setting the principal’s salary, 
including consulting staff and students. 
 

• Chair of Remuneration Committee is not Board Chair, office bearer is Chair of HR 
Committee 

• Senior Staff Pay Policy established and scheduled for review in June 2021 – meeting 
arranged for May 2021. 

• Remuneration Committee membership includes one staff member and one student 
member 

 

10. We ensure our body’s sustainability, including 
compliance with the Financial Memorandum 
and the Scottish Public Finance Manual, 
ensuring adequate reporting and monitoring 
and economic, efficient and effective use of 
our funds. 
 

• Board set a Strategic Goal in relation to ‘Building Sustainability’ 
• Revised Strategic Theme ‘Leading Sustainability’ included in Interim Strategic Plan 

AY2021-23 and discussed at Board Strategy Event in April 2021.  
• Revised Finance Strategy presented to May Finance & Resource Committee for 

Approval. 
• Revised IT Strategy presented to May Finance & Resource Committee for Approval.  
• Reformatted Financial Regulations in line with CIPFA guidance approved by the 

Finance & Resources Committee in January 2019 
• Revised Statement Accounting Policies approved by Audit & Risk Committee in 

April 2019 
• Board at their March 2021 meeting formally endorsed and adopted the Scottish 

Colleges’ Statement of Commitment on the Climate Emergency. 
• Refreshed Environmental & Social Sustainability Strategy, and Carbon 

Management Plan presented to March Finance and Resources Committee as part 
of the College’s Environmental & Sustainability Annual Report. 

 
11. We ensure compliance with charities 

provisions. 
 

• OSCR returns submitted by required deadlines 
• OSCR publications and communications circulated to Board as appropriate 
 

12. As an employer we: 
a. promote positive employee relations. 

• Regular updates provided to both Board and HR Committee on national collective 
bargaining developments and on local engagement with unions 

• College represented at Employers’ Association by Regional Chair and Principal 
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Code of Good Governance Criteria Evidence 

b. ensure effective management: union
partnerships.

c. comply with the Staff Governance
Standard.

d. comply with any national collective
agreements placed on us.

e. ensure fair and effective staff
management.

• Changes required through national agreements implemented as required and in
line with legal advice received, and clearly communicated to all staff

• Effective consultation process established with local union representatives
• To strengthen partnership working with its local Trade Union Representatives the

Local Joint Negotiating Committee (LJNC) self-selected two members to attend
Regional Board Meetings as observers – commenced in AY2020-21.  This is ahead of
expected legislation to provide a mechanism for the election of TU nominees.

• Once published, new sector Staff Governance Standard will be discussed with
Board and HR Committee

• Board and HR Committee ensure NESCol staff are well informed, appropriately
trained, involved in decisions which affect them, treated fairly and consistently, and
are provided with a safe working environment

• Results from staff surveys, internal and external, are shared with the HR Committee
• Revised People Strategy presented to H&R Committee for approval in May 2021.
• College achieved Investors in People Gold Standard following an accreditation visit

in April 2019
• Investors in People review in January 2021 highlighted the significant promotion of

the College’s wellbeing agenda.
• Strategy Event held in November 2020 included engagement theme.
• A joint Staff and Student Health and Wellbeing Strategy is being developed and will

reflect actions taken and lessons learnt from the Covid-19 pandemic.

EFFECTIVENESS 
1. The Board chair provides leadership and

ensures Board effectiveness, working well with
the principal and Board secretary.

• Demonstrated by the Annual Appraisal of the Regional Chair undertaken by Vice
Chair & Senior Independent Member with input from all Board Members, and
appraisals undertaken by Scottish Ministers

• Regional Chair meets regularly with Principal
• Board Meeting pre meetings are held with Regional Chair, Principal and Board

Secretary

2. Our Board and committees have the right
balance of skills, experience, independence
and knowledge of the college to fulfil their role
effectively.

• All Board Members, with the exception of one who joined the Board in December
2019, have completed the national induction workshop delivered by CDN

• Training and development is discussed at Members’ Annual Development Meetings
with Regional Chair and at the recently established Annual Chairs Meeting
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• Board Member Skills Matrix kept under review by Governance Steering Group and
reflected upon ahead of the commencement of Board Member recruitment
processes

• Board Skills Matrix ensured that any skills gaps were considered when the most
recent round of Board member recruitment was undertaken.

• New Board members to undertake CDN Board Member training in early AY2021-22.

3. We abide by collective responsibility, taking
decisions in the interests of the body and
managing conflicts of interest appropriately.

• Evidenced in Board and Committee minutes

4. Staff and student members are treated as full
Board members.

• Staff and student Members are treated as full Board Members.  Staff and student
Members are only asked to withdraw from any part of any meeting of the Board at
which the appointment, promotion, conduct, suspension, dismissal, retirement or
terms and conditions of employment of any employee of the College is to be
considered

• To strengthen partnership working with its local Trade Union Representatives the
Local Joint Negotiating Committee (LJNC) self-selected two members to attend
Regional Board Meetings as observers – commenced in AY2020-21.  This is ahead of
expected legislation to provide a mechanism for the election of TU nominees.

5. We have an open and transparent process for
recruiting and setting the performance
measures for our principal; staff and students
can contribute to it.

• Comprehensive recruitment process implemented for recruitment of new Principal
appointed in December 2019, process involved Board Members, Leadership Team
members, students and external stakeholders

• Progress against performance management objectives for Principal for the period
Sept 2020 – March 2021 reported to Board Meetings in October and December
2020.

6. There is a clear understanding of the
responsibilities delegated to the principal and
the respective roles of the chair, Board
members and executive staff.

• Defined in the Governance Manual
• Board is aware of its strategic rather than operational role
• Regional Chair has provided clarification at meetings when required

7. The Board secretary is: • Board Secretary is not a member of the Senior Executive Team



CODE OF GOOD GOVERNANCE FOR SCOTLAND’S COLLEGES   Agenda Item 09-21 
COMPLIANCE CHECK (May 2021)       Appendix 1 

Code of Good Governance Criteria Evidence 

a. appointed by the Board with the
appropriate skills and experience and is
not a member of the senior management
team in any other capacity.

b. available to advise all Board members
and committees and has adequate time
to fulfil the role.

• Board Secretary is a member of the Board Secretary Steering Group to ensure the
Board operates in line with any new sector requirements or good practice and is
aware of sector developments relating to governance

• Annual Appraisal of Board Secretary conducted by Regional Chair with feedback
requested from all Board Members

• New Board Secretary appointed in May 2021.
• Board Secretary contact details available to Board Members.

8. We have a formal and open Board member
recruitment process that reflects Ministerial
guidance.

• Board has established a Selection & Appointments Policy in line with Ministerial
Guidance which is reviewed annually

• Vacancies advertised widely, with Members highlighting opportunities to their
external networks

• In October 2017, Board signed the Scottish Government ‘Partnership for Change’
pledge – 50/50 by 2020

• Succession Planning discussed by Regional Board in March 2021.
• Board Member recruitment took place in Spring 2021.
• Robust selection and interviews took place, including external represention.

9. We have appropriate arrangements for
student and staff member recruitment.

• Student Members are selected by the Students’ Association
• Board Secretary worked with Association to promote benefits of serving as a

Student Member for most recent appointment
• Board Secretary is responsible for the election process for staff Members (new staff

member appointed May 2021).

10. All members undertake training tailored to
their needs (including committee training),
new members receive formal induction
tailored to their needs and there are records of
training.

• Induction Policy for Board Members in place and reviewed annually
• Training discussed at Members’ Annual Development Meetings with Regional Chair
• Training offered and undertaken at Board, Committee and individual levels-internal

& external courses, conferences, internal briefing sessions
• Opportunities to access extensive catalogue of online training courses through the

College highlighted to Members in April 2020.
• Mandatory training and opportunities highlighted to new Board Members during

induction in May 2021.
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11. We review the Board’s effectiveness annually
using a robust self-evaluation process,
externally facilitated at least every three
years.

• External Board Effectiveness Review carried out by MHA Henderson Loggie
evidenced a high level of compliance with all aspects of the Code of Good
Governance and highlighted no areas of non-compliance and no
recommendations – a first in any review of Boards undertaken by MHA Henderson
Loggie.

• Evaluation process for AY2020-21 to commence in June 2021 with Annual Board
Member Development Meetings and Committee Evaluations, followed by Annual
Appraisals of Regional Chair and Board Secretary and an overall Board Evaluation

RELATIONSHIPS AND COLLABORATION 
1. We work in partnership at a local, regional

and national level to:
a. secure coherent education provision in

our locality.
b. achieve commonly agreed outcomes.
c. develop agreed priorities.
d. address local needs as well as national

priorities and specialisms.

• Local and regional – local universities and schools, local authorities, Community
Planning Partnerships, AGCC, ONE, SCDI, third sector organisations

• College is lead partner of the Regional Learning and Skills Partnership
• College plays a key role in the delivery of the Regional Skills Strategy, the

Regional Economic Strategy, and the region’s approach to Developing the
Young Workforce

• Regional Chair is Chair of the College’s Scotland Board and of the sector’s
Good Governance Steering Group, and a Member of the Employers’
Association

• March 2021 Board Meeting received presentations by both Chief Executive of
ASET and Director of Business and Development on their current and future
delivery.

• Regular meetings scheduled with ASET/NESCOL to develop further closer
collaboration and partnership working.

• Closer working relationships forged with SFC and its Chief Executive presented
Phase 1 Review at Strategy Event in November 2020.
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Template Version: August 2019 

AUDIT & RISK COMMITTEE 

Meeting of 02 June 2021 

Title: Annual Procurement Report 

Author: Peter D Smith, Vice Principal – 
Finance & Resources 

Contributor(s):  Colin Brodie, Purchasing 
Manager 

Type of Agenda Item: 

For Decision ☐

For Discussion ☒

For Information ☐

Reserved Item of Business  ☐ 

Purpose: To enable the Committee to consider the College’s Annual Procurement 
Report, covering the period 01 August 2019 to 31 July 2020. 

Linked to Strategic Goal: 

5. Optimise the use of our available resources to deliver financial and
environmental sustainability.

Linked to Annual Priority: 

Choose an item. 

Executive Summary: 

The Procurement Reform (Scotland) Act 2014 requires any public organisation with 
an estimated annual regulated spend of £5 million or more to develop a 
procurement strategy and then review it annually. This requirement took effect 
from 31 December 2016. Organisations (including HE and FE institutions) required 
to develop and publish a procurement strategy are also required publish an 
Annual Procurement Report, reflecting on the relevant reporting period of the 
procurement strategy. 

The attached report covers the period 01 August 2019 to 31 July 2020 and was 
published by the statutory deadline of 30 November 2020. 

Recommendation: It is recommended that the Committee discuss the Annual 
Procurement Report. 

Previous Committee Recommendation/Approval (if applicable): n/a 



Equality Impact Assessment: 

Positive Impact ☒ 

Negative Impact ☐ 

No Impact  ☐ 

Evidence:  The College’s Procurement Strategy includes the use of national 
framework agreements wherever possible, and also competitive tendering for all 
significant contracts.  Both these routes to market ensure suppliers have in place 
their own equalities policies. 



ANNUAL PROCUREMENT REPORT 

01 August 2019 – 31 July 2020 
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Executive Summary 

The Procurement Reform (Scotland) Act 2014 (PRA) requires any public organisation which has 
an estimated annual regulated spend of £5 million or more to develop a procurement strategy 
and then review it annually. This requirement took effect from 31 December 2016. 
Organisations (including HE and FE institutions) required to develop and publish a procurement 
strategy were also required publish an Annual Procurement Report (APR), reflecting on the 
relevant reporting period of the procurement strategy. 

This report covers the period of 01 August 2019 to 31 July 2020 and addresses performance and 
achievements in delivering the North East Scotland College’s organisational procurement 
strategy. 

The development of the procurement strategy was the outcome of consultation and discussion 
with internal and external stakeholders who have an interest in the College’s approach to 
procurement and its impact. Stakeholder engagement will also feature in the annual 
assessments of the achievement of regulatory compliance, strategic objectives of the College, 
value for money [defined as the best balance of cost, quality and sustainability] and delivery 
against the organisation’s broader aims and objectives, in line with Scotland’s National 
Outcomes. This process of review and reporting will inform any adjustments to the procurement 
strategy deemed necessary to secure future performance improvements and to respond to the 
economic, political and financial influences to which the College may need to adjust. 

North East Scotland College has analysed third party expenditure and has identified that over 
the period covered by this report the following expenditure has occurred:  

• EU regulated procurements [goods and services worth more than £181,302; works
worth more than £4,551,4131] amounted to £4,465,000. There were 7 such
procurements completed2.

• Lower value regulated procurements [goods and services worth more than £50,000,
works worth more than £2 million] amounted to £837,492. There were 14 such
procurements completed.

More detailed information on the regulated procurements, sorted into procurement categories, 
is provided in Sections 1 and 2 and in Annex 1A of this report. 

North East Scotland College has over 2000 active suppliers, of which 527 were used by the 
College during the reporting period.  The total procurement expenditure was £13,172,019 

1 Public contracts (EU) thresholds are revised every 2 years – next due on 01 /01/2022, the figures given were correct as of 
01-08-2019
2 Completed when the award notice is published or where the procurement process otherwise comes to an end - covers 
contracts and framework agreements



comprised of £10,139,302 of regulated expenditure (recorded on the Contracts Register) and 
£3,032,717 on non-regulated spend, of which £1,351,094 is non-influenceable spend.   

The overall regulated influenceable spend total of 77% represents a fall on the previous year, 
this is mainly due to spend patterns changing as a result of the Coronavirus pandemic. The 
College continues to strive to optimise its expenditure and utilises the use of national, sectoral, 
local or regional C1 collaborative contracts and frameworks where these will bring a benefit to 
the College. As well as bringing leverage-based savings, the burdens of risk, contract and 
supplier management are shared and the number of resource-intensive formal local tenders 
that need to take place is reduced significantly. 44.4% of the College’s influenceable spend went 
through collaborative agreements, an increase of 10% on the previous year.  

This report comprises five sections: 

- Section 1:  Summary of Regulated Procurements Completed

- Section 2:  Review of Regulated Procurement Compliance

- Section 3:  Community Benefit Summary

- Section 4:  Supported Businesses Summary

- Section 5:  Future Regulated Procurements Summary

Report Approved: 16 December 2020 

By:  North East Scotland College’s Executive Team 

Signed: 

Position: Principal and Chief Executive 



Section 1:  Summary of Regulated Procurements Completed 

North East Scotland College strongly believes in conducting its procurements in an open and 
inclusive manner with procurement objectives aligned to the College’s Strategic Plan.  

The detailed summary of regulated procurements completed is set out in Annex 1. That 
information, coupled with the publication of the institutional Contracts Register 
http://www.apuc-scot.ac.uk/#!/institution?inst=32 and the systematic use of Public Contracts 
Scotland and Quick Quotes, provides complete visibility of the College’s procurement activity 
over the reporting period. 

In Annex 1, information is set out to show lower value regulated procurements completed and 
EU regulated procurements completed [if there have been any]. These are separated into 
contract categories and distinguish collaborative contracts from institutional ones. For each 
completed regulated procurement the information provided shows: 

• the date of award
• the start dates
• the category subject matter

• the name of the supplier
• estimated value of the contract – total over contract period
• collaborative or institution owned
• the end date provided for in the contract or a description of the circumstances in which

the contract will end.
• SME / supported business use

http://www.apuc-scot.ac.uk/#!/institution?inst=32


Section 2: Review of Regulated Procurement Compliance 

Where appropriate, North East Scotland College has made use of collaborative contracts to 
deliver improved contract terms, supported contract and supplier management, sustainable 
procurement outcomes and value for money (the best balance of cost, quality and 
sustainability). 

In making its regulated procurements every care has been taken to ensure that the College 
awards the business to suppliers who are capable, reliable and who can demonstrate that they 
meet high ethical standards and values in the conduct of their business. 

In the period covered by this report, the College has conducted all its regulated procurements in 
compliance with EU Treaty Principles of equal treatment, non-discrimination, transparency, 
proportionality and mutual recognition. 

Successful delivery against the procurement strategy objectives is part of a customer-valued, 
continual improvement process (CIP) that seeks incremental improvements to process and 
outcomes over time.  

Procurement Strategy 
Statement 

Annual Report Commentary on strategy delivery/compliance 

To sustain and further 
develop partnerships 
within the sector, with 
other publicly-funded 
bodies, with 
professional bodies 
and appropriately with 
supply markets that 
will yield intelligence, 
innovation and deliver 
value to users of 
procurement services.  

The College Procurement Team engages with internal and external 
stakeholders and suppliers to gain valuable feedback which informs 
the Procurement team of possible necessary adjustments and 
improvements to the procurement strategy and processes. 

For each procurement, the College considers the community affected 
by the resultant contract and ensures that any affected internal or 
external stakeholders are consulted (such as students or other local 
procurement bodies). Such consultation will always be on a scale and 
approach relevant to the procurement in question. 

The College contributes to sector contracting plans and has 
coordinated procurement efforts on a regional basis with both the 
University of Aberdeen and Robert Gordon University to deliver local 
collaborative contracts. 

The College Procurement Manager attends and contributes to 
APUC-led Procurement Strategy Groups and actively engages with 
other bodies through HE and FE specific events and other Scottish 
public-sector events. 

 

To work with internal 
academic budget 
holders, professional 
support service 
colleagues and 
suppliers to deliver 

Each regulated procurement is assessed and a strategy is developed 
and agreed with the key stakeholders, end users and suppliers.  

This assessment is also used to deliver the most appropriate 
procurement route to market that yield best value outcomes 



innovation and best 
value to the learning, 
research and service 
support communities 
through the 
development of an 
effective and co-
ordinated purchasing 
effort within the 
Institution.   

The College follows the guidelines set out in the Scottish Procurement 
Journey.  

Procurement activities follow the guidelines set out in the 
Procurement Journey. This helps to manage the expectations of 
stakeholders, customers and suppliers alike and facilitates best 
practice and consistency with what other organisations do across the 
Scottish public sector. 

Following the Scottish Procurement Journey ensures that 
procurement operations align and support the College’s strategic 
objectives. 

To promote the 
delivery of value for 
money through good 
procurement practice 
and optimal use of 
procurement 
collaboration 
opportunities.   

The best balance of cost, quality and sustainability is consistently used 
to assess value for money delivered and to identify sensible 
aggregation opportunities through collaborative contracting. 

The College sorts regulated procurements into procurement 
categories. How these goods, services and works are bought - joint 
purchasing, use of local, regional and national framework agreements, 
consolidated contracting – is subject to annual review with Advanced 
Procurement for Universities and Colleges (APUC) and, through user 
consultation, optimal category strategies are agreed, sensible 
aggregation opportunities are exploited, category and commodity 
strategies are developed, recorded, signed off and processed. 

To seek out 
professional 
development 
opportunities to enrich 
and enhance 
experience and 
capability of 
procurement 
practitioners and to 
work with the supply 
chains to ensure 
continued value, 
managed performance 
and minimal risk 
throughout the life of 
contracts for the 
benefit of customers 
and students.   

The defined procurement process is managed through an experienced 
and dedicated procurement team with access to competency-based 
training, skills development programmes and career development 
opportunities. Devolved procurement competencies are assessed 
across the institution to secure optimum value delivery while 
managing supply side risks and opportunities. 

Post procurement reviews are carried out to check that tendering 
outcomes are delivering against category strategies/business case 
objectives, A “lessons learned” approach with stakeholders has seen a 
marked improvement in stakeholders approaching procurement well 
before their requirements are due. 

https://www.procurementjourney.scot/
https://www.procurementjourney.scot/


To develop sound and 
useful procurement 
management 
information to 
measure and improve 
procurement and 
supplier performance 
in support of corporate 
planning conducted 
through fair and 
transparent process.    

Internal governance procedures, policies and tools such as e-enabled 
workflow enhancements are introduced to effect improvements to 
procurement process and efficiency. 

Expenditure segmentation analysis and data located on the Hub, 
Hunter (including Contracts Registers). 

Where relevant, use is made of appropriate standards and labels in 
procurements to take account of fair and ethical trading 
considerations with due consideration given to equivalent tender 
offerings from suppliers. Use is made of PCS to publish procurement 
opportunities. Appropriate use is made of lotting, output based 
specifications and clear evaluation criteria to ensure that 
procurements are accessible to as many bidders (including SMEs) as 
possible. 

To embed sound 
ethical, social and 
environmental policies 
within the Institution’s 
procurement function 
and to comply with 
relevant Scottish, UK 
and EC legislation in 
performance of the 
sustainable 
procurement duty.  

The College’s procurement procedures clearly map out the routes to 
procurement in line with the Scottish Government’s Procurement 
Journey.  The College’s procedures ensure that regulated 
procurements are only awarded to businesses that are capable, 
reliable and, where relevant, meet high ethical standards and values 
in the conduct of their business. The College is committed to 
contracting only with suppliers that comply with all appropriate and 
relevant legislation.  

Where appropriate and, on a contract by contract basis, the 
institution will assess the legislation applicable to a procurement and 
take steps to ensure bidders comply with it e.g. Health and Safety, 
Late Payment legislation. Where relevant, the Living Wage and fair 
work practices of suppliers are promoted in tender documentation. 
The College is a living wage employer. 

North East Scotland College has a procurement process and sign off arrangements that are 
consistent with the guidelines set out in the Procurement Journey and that have met the 
objectives and obligations set out immediately above. 



Section 3: Community Benefit Summary 

For every procurement over £4m, North East Scotland College will consider how it can improve 
the economic social or environmental wellbeing of its area through inclusion of community 
benefit clauses, to assist with achieving sustainability in contracts activity, including targeted 
recruitment and training, small business and social enterprise development and community 
engagement. Where possible, relevant and proportionate, and where they are considered not 
to have a negative impact on the delivery of value for money, such clauses may be included in 
regulated procurements valued at below £4m.  

The general College policy on identifying community benefit requirements would be to conduct 
risk and opportunities assessments through stakeholder consultation and engagement. Where 
relevant and proportionate to the subject matter of the procurement, the requirement is then 
built into the procurement specification and into the eventual conditions of contract 
performance.  

Where applicable, as part of the tendering process, suppliers are invited to describe their 
approach to delivering community benefits or achieving social value through a contract. 
Relevant community benefits are cited such as: 

• providing ‘upskilling’ opportunities (e.g. Toolbox talks) with students and staff,

• offering advice and assistance on the best practice methodology,

• employment, student work experience and vocational training opportunities,

• apprenticeships,

• local subcontractor opportunities available to SMEs, 3rd sector and supported

businesses,

• direct involvement in community based schemes or programmes,

• equality and diversity initiatives,

• supply-chain development activity,

• educational support initiatives,

• to minimise negative environmental impacts, for example impacts associated with

vehicle movements

Tenderers are invited to describe how such benefits will be successfully delivered through the 
contract and promoted to contract users. Where community benefits are included in a 
procurement (at or above the £4 million threshold), the award notice would include a statement 
of the benefits that are expected to be derived from the contract. 

North East Scotland College has awarded no regulated procurement contracts over the 
reporting period. None of these were over £4 million in value.  



Section 4: Supported Business 

Higher value procurements, regulated procurements (between £50k and OJEU threshold and 
those equal to and above the OJEU thresholds) are conducted in line with Routes 2 and 3 
respectively of the Procurement Journey. Both Routes 2 and 3 mandate the use of the European 
Single Procurement Document (ESPD (Scotland)). The ESPD covers exclusion, selection and 
award criteria and includes questions relating to companies self-certifying themselves in terms 
of size (micro, small or medium), or whether they are supported businesses. 

The College reviews each procurement to determine whether it could be fulfilled by a 
Supported Business, whilst remaining compliant with EU and Scottish Procurement Legislation 
and ensuring value for money for the institution (using the Supported Business register 
currently available and published by Ready for Business). 

The College did not reserve any contracts for supported businesses in this period nor has it had 
any supported businesses bid through the standard open tendering route. 

http://readyforbusiness.org/wp-content/uploads/2017/07/RfB-Supported-Business-Register-030317.pdf


Section 5 – Future Regulated Procurements 

North East Scotland College is keen to encourage competition by promoting optimal 
participation in its procurement process and achieve better value for money in its 
procurements. One method of achieving this is to give notice to suppliers of tendering 
opportunities that are expected to commence over the next two financial years after the period 
covered by this report. 

In preparing this forward projection of anticipated regulated procurements, it is difficult to be 
precise about providing details of actual requirements. Over a forecast period of two years it is 
very probable that circumstances and priorities will change so the list of projected individual 
regulated procurement exercises outlined in Annex 4 should be viewed with this caveat in mind. 

The information provided in Annex 4 covers: 

- the subject matter of the anticipated regulated procurement
- whether it is a new, extended or re-let procurement
- the expected contract notice publication date
- expected award date
- expected start and end date
- the estimated value of the contract.
- contract category A, B, C or C1



Annex 1 List of Regulated Procurements Completed in the Reporting Period 8/19 – 7/20 

Compliant Procurement 

Category Subject Supplier name Date of 
Award 

Cat 
A/B 
or C? 

Start Date End Date 
Value over 
contract 
period 

SME 
status 

Supported 
Business 

District Heating District Energy Aberdeen 13/12/2019 C 01/04/2020 31/03/2045 2,375,000.00 Y N 
Natural Gas Total Gas & Power 01/04/2020 A 01/04/2020 31/03/2023 630,000.00 N N 
Water & Wastewater Services Business Stream 01/04/2020 A 01/05/2020 30/04/2023 600,000.00 N N 
Liquid Fuels Scottish Fuels 21/10/2019 A 21/10/2019 20/10/2021 280,000.00 N N 
AV Equipment Mediascape 01/08/2019 B 01/08/2019 31/07/2021 200,000.00 Y N 
AV Equipment – Energy Efficient Mediascape 01/08/2019 B 01/08/2019 31/07/2021 200,000.00 Y N 
Postal Services Royal Mail 16/12/2019 A 16/12/2019 15/12/2024 180,000.00 N N 
Catering Equipment Maintenance CLR Service & Sales 01/06/2020 C 01/07/2020 30/06/2023 105,000.00 Y N 
Photographic Equipment Wex Photo Video 10/01/2020 B 01/02/2020 31/01/2022 100,000.00 Y N 
Hair and Beauty Lot 1 College Kits Direct 14/02/2020 B 17/02/2020 16/02/2022 84,000.00 Y N 
Hair and Beauty Lot 2 College Kits Direct 14/02/2020 B 17/02/2020 16/02/2022 80,000.00 Y N 
Industrial Gasses BOC 15/01/2020 C 15/01/2020 14/01/2023 75,000.00 N N 
Vehicle Lease 19 Arnold Clark Vehicle Mgmt. 20/09/2019 B 01/11/2019 31/10/2022 71,151.00 Y N 
Fire & Intruder Systems Maint. Realm Fire & Security 15/08/2019 C 01/08/2019 31/07/2022 60,165.00 Y N 
Minibus Contract Hire VEH3085 Wessex Fleet Solutions 20/11/2019 B 01/04/2020 31/03/2025 58,176.00 Y N 
Building Management System 
Maintenance BMSI 15/08/2019 C 01/08/2019 31/07/2022 51,000.00 Y N 

Hair and Beauty Lot 9 Salonwear Direct 14/02/2020 B 17/02/2020 16/02/2022 50,000.00 Y N 
Hair and Beauty Lot 3 & 4 Wella 14/02/2020 B 17/02/2020 16/02/2022 37,000.00 Y N 
Electrical Sundries Supply of Rexel/ Edmundson Electrical 01/08/2019 B 01/08/2019 31/07/2021 32,000.00 N N 



Fresh Butcher Meat Campbells Prime Meat 01/08/2019 B 01/08/2019 31/07/2021 28,000.00 N N 
Hair and Beauty Lot 5 Eve Taylor London Ltd 14/02/2020 B 17/02/2020 16/02/2022 6,000.00 Y N 

Annex 2 List of Regulated Procurements with Community Benefit Requirements Fulfilled 

There were no regulated procurements with community benefits requirements during the reporting period. 

Annex 3 List of Regulated Procurements placed with Supported Businesses 

There were no regulated procurements placed with Supported Businesses during the reporting period. 

Annex 4 List of Regulated Procurements planned to commence in next two F/Ys 20/21 & 21/22 

Category Subject Cat 
A/B/
C or 
C1 

New. 
Extended or 
Re-Let 
Procurement 

Contrac
t Length 

Expected Contract 
Notice Publication Date 

Expected 
Date of 
Award 

Expected 
Start Date 

Expected 
End Date 

Estimated 
Value Over 
Contract 
Period 

Industrial Gasses B Re-Let 3 Framework Award 01/01/2020 05/01/2021 04/01/2024 215,000.00 
Coach Hire C Re-Let 5+2 Re-Let 01/02/2020 01/08/2020 31/07/2025 1,000,000.00 
Vehicle Hire B Re-Let 3+2 Framework Award 01/12/2020 01/04/2021 31/03/2024 75,000.00 
Facilities Management 
Services C Re-Let 5+2 01/02/2020 16/12/2020 01/04/2021 31/03/2026 10,100.00 

Apple Equipment & Services B Re-Let 2+2 Framework Award 07/01/2021 03/04/2021 02/04/2023 160,000.00 
Waste Collection & Disposal B Re-Let 3+2 Framework Award 07/01/2021 09/04/2021 08/04/2024 186,000.00 
VLE Hosting/Delivery 
(Blackboard) B Re-Let 2+2 Framework Award 11/01/2021 07/05/2021 06/05/2023 200,000.00 

Associate Trainers C New 3+3 02/12/2020 01/02/2021 01/03/2021 28/02/2024 350,000.00 
Nursery Service - Fraserburgh C Extended 2+1 Extended 01/03/2021 26/08/2021 25/06/2022 175,000.00 
Fuel Cards B Extended 3+1 Extended 01/03/2021 01/08/2021 31/07/2022 60,000.00 



Office, Computer and Library 
Supplies B Re-Let 4+2 Framework Award 01/03/2021 01/06/2021 31/05/2025 80,000.00 

Laboratory Equipment B Re-Let 2+2 Framework Award 01/03/2021 01/08/2021 31/07/2023 80,000.00 
Student Travel Services B Re-Let 3+2 Framework Award 01/03/2021 01/08/2021 31/07/2024 100,000.00 
Software Licence Resellers B Re-Let 3+1 Framework Award 01/03/2021 01/07/2021 30/06/2024 300,000.00 
Student Accommodation 
Services C1 Re-Let 4+3 Direct Award 01/04/2021 27/08/2021 26/08/2024 1,200,000.00 

TQFE Programme C1 Extended 4+2 Extended 01/04/2021 01/08/2021 31/07/2022 50,000.00 
Fresh Butcher Meat B Extended 2+2 Extended 01/04/2021 01/08/2021 31/07/2023 28,000.00 
IT Related Parts & Accessories B Re-Let 2+2 Framework Award 01/04/2021 09/08/2021 08/08/2024 65,000.00 
Security & Janitorial Services C Re-Let 5+2 11/01/2021 01/05/2021 01/08/2021 31/07/2026 1,010,000.00 
Hospitality Uniforms and 
Equipment B Re-Let 4+2 Framework Award 01/05/2021 01/08/2021 31/07/2025 200,000.00 

Distance Learning Materials C Re-Let 4+2 01/02/2021 10/05/2021 01/08/2021 31/07/2025 1,000,000.00 
Desktop & Notebook NDNA B Re-Let 3+1 Framework Award 01/06/2021 01/09/2021 31/08/2024 350,000.00 
Offsite Reprographic Services C Re-Let 4+2 01/04/2021 01/08/2021 01/11/2021 31/10/2025 800,000.00 
Travel Services A Re-Let 3+1 Framework Award 01/10/2021 01/02/2022 01/02/2025 150,000.00 
Fresh Fruit & Vegetables B Extended 2+2 Extended 16/12/2021 16/01/2022 16/01/2023 32,000.00 
Human Resources & Payroll 
System C Re-Let 5+5 Re-Let 01/01/2022 01/10/2022 01/10/2027 350,000.00 

Occupational Health Services C Extended 3+2 Extended 11/01/2022 01/04/2022 31/03/2023 35,000.00 
Learning Opportunities C Extended 4+2 Extended 01/04/2022 01/08/2022 31/07/2024 500,000.00 
Catering Service C Extended 3+2+2 Extended 01/04/2022 28/07/2022 28/07/2024 2,600,000.00 



Annex 5 - Glossary of Terms 

A, B, C and C1 Contracts (Who buys what?)

Category A 
Collaborative Contracts available to all public bodies 

• Scottish Procurement

Category B Collaborative Contracts available to public bodies within a specific sector 

• Scottish Procurement

• APUC

• Scotland Excel

• NHS National Procurement

Category C Local Contracts for use by individual public bodies 

Category C1 Local or regional collaborations between public bodies 

APUC’s Code of Conduct - APUC and its client community of colleges and universities is committed to carrying out procurement activities in an 
environmentally, socially, ethically and economically responsible manner and to entering into agreements and contracts with suppliers that share 
and adhere to its vision. To demonstrate this commitment, current and potential suppliers are asked to acknowledge their compliance with the 
principles of the APUC Supply Chain Code of Conduct with respect to their organisation and their supply chain. 

BT14 – Sustainability Based Benefits - sustainability benefits where costs are not normally relevant can be reported but will normally be described in 
narrative including but not limited to the following areas:  

· Reduction in waste – packaging and / or further use of residue from processes etc.

· Reduction in consumption - use of raw materials (consumables, utilities etc.)

· Recycling and/or reuse of products

· Enhanced Reputation and/or marketing opportunities



· Community Benefits delivery

· Carbon Reduction

Social, equality and / or environmental improvements

Category Subject is a collection of commodities or services sourced from the same or similar supply base, which meet a similar consumer need, or 
which are inter-related or substitutable. 

Community Benefits are requirements which deliver wider benefits in addition to the core purpose of a contract. These can relate to social- 
economic and or environmental. Benefits. Community Benefits clauses are requirements which deliver wider benefits in addition to the core purpose 
of a contract. These clauses can be used to build a range of economic, social or environmental conditions into the delivery of institutional contracts. 

Contracts Registers these typically provide details of the procurement exercise to capture key information about the contract (the goods and services, 
values, date started, expiry date, procurement category etc.). 

Cost Avoidance The act of eliminating costs or preventing their occurrence in the first place. It tends not to show up on, but materially impacts, the 
bottom-line cost and is normally referred to as a “soft” cost saving i.e. negating supplier requests to increase costs, procuring services/goods/ works 
under budget, obtaining prices lower than the market average/median. 

Contract management or contract administration is the management of contracts made with customers, suppliers, partners, or employees. Contract 
management activities can be divided into three areas: service delivery management; relationship management; and contract administration. 

EU regulated procurements are those whose values require that they are conducted in compliance with the Public Contracts (Scotland) Regulations 
2015 and the Procurement Reform (Scotland) Act 2014.  

Flexible Framework Self-Assessment Tool (FFSAT) enables measurement against various aspects of sustainable procurement. 

Hub (Spikes Cavell) - The Scottish Procurement Information Hub is provided by Spikes Cavell as a spend analysis tool allowing organisations to: - 

◾Identify non-pay spend on external goods and services

◾Identify key suppliers and how many transactions are made with each

◾Highlight common spend across suppliers and categories

◾Identify spend with SMEs and/or local suppliers



This information means that individual organisations and Centres of Expertise can identify where collaborative opportunities might exist and where 
transactional efficiencies could be made. 

For more information, visit the Scottish Government's Hub page. 

Hunter - Hunter has been developed by the eSolutions team. It is a database solution which uses standard Microsoft packages (Access and SQL 
Server) enabling organisations to effectively monitor and report on collaborative contracting activities. 

As a solution, it is operational within the HE/FE sector in Scotland and is also being utilised by the HE consortia in England and Wales that also 
provide collaborative contracting services to the sector. Hunter has a multi-level structure which allows consortia to share collaborative agreements, 
make them visible to their member organisations, and in turn enabling them to record their own contracts. 

Institutional Dashboard - is the area within the APUC Buyers Portal being developed by the APUC eSolutions team providing easy access to 
institutions’ key management reporting data being recorded centrally through Hunter. The dashboard currently hosts key regulatory procurement 
information on Contracts Registers, forward contracting plans, expenditure reporting and APR Data. The list of reports is planned to expand to cover 
savings and PCIP dashboard data. 

Lotting - the Public Contracts (Scotland) Regulations 2015 encourage the use of lots (regulation 47), to promote competitiveness and to facilitate the 
involvement of SMEs in the public procurement market, by considering the appropriateness of dividing contracts into lots to smaller contracts  

OJEU thresholds OJEU is the Official Journal of the European Union, the gazette of record for the European Union. Around 2500 new notices are 
advertised every week - these include invitations to tender, prior information notices, qualification systems and contract award notices. The 
European public contracts directive (2014/24/EU) applies to public authorities and the following thresholds will apply to procurement carried out 
whose value equals or exceeds specific thresholds. The present thresholds are (net of VAT): - for Supply, Services and Design Contracts, £164,176, for 
Works Contracts £4,104,394. Public contracts (EU) thresholds are revised every 2 years – this is next due on 01/01/2018. 

Output Specification requirements are set out in terms of what you want to achieve, leaving the tenderers to decide on how they will deliver those 
requirements. This can lead to innovation by the tenderers. The services detailed in the output specification should be capable of objective 
assessment so that the performance of the supplier can be accurately monitored. 

http://www.gov.scot/Topics/Government/Procurement/eCommerce/ScottishProcurementInformationHub


Prioritisation - the Sustainable Public Procurement Prioritisation Tool which is a tool to aid all procuring organisations across the Scottish Public 
Sector designed to bring a standard structured approach to the assessment of spend categories. 

Procurement Journey is public procurement toolkit with guidance and templates on the procurement process to facilitate a standardised approach 
to the market and contract and supplier management. 

Procurement & Commercial Improvement Programme (PCIP) replaced the previous Procurement Capability Assessment (PCA) and focuses on the 
policies and procedures driving procurement performance and more importantly, the results they deliver. 

PCS (Public Contracts Scotland) is the national advertising portal used to advertise all public sector goods, services or works contract opportunities. 

PCS-Tender is the national eTendering system, and is centrally funded by the Scottish Government. The system is a secure and efficient means for 
buyers and suppliers to manage tender exercises online.  The standard templates enable buyers to create consistent tender documentation. 

Segmentation the division and grouping of suppliers or contracts in relation to spend and its criticality to business. 

Small and Medium Sized Enterprises (SMEs) encompass – 

     Micro enterprises: enterprises which employ fewer than 10 persons and whose annual turnover and/or annual balance sheet total does not 
exceed £1.57 million. 

     Small enterprises: enterprises which employ fewer than 50 persons and whose annual turnover and/or annual balance sheet total does not 
exceed £7.86 million. 

     Medium enterprises: enterprises which are neither micro nor small, which employ fewer than 250 persons and which have an annual turnover not 
exceeding £39.28 million, and/or an annual balance sheet total not exceeding £33.78 million. 

Social Enterprises are revenue-generating businesses with primarily social objectives whose surpluses are reinvested for that purpose in the business 
or in the community, rather than being driven by the need to deliver profit to shareholders and owners. 

Supply Chain encompasses all activities, resources, products etc. involved in creating and moving a product or service from the supplier to the 
procurer. 

Supported business means an economic operator whose main aim is the social and professional integration of disabled or disadvantaged persons, 
and where at least 30% of the employees of the economic operator are disabled or disadvantaged persons. 



Supported employment programme means an employment programme operated by an economic operator, the main aim of which is the social and 
professional integration of disabled or disadvantaged persons, and where at least 30% of those engaged in the programme are disabled or 
disadvantaged persons. 

Sustain - is the APUC supply chain sustainability web portal, a central hub where sector suppliers can complete and store sustainability compliance 
data. The portal is the core supply chain sustainability tool supporting HE and FE institutions and their suppliers in delivering a transparent, 
environmentally positive, ethical and socially responsible supply chain 

Sustainable Procurement A process whereby organisations meet their needs for goods, services, works and utilities in a way that achieves value for 
money on a whole life basis and generates benefits, not only for the organisation but also to society, the economy and the environment. 

Third-Party Expenditure is calculated based upon the total value of invoices paid per annum, excluding VAT, to all suppliers for the purchase of 
goods and services. It is defined as including: goods – tangible products such as stationery, which are often also known as supplies. Services – 
provision of an intangible product such as refuse collection, elderly home care, whether carried out internally or externally. Works – including 
construction works and utilities – energy costs. It excludes employee costs, non-cash expenditure (e.g. depreciation), grants, trust payments and 
other non-controllable payments to other publicly funded bodies but should include spending on agency staff, capital expenditure and programme 
spend on commodities and services. 


	00-00 A&R Com Agenda 02-06-21
	03-21 Minute of the Previous Meeting
	04-21 Matters Arising from the previous Meeting
	05-21 Internal Audit Reviews
	05-21 Internal Audit Student Support Report
	05-21 Internal Audit Staff Recruitment and Retention Report
	05-21 Internal Audit Budgetary Control Report
	05-21 Internal Audit Risk Management - BCP Report
	05-21 Internal Audit IT Network Arrangements - Data Protection Report
	05-21 Internal Audit Performance Reporting - KPIs Report
	05-21 Internal Audit Website Delivery Project VFM Report
	05-21 Internal Audit Follow Up Reviews Report
	06-21 Draft External Audit Plan – Year End 31 July 2021
	06-21 Draft External Audit Plan - Appendix 1
	07-21 Internal Audit Annual Plan 2021-22
	07-21 Draft Internal Audit Annual Plan - Appendix 1
	08-21 Strategic Risk Register
	08-21 Strategic Risk Register (May 21)
	May 21

	09-21 Code of Good Governance - Compliance Check
	09-21 Code of Good Governance Compliance - Appedix 1
	10-21 Annual Procurement Report
	10-21 Annual Procurement Report - Appendix 1
	01 August 2019 – 31 July 2020
	A, B, C and C1 Contracts (Who buys what?)





